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Microgrid is a demand of modern century in ideal power system due to its accuracy and 
efficiency. It fulfills the requirement of energy for customers by utilizing several renewable 
energy resources. Despite of smart invention system, it is still facing many challenges regarding 
design, operation, control, and protection in both modes either connected or islanded. These 
facts regarding microgrids lead us towards its further development. This paper facilitates the 
discussion about microgrid limitations and research development including distributed 
generation, operation, control techniques and protection enhancement.  
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1. Introduction 

 

In past years, small individual power grids were used in far-away areas (remote areas) 

where main power network grid interconnection is not possible due to huge cost, high 

distance and technical skills. Low cost, smooth operation, small area, remote operation and 

scalability are the significant characteristics of these small autonomous grids. However, 

recent development in greener generation technologies i.e. wind, hydro, solar-photovoltaic, 

biomass, geothermal and hydrogen power etc. have increased the efficiency and reliability 

of the microgrid (MG) [1]. Many schemes have been initiated to develop greener 

generation technologies in different countries across the world. Like, State of California in 

United State of America has aimed to fulfil its 33% (by 2020) of load by renewable sources 

as mentioned in literature [2-3]. While, Germany has set the target of 50% by 2030. Since 

2009 it is noticed that Europe depends on solar cell and wind based renewable energy 

sources. Canada is also promoting greener generation technologies due to its own extreme 

weather situations [4].  

There are some losses of electricity present in existing power system such as long 

distance, negativity of fossil fuel, less utilization of renewable energy sources and high 

productivity cost. Due to these reasons, it is very challenging to achieve a load balancing 

condition. Renewable distributed energy resources (DERs) are the backbone of power 

generation, some technical issues must be overcome to get potential benefits as mentioned 

in [5-6] illustrated below: 

• Calculation and storage of units to fulfil its shortage during scheduled supply and 

demand under uncertain conditions. 
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• During islanded mode, higher dissemination of renewable resources to MG for its 

operational reliability on economical basis. 

• Installation of systematic schemes such as demand side management (DSM), which 

allows the consumers to respond in accordance with grids requirements. 

• Introduction of new marketing scales which can easily allow renewable sources to 

sustain in competing environment at low cost. 

• Protection schemes should be redesigned at distribution level to ensure bidirectional 

power flow. 

• Unlock new challenges for voltage and frequency stability. 

• Introduce the new mechanisms that have plug and play features for easily up-

gradation of current system regardless of time. 

• Power generation at cost of renewable resources should be eco-friendly (reduce CO2 

and nuclear waste).  

Nowadays, the demand of electricity is continuously increasing which is the main reason 

of transmission burden increment. Economical transmission system and drawbacks of 

renewable DERs in modern electrical power systems are main challenges for the utility and 

researchers. The MG is an alternate which has made the system economical with the use of 

DERs. In general, MG consists of small distributed generators (DGs) and cluster of loads 

which is capable to supply electricity to customers in any mode of operation at the time of 

demands [7]. The main advantages of MG are given below [8]:  

• Switching ability in both mode of operations i.e. grid-connected and islanded, counsel 

protection during islanded mode of operation for voltage and frequency, and 

capability of automatic resynchronization with power grid after transient state or 

abnormal state are the key features of MG. 

• The use of renewable DERs in MG can help to improve the environmental issues 

interconnected with fossil fuel generation technologies [9]. 

• There are many other benefits of MG such as high power quality, low line losses and 

low transmission cost and so on.  

In large number of publications and research works, drawbacks of MG are also 

enlightened. In spite of huge number of benefits, microgrids (MGs) still have lot of 

discrepancies and unsolvable quires which need to be sort out for a paramount progress of 

MG in grid environment. The execution of MG on a specific site is an important challenge 

for researchers and development authorities. After implementation of the MG in island, 

protection of DGs, loads and lines are also considered as one of the greatest challenges 

nowadays. Conventional unidirectional power flow method in MG is not viable anymore 

for protection [10]. Static regulatory base policies are another issue within the field of MG. 

These policies play vital role in increasing the growth of MG. Government institutions 

make sure that these vouchers must include the proper procedure and precautions for the 

implementation of MGs.  

The foundation concept has been elaborated regarding the field of electrical power 

system, more than decades. With the advancement in MG technology, the issues are also 

arising. The major challenge is to supply the electricity to consumers and also to maintain 

the energy security in long terms. As the connections of electricity are increasing on daily 

bases, the efficiency and reliability of the power system is also suffered which must be 

convenient for consumers. The DGs in the MG have solved the major drawbacks to a large 
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extent. These will play vital role in future smart grid by acting as a building block. The 

frequency and voltage control of DGs in the islanded operation is also an issue. In case of 

islanded operation, single distributed generator (DG) method is suitable for supplying the 

electricity to local customers [11]. However, in case of more than one DGs, the main 

challenge is to operate and control. It is solved by voltage verse reactive droop controller 

method during islanded operation [12]. It is concluded that grid should restore during 

transient faults, which needs an algorithm to complete the resynchronization expansion. As 

a new research, system of systems (SoS) is under consideration due to its complexity. The 

SoS is the branch of embedded system which deal with optimization of interrelating 

schemes. The MG system can be taken under consideration as a SoS due to its resemblance 

[13-14]. 

The flow of the paper is as follows: Basic understanding of MG and its operation is 

presented in section (2). Section (3) focuses on control strategies and their challenges 

including in both modes. Section (4) enlightens the MG protection which includes its fault 

modeling and investigation, protection through communications and direct current (DC) 

MGs protection. Finally, conclusions are drawn in section (5).  

  

2.  Operation of microgrid 

 

In [12] and [15], many technical issues related with DERs, energy storage systems 

(ESSs) and variable loads at distribution level located near the customers are resolved by 

using modern MG technologies. Many definitions of MGs have already been proposed at 

technical platforms and also still under discussions. The MG can be deliberated as arbitrary 

configuration; however some institutions like Consortium for Electric Reliability 

Technology Solutions (CERTS) of USA is accentuated on a structure. According to 

CERTS, loads are integrated to feeder network by using different energy system like water, 

heating and air etc. The MG has an ability to work with all these systems in predefined 

modes which depend on co-ordination. The MG can be considered as a unit element which 

is based on control signals. 

Multiple projects endeavor to further development in the research of MGs all around the 

world such as Bella Coola started from September 2010 in Canada [16]. Additionally, MGs 

based on beneficial architecture and advance control are available in Europe, CERTS in 

USA started from 1999, Huatacondo in Chile [17], and New Energy and Industrial 

Technology Development Organization (NEDO) in Japan [12]. 

The MG can be defined as a cluster of loads, small DGs units (diesel generator, wind, 

solar and biogas plant etc.) and some ESSs (batteries, flywheels, superconducting magnetic 

energy storages and super capacitors etc.) for reliable operation and supply of electricity 

interlinked to main power system via single point, called point of common coupling (PCC). 

Some technical challenges can be solved in a new manner by using the MGs as a massive 

stimulation of renewable distributed generation. Complex central co-ordination systems 

have been simplified by MG.   

The DG units in MG comprises of rotational generating devices (internal combustion 

engine, micro-alternator, gas turbine) and inverting type generating devices (solar-

photovoltaic, fuel cell (FC) or batteries, wind turbine) [18]. These devices can be used for 

generation of reliable electricity in MGs for customers or industries in remote as well as 
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local areas. Regarding the phenomena of interface; both generating devices must have 

power electronic converters (a device that converts alternating current (AC) to DC or 

analog to digital or vice versa is called converter). The maximum value of electrical power 

which has been observed in generating unit is 10,000kW [19]. For islanding mode of 

operation, ESSs is compulsory part for balancing and control of power flow at the host grid 

or utility grid. Voltage control and quality of electrical power can be enhanced by ESSs. As 

mentioned earlier that batteries, flywheels, super capacitors and superconducting magnetic 

energy storages are employed for the purpose of energy storage in MG [19]. Power 

electronic devices are used for interface in energy storage devices. In MG, the main theme 

of the control system is to run the safe operation during variable modes. This component 

(control system) consists of central controller or distributed controller. In [20], it is clearly 

mentioned that suitability of central controller depends on the demands and modes of 

operation. Lastly, the specific objective of the MG is to supply the electricity to customers 

with high accuracy in any modes of operation. 

Karimi et al. [21] have enlightened that MG can work in both modes. Working in grid-

connected mode, if the fault occurs, it has capability to isolate itself without any influence 

to customers supply and hence resulting in high efficiency and reliability of power. The 

gird-connected mode, islanded mode and conversion between grid-connected to islanded 

mode or vice versa, are the classification modes of operations in MG [22-23]. While in any 

mode of operation, as a consumer demand, the energy can be provided to customers 

generated by micro-sources. In grid-connected mode, the power lost is sustained by the host 

grid and excess of power in MG is automatically transferred to main grid for further 

services. Control of voltage and frequency is credited to main power grid. In islanded 

mode, two components of power; real and reactive are generated by MG must be balanced 

with loads (local loads). 

Islanded is the dis-connectivity of the MG intentionally (schedule) or unintentionally.  

Intentionally islanding happened, when quality of electrical power does not meet the 

optimum range or maintenance. Unintentional islanding operation is a result of unscheduled 

proceedings which is due to uncertainty [24]. Fast detection of these uncertainties in an 

appropriate approach is essential for the smooth operation of MG. From [25-26], different 

algorithm can be used for detection of islanding. Without PCC, MG is known as isolated 

microgrid. Isolated MGs are used on permanent bases in remote areas where 

interconnection with utility grid is not beneficial just because of technical and economic 

aspects.  

 

3. Microgrid secondary control 

 
3.1. Hierarchical control 

 

In last few years, control schemes for MGs are main focus of researchers [1, 18, 27-31], 

among which hierarchical control schemes are the promising one [32-35]. The primary 

control which is the initial level of this scheme functions the local control loop of every DG 

in MG using load controller independently. At this initial stage, the control schemes which 

are mainly adopted includes PQ control, droop control or V/F control. On the other hand, 

the secondary control recompenses voltage and frequency deviances introduced by the 

primary control. 
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3.1.1. Primary control schemes 

 

A state-space model is developed for MG. it is appropriate for voltage source inverter 

(VSI) to normalize the voltage and frequency values according to set point. Moreover, it 

also controls the reactive and active powers of PQ inverters. Low frequency modes have 

been transform to new location after addition of PQ inverter in a system which has 

improved the relative stability [36]. In another study, stability analysis of synchronized 

fluctuations in 3-phase circuit and control variables are enabled through full order state 

space model. Moreover, P (active) and Q (reactive) power controlled VSI are reduced to 

second order model, and it has conserved the whole system stability during variations in 

grid impedance [37]. Georgakis, D et al. [38] have proposed a method for power estimation 

in case of single phase power inverters. Therefore, components of current such as phase and 

quadrature are sorted out along with terminal voltage. The phase and quadrature are utilized 

to control active and reactive power of the system, respectively. Power fluctuations can 

cause an error (dc-link voltage) in the MG, which is sorted out by first regulator by 

stabilizing active output current magnitude available at the grid. While, second regulator is 

employed to control reactive power output in the same manner as first regulator of inverter 

reactive current at unity power factor.   

In controlling voltage and frequency of AC power system, VSI plays a tremendous role. 

It also behaves as a synchronous machine as verified by [38] and [39-40]. This particular 

method functions as a voltage source. Whereas, droop control can be used to control 

magnitude and frequency of output voltage [41]. The formulation of the droop control is 

given below: 
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Finally, common droop control equations which are given below:  

.o Pk Pω ω= −                                                                                                                   (11) 

.o QE E k Q= −                                                                                                                  (12) 

According to above equations (11) and (12), it is confirmed that voltage and frequency 

are related to reactive and active power in case of VSI control schemes. However, P and Q 

are active and reactive output power; kp and kQ are positive quantities of droop slopes and 

wo, Eo are the angular frequency and terminal voltage in case of no load conditions. 

Whenever VSI is linked to AC machine system, it is characterized by angular frequency 

and terminal voltage [42]. The required output powers can be obtained by adjusting values 

of terminal voltage and angular frequency in case of VSI outcome as verified by [43]. A 

droop control strategy has been discussed in [44] and its implementation in grid-connected 

and islanded operational mode is also verified in [20]. Hence, it is concluded that VSI has 

immediate response to any disturbance without any communication command. However, in 

case of DG system, communication resources/commands are required for efficient 

management.  

While working on islanded/autonomous mode of MG operation, main focus is on proper 

and balance availability of reactive power that is highly contingent on impedance in 

transmission lines. However this impedance will be disturbed/affected and unequal because 

of varying distances among DERs interface converters (DICs) [43]. For the operation of 

power sharing, two droop characteristic control methods named as Pf and QV are highly 

recommended in DICs as verified by [45-46]. The Pf droop control technique plays its role 

for exact power sharing among DICs but serious issue occurs due to imbalanced line 

impedance load distribution in QV droop control. To address these particular problems, 

several other control methods have been presented in [47-48]; however, these control 

techniques have some serious limitations to MG. A novel control method is adopted to 

solve the problem of line impedance of transmission lines on reactive power which is 

named as Q V
•

−  droop control (in case of islanded operational mode to MG) [49]. In Q V
•

−  

droop control method, V
•  gives us the rate of change of voltage magnitude of V. Line 

impedance associated problems can be solved by controlling the voltage with V
•

. While, 

there is a possibility that V
•

 can drop to zero which can cause the deviation of Q from 

designed value. As a result, power sharing performance could be degraded in another way. 

To sort out this problem V
•

 restoration method is introduced [50].    
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3.1.2 Secondary control  

 

A. Centralized secondary control methods for microgrids 

As MGs secondary control can be centralized or decentralized. All DGs are required to 

communicate with MG central controller (MGCC) in centralized control method and then 

being exceedingly reliant on this central controller. Later, the control actions are 

broadcasted to each unit [51]. The reliability of the system can be affected and decreased if 

central controller failure occurs once, because in this case the MG may also fail [52-53]. 

Furthermore, in the centralized control method; the computational burden of central 

controller is high and because of its high complexity and cost, the data sharing is also bot so 

easy when DGs level in MG reaches to a certain number.  

 

B. Decentralized secondary control methods for microgrids 

 

Central controller is not required in decentralized control with extra connection network. 

Also its local control system controls each unit which results control action to rely on local 

information instead of global. So, huge amount of information can be distributed to local 

control system functioned by MGCC which only want to interact with their neighbours 

[54]. The concept of decentralized control has motivated many researchers to design 

different kinds of distributed control algorithms for MGs network. To consider the 

influences of communication delay and data dropout in MGs system, a decentralized 

secondary control was anticipated for droop controlled MGs [55]. Conversely, a mechanism 

based on lagrangian relaxation in a decentralized fashion has created to attain possible and 

near optimal solutions for active and reactive power organization of MGs as verified by 

[56]. A scheme is established by [57-59] for MG which has a decentralized control and 

power management, working in an islanded operational mode to grasp control of each DG 

locally by employing vital multi-variable decentralized robust servomechanism process. In 

addition to this, to provide a decentralized control mechanism, cooperative control has also 

been applied for DGs in MGs system as mentioned in [60-63]. To regulate and adjust P and 

Q outputs of multiple photovoltaic (PV) generators, [64] has enlightened a cooperative 

control strategy where DGs are arranged in the form of several clusters and then 

cooperative control is used to operate DGs and to achieve the P power objectives. Authors 

in [65] have also presented a cooperative control optimum design and is directed to DGs 

control in microgrids network. 

The distributed control scheme named multi agent system (MAS) for microgrid is 

presented in research article [66]. In this method MGs are controlled dynamically. Three 

different levels of control included in this approach are given below: 

1) distribution network operator (DNO) and market operator (MO) 

2) MGCC   

3) load controller or micro source controller 

The DNO and MO control levels are fixed only for low and medium voltage level. 

Distribution network operator control system is used to operate one or more MGs at same 

the time, and number of market operators (MOs) are targeted only on the market functions 

of this area which depends upon connected MGs. The MGCC has vital dynamic role 

between DNO/MO and MG. Furthermore, main edge of MGCC is the optimization of 

proper operation or alternatively has coordination among local controllers. Last control of 
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this system is named as load controller. In which, DERs, construction and storage units 

along with some local loads of the system are controlled. A comprehensive model of above 

system is achieved by MAS technology. In this zone, every agent use the specific 

information according to its requirement and also provide technical detail of the agents. 

This novel scheme presents three kinds of agents; control agent, management agent and 

ancillary agent. Control agents actually control the physical units of MGs directly, 

management agents resolve the managerial operations and take frequent decisions, and 

ancillary agents perform their duty to resolve the issues related to communication systems 

and storage of large amount of data. 

In MGs system, nowadays in terms of optimization, decentralized control and energy 

management for DGs, a method called multi-agent system is presented as verified by [66-

74]. In [66], it is demonstrated that how an MAS can be used to control the MG network in 

efficient way. Furthermore, importance of MGs in energy market has been discussed. In 

this model, every distributed energy resource (DER) is optimised for its best performance 

based on proposed algorithm. A decentralized MAS-based frequency control scheme has 

been examined in [67], where information can only be exchanged locally by the agents. 

Bidram et al. [68-70] have developed a secondary distributed control for MGs by 

combining the cooperative control with MAS. In [71], distributed energy storage operation 

at mutual level based on MAS control scheme in an MG has been presented. Furthermore, 

islanded MG optimization has been controlled by using hierarchical control MAS as 

mentioned in [72]. In addition, novel method has presented and named as agent-based 

control for islanded MGs as mentioned in [73]. By using this control technique, balance in 

demand and supply as well as voltage and frequency stability has been achieved. Reactive 

power sharing between DGs in islanded MGs with conventional droop controlled method is 

not feasible due to variance in feeder impedance. To overcome this issue, MAS based 

reactive power sharing for islanded MGs is presented, consists of two layer control model 

[74]. 

 

4. Microgrid protection 

 
4.1. Microgrid fault modelling and investigation 

 

For reliable MGs operation during islanded and grid-connected mode, safety standards 

are important because small scale power distribution system named as MG has same safety 

necessities as a utility power grid. The fault current distribution for different disorders at 

different points in a MG is examined. Grounding electrode system built in MG acts as 

security enhancer either in smooth or false conditions by using touch voltage and step 

voltage method as explains in [75]. In Al-Nasseri et al. [76], fast fault detection method is 

attained by inclusion of microsources in a MG equipped through power electronics 

interface is studied. It is suitable for steady-fast operation and protection. The observed 

output voltages of microsources in d-q reference fame are converted to dc values. In case of 

any fault (internal or external), which cause disturbance in output of microsource will be 

imitated as a disturbance in the d-q reference frame. So it is concluded from above 

discussion that disturbance in d-q values are used to analyse the fault and send signals to 

breaker which isolate/cut-off supply and provide protection. Various faults within the MG 

are represented by simulation results. 
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As presented in [77], voltage/frequency control and protection are two main challenges 

during islanded mode of operation. Based on these issues three strategies developed: 

(1) Control technique is used to control voltage and frequency for inverter based 

distributed generations. 

(2) A protection scheme for transmission lines and distributed generations is designed 

during autonomous mode of operation. 

(3) Combine strategies, (1) and (2) are used to reduce the tripping disturbance of 

distributed generations and unnecessary loads. 

The PSCAD/EMTDC software is used for simulation results. These simulation results 

based on above strategies ensured that (a) quick control and protect the DGs during 

autonomous mode of operation and (b) reactive power is supplied by DGs in MG operation. 

According to Menon Vivek et al. [78], two novel principles of dominant islanding 

detection techniques named as (a) positive feedback and (b) total harmonic distortion and 

voltage unbalance. A novel detection technique based on hybrid islanding (developed on 

the bases of (a) and (b) techniques) seems more efficient for synchronous rotating 

distribution generations. Results obtained by simulation and theoretical analysis show that 

hybrid technique is more appropriate as compared to other techniques which are used 

separately in the system. In addition, positive feedback technique is not appropriate for 

islanded mode of operation because all distribution generations work mutually and 

destabilize the main network grid. However, in hybrid technique, frequency set point is 

changed by distribution generations at load switching and also appropriate for the 

autonomous mode of operation. Finally, it’s concluded this technique is capable of 

differentiation between load switching and islanded mode as a result no false tripping. By 

reference [79], it is very necessary to protect MGs from internal or external faults either it is 

operated as an islanded or grid-connected operational mode. For the islanded inverter based 

MGs operation, conventional over current protection schemes are not utilized to protect the 

system due to small magnitude of fault currents. Moreover, an inverter fault current values 

are beyond than the range of silicon devices (2p.u). In presented scheme, a static switch is 

universal for all types of faults. 

Nowadays, the complex network of DGs facing new protection challenges like slow 

response to fault current values and flow of bidirectional currents. So, need to develop new 

strategies to solve this problem at all levels of MG which is connected to complicated 

network of DGs. For this purpose, two parameters namely fault current coefficient and 

adjustment of relay hierarchy are discussed in details. These parameters are important for 

proper operation and protection of complex network DGs in the MG system. The principles 

of these two parameters are given below: 

(1) In the system, fault current delivered by any distributed generation at any point, 

represent the fault current coefficient. 

(2) Selective operation of relay during fault condition in the system represents the 

adjustment of relay hierarchy. 

These two parameters are suitable for protection in case of autonomous mode due to 

automated parameters as mentioned by [80]. 

Critical issue: series faults in low voltage DC MGs are simplified by presenting a dc arc 

model. This model does not involve any physical time constant knowledge and it can be 

implemented by using the time varying resistance. Both simulation and experimental results 



J. Electrical Systems 14-2 (2018): 148-164 

 

 157

authenticated the suitability of proposed method for transient fault/internal fault [81]. 

Separate MGs and distributed generations can be integrated with medium voltage 

distribution network by multi-microgrids. Significant researches have been already 

conducted on various features of multi-microgrids while the study on system protection is 

limited and require more work. To overcome this setback, system protection design is a 

first target followed by fault analysis during islanded mode of operation. As verified by 

simulation results and theoretical analysis, fault current in single MG is much smaller than 

number of MGs. Hence, fault current is used in protection setting for relay, breaker and 

switchgear etc. [82]. To unlock new challenges in the field of MGs technology, powers 

supplied by different renewable energy resources disrupt the proper relay selection and its 

operation. To solve this problem, a proper system is required to be designed that can easily 

detect the concerned relay. To develop this approach further, Dijkstra’s algorithm is utilized 

to achieve updated relay hierarchy successfully. Using graphical search algorithm, 

Dijkstra’s algorithm solves the problems; first at shortest distance from single node to many 

destinations. This proposed algorithm may be executed on a graph in which a vertex may 

have two or more connections. Furthermore, the algorithm finds a shortest path in the 

surroundings and then moves immediately to neighbouring node and in this way cross the 

final destination successfully as verified by [83]. In [84], two protection schemes (a) 

overcurrent and (b) overload for voltage controlled distributed energy resources in islanded 

mode of MGs are briefly studied. The overcurrent protection scheme which is based on 

voltage measurements has following features: 

1. Fault detection 

2. Limit the fault current 

3. Fault clearance 

4. Reinstates MG to its normal operation after fault clearance detection 

 

On the other hand, overload protection scheme which also operates on voltage 

measurements is employed to control the output power of voltage controlled distributed 

energy resources during islanded operational mode. The performance of overcurrent and 

overload protection techniques are verified by PSCAD/EMTDC simulation results in off-

line time-domain under various transient/internal fault circumstances. The RTDS is used 

for hardware implementation by using approach named as hardware-in-the-loop and 

simulation outcomes indicate the performance of overcurrent and overload protection 

schemes. To overcome the drawback of current open switch faults, an Anti-false-alarm 

method based on characteristics of current signals is anticipated as mentioned in [85]. This 

method is used to detect one or more than one open switch faults for doubly fed wind 

power converter at a time. In addition, simulation results of the proposed method 

authenticate that after open switch faults, doubly fed induction generator restarts quickly 

and start its operation. In article [86], time-frequency transform technique is another 

innovative method for MG protection. To diagnose the fault patterns, spectral energy 

retrieval of the fault current signals at both feeders end is done with the help of time-

frequency transform followed by the computation of differential energy. A threshold can be 

introduced in order to address the issue of tripping signals for various faulty situations 

occurred in MG on differential energy. This is done when MG works in islanded and grid-

connected operational mode with loop and radial network. It can be seen from the results, 



M. Arshad Shehzad Hassan et al: Microgrid Control and Protection State of the Art... 
 

 158

this backbone scheme is reliable and effective towards the protection of MG against high 

impedance faults and short fault, and in future can be utilized in large power distribution 

networks with multiple distributed generations. A multi-level approach for effective 

protection in meshed MG is used to ensure dependability and high power quality by fast 

and effective isolation of recognizing faults automatically [87]. Traditional communication 

protection system is not appropriate anymore for meshed MG, in which one fault is caused 

to other one. The power generation capacity of the system changes in every second due to 

which short circuit current level varies and makes static setting of overcurrent relay 

ineffective. The protection at multiple levels for meshed MG without undesired repetition 

of protection schemes, a comprehensive method is proposed. It explains the need of 

additional cabling which is necessary for power line carrier technology and makes it most 

cost effective, and has fast communication mode as verified by [87]. 

 

4.2. Protection through communications 

 

Digital relay with communication network system is presented by [88] for the novel 

protection of MG. The loop structure is discovered by introducing an additional line which 

increase the reliability. In addition, novel method fully works against high impedance faults 

occurred in the MG. Primarily in novel protection, sampling current waveform at 16 

samples or more per cycle is used in current differential protection. Furthermore, primary 

and backup relays accurately perform their functions including high impedance faults 

detection. In [89-90], an execution of a new protection method for communication 

infrastructure is illustrated using Simulink model in MATLAB for MGs with excessive DG 

penetration. To observe all the entities inside the MG, a microgrid central protection unit 

(MCPU) is used in this imperative protection scheme and for each interrupt call which is 

received by the controller; some novel operating conditions are determined. The IEC 

61850-7-420 communication standard which is the latest extension of IE61850 is followed 

by the proposed system, hence it can be considered to be highly conversant. The applied 

models are very adaptable and can be further utilized for the modelling of different MGs. In 

addition to already developed models, universal modelling is highly required for the general 

understanding of the DG connection. Fundamental mechanism for accomplishment of plug 

and play concepts in MGs is proposed. Based on predetermined situations, sample data 

maps have been demonstrated which highlight the multiple aspects of proposed protection 

scheme. Implementation and modelling of communication modules of a new relay and DG 

models is also accomplished in MATLAB environment. Simulation results show that novel 

method is up-to-date and more appropriate for wide range MG protection. 

 

In [91], whenever any fault occurs in grid-connected MG, fault currents are much higher 

than protection devices (relays and circuit breakers etc.) are operated easily. However, in 

islanded MG, fault currents are limited and protection devices are difficult to operate.  

Therefore, a new protection scheme is highly required for future low-voltage MGs during 

islanded operation. An innovative protection scheme for future low-voltage MGs in case of 

normal and islanded mode is presented. All technical issues related to future low-voltage 

MGs such as energy and power balance and quality, and protection have been resolved with 

proposed scheme. The presented scheme is designed in PSCAD simulation environment. 
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The simulation results and theoretical analysis prove that novel scheme has fast action 

speed, reliable operation and high sensitivity. The IEC-61850 communication standards can 

be used in future for fast and reliable operation, and selective protection for future low-

voltage microgrids. According to Che Liang et al. [92], protection strategy is based on both 

communication-assisted overcurrent (OC) relay and localized differential scheme, is 

suitable for efficient and effective protection during islanded and grid-connected 

operational modes of Illinois Institute of Technology (IIT). For higher fault current during 

grid-connected mode and vice versa in islanded mode, adaptive settings are adopted by 

communication-assisted over current relay for their operations accordingly. All the 

simulation outcomes have verified that presented scheme is much reliable and protective 

for IIT in both operational modes. 

 

4.3. DC microgrids protection 

 

DC microgrid protection is important for reliability and efficiency of the whole system. 

In order to protect these MGs, different protection schemes are used [93-96]. To protect 

low-voltage small DC MGs, a new protection system is designed presented by [97]. In 

addition to this, some protection devices available commercially such as fuse and circuit 

breaker can also be utilized to shield the system. The value of the fault current is much 

larger and can be easily detected in case of low impedance grounded system and vice versa. 

The coordination with protection devices during different fault conditions, problem may 

start with converter protection. So that’s why fault current is not enough to find out the fault 

position. In order to overcome this drawback and to verify proposed protection design 

system, DC-link voltage and converter fault current can be simultaneously used for reliable 

protection in low-voltage DC MGs. Another scheme for determining the fault location and 

to protect DC ring bus MGs is presented in [98].  Whenever a fault occurs in bus segment 

of a system, proposed scheme which is based on zone intelligent electronic devices (IED) is 

able to identify fault current and cut off bus segment. Computer simulation and hardware 

experiment can be used to verify this proposed technique. Many researchers have already 

been studied the performance and pinpoint of AC superconducting fault and current limiter 

is used in AC MGs. While, DC superconducting fault current limiter is used in DC MGs as 

verified by [99-100]. The abnormal fault current can be diminished by utilizing strategic 

installation of superconducting fault current limiter without effecting DGs resources in 

smart grids having AC and DC MGs as verified by simulation results [101]. To verify a 

fault in bus segment between devices and an isolation scheme for low voltage DC MGs 

system is presented in [102]. The current method is suitable for fault detection and isolation 

of faulted section, and also for continuation of the MG operation. For obtaining desired 

results, a loop type DC bus based MG system is proposed. 

 

5. Conclusion 

In today’s world, high power utilization has brought many challenges particularly 

massive transmission burden. Modern power system has limitations related to economical 

transmission system and utilization of renewable DERs. These are the main challenges for 

engineers and researchers. The MG has overcome these limitations with the use of DERs. 

In broad term, a MG is comprised of small DGs and load clusters. In reign of latest research 

regarding technical development, MG also faces many challenges such as design, 
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operation, control, and protection in both grid-connected and islanded modes. The paper 

also gives an overview about many aspects of MG and its development like advantages of 

DERs, operation and control strategies and the design of protection schemes.  
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