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The immunity of a power network against unplanned or designated vulnerable attacks is 
gaining importance in recent years. The capability of the network to resist fragmentation, 
mitigate and overcome stresses and failures are characterized by the resiliency of the network. 
In this paper, an attempt has been made to employ the concepts of complex network theory 
integrated with statistical methods in order to determine the criticality of damage to the nodes 
and edges of topographical model of an electrical power system encountering a vulnerable attack 
on that power system. Betweenness centrality of an electrical power network being one of the 
prime parameters of assessment for vulnerability of that network, computations have been 
conducted in a test network in order to obtain the moments of degree distribution of that 
network. This investigation facilitates the quantification of critical fraction of damaged nodes as 
well as the percolation threshold of the power network. This study highlights the characterization 
of resiliency of a typical electrical power network following a routine electrical failure, outage or 
designated attack on that electrical power system. The benefit of installing Distributed 
Generation (DG) at the critical nodes (buses) of the same electrical power network has also 
been observed. 
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1. Introduction 

Modern power grid is highly interconnected and plays a vital role in fuelling 

infrastructure and electric market. Any disruptions in any components of power system, 

which results in cascading failures due to natural disasters, acts of war and terrorism can 

ripple through the entire power system magnifying the original damage. Even relatively 

minor disturbances, such as congestion of transmission lines can result in 

disproportionately severe disruptions to the electric power industry. Large centralized 

power generation sources, transmission lines, substations, especially those with high-

voltage transformers, control centers are potential targets for terrorists and hence 

vulnerable. 

 

Network structure, network dynamics and failure mechanism play important roles in 

determining the resilience of realistic critical infrastructures, which may also govern the 

reliable operation of a power network. Application of complex network theory facilitates 

the characterization of resilience of a power network [1]. Following a vulnerable assault on 

the electrical network of a power system, there may be occurrences of partial or complete 

collapse. The attack would normally percolate through the network and may cause 

disturbance and/or disruption of connectivity of the network when nodes or edges are 

removed.  In general, the reliability of an electrical power network is assessed by evaluating 

the connectivity between nodes and edges in the network [2]. In fact, the network is 

normally capable of maintaining certain connectivity until the numbers of nodes removed 
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or damaged are the largest part of the network. In practice electrical power network is 

largely vulnerable when encountering faults, outages or any attack on its structural 

configuration and hence identification of critical buses (nodes) in the power network gains 

importance. This degree of vulnerability can be assessed using the percolation theory and 

probabilistic methods.   

 

It may be interesting to note that there have been studies [2, 3] of assessing vulnerability 

and percolation threshold of an electrical power network in case there is an intentional 

attack on designated buses of the network. Intentional attacks strongly deviate from random 

failures and even a small fraction of removed nodes can have drastic effect on capability of 

operation of the entire network. Recent researches [3, 4] are aimed in order to predict the 

effects of such intentional attacks on critical part of the network structure. 

 

In recent studies [5] the concepts used in the percolation theory have been employed in 

order to assess the probability of failure of critical nodes and edges by modelling the power 

network using the complex network theory. Following the removal of nodes/edges, the 

network is subjected to the state of transition from the state of normal connectivity to the 

phase of non-connectivity / limited connectivity. The probability threshold signifying this 

state transition can be obtained by employing the concepts developed in percolation theory 

[2]. The probability threshold can effectively be used as a statistical indicator acceptable 

operational capability of the power network. Hence, application of the concepts used in 

percolation theory facilitates characterisation of the network even in the macroscopic level 

when the network is subjected to a vulnerable attack like electrical failures or intentional 

attack on the critical portion of the network. 

 

Deletion of very small fraction of critical nodes is enough to disintegrate the network 

down to “fragments” or “islands” [6]. The damage may impose constraints that may limit 

from reconfiguration algorithms and may lead to “islands” or even cascading blackouts [4]. 

Resilience of the power network is greatly affected by the probability to assess whether an 

islanded network can sustain itself before normal condition is restored. So it is appropriate 

to observe the impact of attack on the topological model of a power network and role of 

distributed energy resources in enhancing the performance of such a network [7-8]. A 

directed attack or routine outage with nodes or edges having highest betweenness centrality 

may cripple the power network much more than communication networks [9-12]. However, 

in the network following an attack there can be isolated power system loads which can be 

picked up using on site distributed generators. Thus even though a load might be islanded 

from the grid or may not be part of any restoration, it is still feasible that it may continue to 

receive uninterrupted supply during contingencies affecting power system.  

 

In this paper, attempts have been made to assess the resiliency of the topographical 

model of an electrical power network integrating statistical concepts in mathematical 

formulations of complex network theory while this network is subjected to stress followed 

by routine electrical failures and/or designated attacks. Simulations have also been 
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performed to identify the enhancements in resiliency of the network with the installation of 

DG in the most critical bus of this power system.  

 

2.  Notation 

 

The notation used throughout the paper is stated below. 

G  An undirected network graph with (V, E) 

V {v1,v2,. . .,vN}Set of vertices or nodes 

E {e1,e2,. . .,eL} Set of edges or links 

N Total number of nodes in the network 

K Total number of links in the network 

A Adjacency matrix 

c Degree or connectivity of graph G 

c  Average value of the variable c 

( )P c  Degree distribution of graph G 

r Fraction of damaged nodes 

crir  Critical fraction of damaged nodes 

/ρ  Probability that a that a specific link leads to a deleted node following removal of 

r fraction of nodes (network under attack) 
/C  Average degree for the damaged graph (network under attack) 

ρc  Probability of a node being functional under attack (Percolation Threshold) 

 

 

3. Topological Parameters of Complex Network 

 

The graph theory being the basic concept of complex network theory, the power network 

can be abstracted into the complex network with undirected graph G= {V,E}. It consists of 

two sets V and E ,where the elements of V={v1,v2,. . .,vN} are the nodes  (or vertices, or 

buses) of the graph G and the elements E={e1,e2,. . .,eL} are its links(or edge, or lines). The 

association of nodes with each other can be shown using adjacency matrix. If an edge eij 

exits between two nodes i and j, then the adjacency matrix A having order N×N whose 

entry aij   becomes one and zero otherwise.  

 

A power system can be modelled [4,11] as a complex network with N nodes and K sides 

in order to investigate the resilience of the proposed network. Such type of model includes 

some salient parameters whose structural characteristics are stated as follows: 

 

• Connectivity 

The degree (or connectivity) [12] ci of a node i is the number of edges incident with the 

node, and is defined in terms of the adjacency matrix A as: 

ij

j N

aic

∈

=∑                                                                                     (1) 

Information on how the degree is distributed among the nodes of an undirected network 

can be obtained by the calculation of the moments of the degree distribution [12] 

represented by: 



T. Chowdhury et al: Enhancement of Network Resiliency in Power Networks Employing DG 

 

 

 63

( )n n

c

c c  P c=∑                                                                                                               (2) 

where  is the degree distribution and superscript  represents the moment of degree 

distribution. The first moment  is the mean degree of G. The second moment measures 

the fluctuations of the connectivity distribution, the divergence of  in the limit of 

infinite graph size, radically changes the behavior of dynamical processes that take place 

over the graph. In an uncorrelated network with degree distribution , the probability 

that an undamaged section is connected to a functional node of degree c is given by 

c /  [13]. 

 

• Betweenness Centrality 

Betweenness Centrality [12] of a node is the number of shortest paths from each node to 

all other nodes that pass through the specified node whose betweenness centrality is under 

consideration. A node with high betweenness centrality has a large influence on power flow 

of the network, under the assumption that power transfer follows the feasible shortest paths. 

 

The new concept of extended betweenness [14] has become an important tool in 

assessing the criticality of power system elements when power system operation is 

subjected to some typical characteristics and constraints. This concept has given an 

acceptable concept of betweenness applicable for electrical power network.  

Node betweenness of a node v can be expressed by the following formula [15]. 

( )
( )N N

ij

iji j

v
B v  i j v V

σ

σ
= ≠ ≠∑∑ ε                                                                                          (3) 

where σij(v) is the number of geodesics from node i and node j through node v and σij is 

the total number of geodesics between i and j.   

 

Similarly the importance of lines in the power grid can be found out by edge 

betweenness [16]. Mathematically, line betweenness of a line can be obtained by the 

following formula. 

( )
( )N N

ij

iji j

l
B l i j V  , l E

σ

σ
= ≠∑∑ ε ε                                                                                        (4) 

where σij(l) is the number of geodesics from node i to node j through line l. The 

betweenness is based on absolute topological structure of a complex network. 

 

The set of electrical this betweenness centrality contributes to assess the criticality of the 

elements of the power grid. 

 

4. Power system behavior at Percolation Threshold 

 

In order to describe the functional system of an electric power network, the buses of the 

network can be abstracted as nodes in [17]. During normal operating conditions, when all 

the operating parameters of the respective power system are within specified limits of 
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operation, then the nodes are filled with a probability  =1 where  is assumed to be the 

probability that a node is functional [2]. However following an unfavourable event that 

would affect the nodes of the power system, the probability of each node to remain 

functional would become a fraction lesser than 1 and would have the probability (1- ) to 

be non-functional where  <1. The threshold value of probability of each node being 

functional under attack is referred to as percolation threshold c [2]. It is used to determine 

the critical fraction of nodes that can afford to be damaged from any unfavorable event. 

Whenever  > c, there would be connectivity for the respective nodes and at  = c the 

connectivity reaches the point of criticality following the damages sustained by the whole 

network. 

 

Once the percolation threshold is determined for a given power network, it is then 

possible to determine whether at least one path will remain connected to the main power 

network during the network failure. An effective tool to determine the percolation threshold 

of the nodes in a complex network is use of Molly-Reed criterion [18]. Following this 

criterion, the percolation threshold transition is observable when <c2> = 2<c>, where <c2> 

is the second moment of degree distribution and <c> is the first moment of degree 

distribution. The power system changes its nature from a non-resilient system to a resilient 

one in the limiting case when <c2>  2<c>.  

 

Establishing a threshold, it would be possible to comment on resilience of a particular 

configuration to supply at least one critical load which may be used as a resource point to 

restore other loads affected by the vulnerability of any attack. If the fraction (r) of the 

damaged nodes of the network becomes lesser than the critical fraction cri of the quantum 

of damaged nodes of the network, then the network would be having higher resiliency. 

From the power system network analysis point of view, it would be useful to determine cri 

of the nodes that can be afforded to get damaged while maintaining the resiliency.  

 

Following an attack on the electrical power system, the network graph configuration gets 

changed and has been termed as the damaged graph. It is then characterized by the 

following degree distribution P(c) [19, 20]: 

( ) ( ) ( )1
ci c

i c

i
r   rP c P c

c

∞
−

≥

 
− 

 
=∑                                                                                          (5) 

The standard generating function methodology employed in order to study the 

percolation properties identifies the two first generating functions of the damaged graph 

which can be represented as: 

 

( ) ( )( )0 1 c

c

F x P c r x

∞

= −∑                                                                                                     (6) 
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( ) ( )( ) 1
1

1
 1 c

c

F x  c P c  r x
c

∝
−= −∑                                                                                            (7) 

Here F0 (1) is the fraction of nodes from the original graph belonging to the damaged 

graph and F1 (1) is the relation among  and the average number of nodes from V that can 

be reached after deleting a fraction  of nodes. The generating function of other 

components which can be reached from a randomly chosen node is: 

( ) ( )( )1 1 1 H x  r x F H x= +                                                                                                    (8) 

And the generating function for the size of the component to which a randomly chosen 

node belongs to is [19]: 

( ) ( )( )0 0 1 H x  r x F H x= +                                                                                                    (9) 

Thus the average component size other than the giant component will be: 

( ) ( )0 0 11 1 1/ / /s H r F H− + ×==                                                                                        (10) 

After long algebra we see that this leads to singularity when ( )0 1/F  = 1 

To ensure the percolation of the damaged graph, the following inequality holds good:  

( ) ( ) ( ) ( )2 1

c c

c c P c c c  r  P c− > −∑ ∑   

Or, ( )2 2
2c  c r c  c− > −                                                                                           (11) 

 

Hence it is possible to establish [13] equations given in (13) and (14).  

( )2 2

c

c  c P c=∑   

        ( ) ( )
2 2

1 1r  c r  r  c= − + −                                                                                         (12) 

( ) ( )1

c

c  cP c r c= = −∑                                                                                                  (13) 

 

Solution of equation (9) and (10) with Molloy Reed Criteria [19] yields the expression 

for critical fraction of node removal   , as represented in equation (11), 

2

1
1

1

cri r
c

c

= −
 
  −
 
 

                                                                                                          (14) 

Thus it may be observed from equation (11) that the critical ratio of damaged to 

undamaged nodes in a network ( crir ) is governed by the ratio of variance ( 2
c ) and 

average degree distribution ( c ) of the network configuration under consideration. 

 

The more resilient design of a power network implies that the variance in its degree 

distribution is maximized. Hence, if average degree connectivity increases without increase 

in variance, it would not lead to improvement of resiliency of the network; if both variance 
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and average degree connectivity increases, the network will be more resilient. The critical 

probability associated to network breakdown can be computed in order to predict the effects 

of such directed attacks on network structure. The aim of this study being characterization 

of the network subjected to attack condition; it is possible to translate an attack into 

equivalent random failure [20]. This gives  

( )
/

C

/

C

c P c
   

c
ρ = ∫                                                                                                             (15) 

where is the probability that a specific link leads to a deleted node following the 

removal of a fraction r of nodes being equivalent to the random removal of those links 

connecting the remaining nodes to those already removed. 

 

The probability of having a node linked to other nodes may be represented as 

( )   
/

P c exp( )c / γ= −                                                                                                        (16) 

This exponential distribution can then be characterized by the constant  which actually 

corresponds to the average degree c  of the undamaged graph. This gives: 

1

/
C/

/ C
  e γρ

γ

− 
= +  
 

                                                                                                          (17) 

where  represents the average degree for the damaged graph (network under attack). 

 

5. Step by step methodology 

1. The power network has been modelled as an undirected graph. 

2. The adjacency matrix of the network has been obtained in order to determine the 

degree/connectivity, average degree distribution and variance (second moment of 

average degree distribution) of the network. 

3. The critical fraction ( ) of damaged nodes and probability ( c) that a specific 

link leads to a deleted node are then calculated following removal of r fraction of 

nodes (network under attack). 

4. In the next step, the betweenness of nodes and lines of the power network are 

evaluated and subsequently ranked in descending order. 

5. The critical nodes having high betweenness are identified and Distributed 

Generator (DG) of rating comparable to the load is connected at a suitable load 

node having highest betweenness. 

6. Step 3 is then repeated to find the new fraction ( ) of damaged nodes and 

probability ( c) that a specific link leads to a deleted node following removal of r 

fraction of nodes (network under attack). 

6. Simulation 

In this section, the concepts presented in this paper have been validated by simulating an 

IEEE Comprehensive Distribution Test Feeder [21] (Fig. 1) and a 146 bus Indian Utility 

System [22] (Fig.3). In the first phase of simulation, the IEEE test feeder has been taken in 
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consideration with balanced 115kV input to substation transformer which is stepped down 

to 30kV for distribution.  

 
Fig. 1 IEEE Comprehensive Distribution Test Feeder 

 

In order to assess the resilience of the given power network, the first step is to obtain the 

betweenness centrality of the network when Switch Sw-1 is normally closed and Sw-2 is 

normally open (assumed to be functional only during emergency). Subsequently the 

topological configuration has been obtained (Fig. 2) where buses 759, 626, 633 and 730 

have been designated as critical nodes in descending order of betweenness centrality.  

 
Fig. 2 Complex Network of IEEE comprehensive Test Feeder nodes 

 

This establishes that these nodes are critical and adequate protection must be provided to 

them in case of any vulnerable assault on the power network. This will ensure that the 



J. Electrical Systems 14-1 (2018): 60-71 

 

 68

probability of damage of the network does not go up once these critical nodes are 

adequately protected against any vulnerable attack.  

 

Using percolation theory, the probability of damage is determined for the IEEE 

Comprehensive Distribution Test feeder and the relevant result has been displayed in Table 

1. When the system is connected in such a way so that Sw-1 is open and the critical load at 

node 759 is connected via Sw-2, the percolation threshold c is computed along with the 

factors related to connectivity, second moment of average degree distribution, critical 

fraction of node removal   (Table 1). In the next step the simulation is performed by 

connecting a DG at bus 759 and the percolation threshold has been obtained for the entire 

network along with the associated factors. The results are included in Table 1.  

 

Table 1:  Results obtained for calculation of Percolation threshold of IEEE 

Comprehensive Distribution Test Feeder 

Conditions <c> <c2> <c2>/<c> rcri c 

Sw-1 Open 1.964 14.239 7.250 0.8400 0.77 

Sw-2 Open 1.911 12.201 6.385 0.82 0.77 

Sw-1 Open with 

additional DG 

2.001 22.377 11.183 0.93 0.78 

Sw-2 Open with 

additional DG 

2.002 22.388 11.183 0.928 0.78 

 

From Table 1 it is observed that both variance and average degree connectivity 

increases. Hence enhancement of the resiliency of the network is achieved. Increment of the 

critical fraction rcri and the percolation threshold c reduces the probability of damage hence 

improving resiliency. 

 

In the next phase of our work, we consider the 146 Bus Indian Utility System. It consists 

of 27 generators and 171 transmission lines with 6 tap changing transformers. The total 

load demand is 3919 MW. The single line diagram of the test system and the cities in which 

the buses connected are shown in Fig. 3 and Table 2 respectively. 
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Fig. 3 Single Line Diagram of 146 Bus Indian Utility System 

 

 

The critical nodes are obtained by obtaining betweenness of the buses of the network. The 

nodes 81, 3 and 48 are identified as critical nodes which belong to the cities KAYATHAR, 

MANALI and ARASUR and should be sufficiently protected from attacks and cascading 

failures. The load node 81 of KAYATHAR city is taken in consideration for connecting 

DG. Using percolation theory, the probability of damage is determined by obtaining 

percolation threshold c. All the parameters of percolation threshold c is computed along 

with connectivity, second moment of average degree distribution, critical fraction of node 

removal rcri. 

It can be hence found from Table 2 that the critical fraction rcri and the percolation threshold 

c improves hence enhancing the resiliency of the network and reducing the probability of 

damage improving resiliency. 
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Table 2: Sites of Different Buses of the 146 Bus Indian Utility System 

 
 

Table 3: Results obtained for calculation of Percolation threshold of 146 Bus Indian 

Utility System 

 

Conditions <c> <c2> <c2>/<c> rcri c 

Load node 81 

without DG 

2.853 16.452 5.766 0.7901 0.89 

Load node 81 

with additional 

DG (10MW) 

4.028 31.793 7.893 0.8549 0.92 

 

7. Conclusion  

In this paper, an IEEE Comprehensive Distribution Test feeder network and a real time 

Indian Utility system has been simulated by integrating statistical methods and complex 

network theory in order to assess the resiliency of the network. Betweenness centrality has 

been computed and critical nodes in the network have been identified. The simulation 

results reveal the presence of critical fraction of nodes in that network which can initiate 
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vulnerable fragmentation following an attack on the network. Two cases of contingencies 

have been considered in order to find the probability of damage using the percolation 

theory. The installation of DG at the node with highest betweenness has been found to be 

beneficial in enhancing the overall resiliency of the system and thus reducing the risk of 

fragmentation of the simulated power networks.  
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