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Abstract: Malware is software that has been purposefully created to interfere with the system’s operation.
Contemporary malware is built with mutation, encryption, and other elements that make it more active and
resistant which made it undetected by modern anti-virus software and result in a daily growth in the variety of
malware samples. The Windows operating system makes use of the Portable executable file, a format or data
structure for the executable file. Computers on windows OS employ a certain set of information in the PE file
format for executing files. These PE files are used by malware to store and disseminate dangerous information.
On Windows systems, the majority of files, whether good or evil, store and execute their.exe and other related
documents in the PE file format. To identify the malicious content in the existing PE file, in this research paper,
to identify the desirable characters from malicious PE files extracted using some forensic tools. Also implemented
for malware identification and detection.

Index Terms—Encrypted files, Good files, malicious software, Malware, Portable executable (PE) file.

I.  INTRODUCTION

Software known as malware attacks computer systems or certain devices to steal data or degrade system
performance. Malware is identified by its harmful conduct, which contravenes the user’s intentions. The
objectives are to get access to the network and computer resources, interfere with system performance, and collect
private data without the computer owner’s awareness [1]. The spread of malicious information affected all aspects
of daily life, including business and the internet. Key loggers, rootkits, backdoors, botnets, ransomware, worms,
spyware, and malicious advertising files are just a few examples of the many different types of malware [1]. A
PE format is used to hold several file kinds, including .exe files, Dynamic link libraries, object files, and others
[2]. Windows os uses a Portable Executable file format, for the system to execute files. The PE file format is
broken down into smaller components like PE header, sections, data dictionaries, DOS stubs, PE signatures, and
image optional headers. The metadata stored in DOS MZ HEADER which gives details about the PE file structure
[2]. The PE file damages the system and corrupts all system activities when it contains malware. The PE header
provides information needed by the OS to execute the applications. The following figure 1 depicts the PE file
format structure.
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Figure 1. The PE file’s fundamental structure.
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In the above figure 1, the DOS MZ HEADER, the MZ character begins in every PE file. The function of DOS
STUB gives an error message when execuble is not compatible with DOS and exits. The PE signature is used to
identify the real signature of a file. Image optional header is used to find entry point and subsystem of the PE file.
Section Table is an array of IMAGE SECTION HEADER structures and contains information related to the
various sections such as SizeOfRawData, VirtualSize, PointerToRawData, Virtual Address, characteristics
available in the image of an executable file. The sections in the image are sorted by the Relative virtual address
(RVA) rather than alphabetically. Section Table is an array of IMAGE SECTION HEADER structures and
contains information related to the various sections such as SizeOfRawData, VirtualSize, PointerToRawData,
Virtual Address, characteristics available in the image of an executable file. The sections in the image are sorted
by the Relative virtual address (RVA) rather than alphabetically. The section table also gives instruction to launch
an application in the memory PE file sections header specify the section name using a simple character array field
called Name. The various common sections are .text, .data,. rdata or .idata, reloc, .rsrc and .debug available from
an executable file[3].

A. Techniques of Malware Analysis

Malware analysis is the process of examining malicious software to understand its behaviour, functionality,
and impact. The analysis helps in identifying the type of malware, the attacker’s intent, and the extent of the
damage it can cause. Based on these characters, malware can be detected using the following three techniques. 1.
Static analysis. 2. Dynamic analysis. 3. Memory forensics. Overall, these techniques are used by security
researchers to understand the behavior and functionality of malware and protect computer systems from malicious
attacks. Malware can be analysed based on its characteristics and behaviour. This information can be used to
develop countermeasures to prevent and mitigate the effects of malware. This malware analysis in this research
paper is implemented on 64 bit windows systems.

Static analysis

In static analysis malicious software assessed without actually executing the file. Static analysis looks for signs
of malicious intent in a file. It may be useful to recognise malicious libraries, packaged files, or infrastructure.
Antivirus software cannot recognize any new malware as malicious since it lacks a signature in the database. This
analysis includes the signatures like string fingerprints, binary n-grams, lexical module references, sequence
diagrams, and opcode relative frequencies. This analysis has to be applied to unpack and decoded before this
analysis can be performed [1].

Dynamic analysis

This technique of seeing how malicious material behaves while operating in a secure setting. Since it is
independent of a database filtering approach, performance testing of a virus is better than static analysis but rather
on the dynamic selecting features, extraction, and assessment of whether the presented sample is malicious or
benign [1]. The main important properties should be extracted before performing dynamic analysis using the
necessary equipment, software, and secure surroundings [1]. Dynamic analysis is vulnerable to recent new
malware because new variants of malware are known about the dynamic analysis strategies.

Memory forensics

The substantial subfield of research in forensics is memory forensics. In the field of forensic science, there are
many distinct forms of forensics, including memory forensics, malware forensics, digital forensics, computer
forensics, fingerprint forensics, RAM forensics, hard disc forensics, and more. The practice of extracting
electronic data via system storage to solve cyber investigative concerns is known as computer forensics.
Information can be kept in physical memory and on hard drives. Every action a user takes while using a computer
is documented on the hard drive and in volatile memory. Malware is a type of software that, by its malicious
behaviour, interferes with system operations. Malware must always be executed using random access memory
when it is introduced into the system. As a result, memory forensics may be used to retrieve these virus execution
traces from the memory. Memory forensics is the post process where it is useful to extract traits of malware when
already malware attacks the system.

IL. RELATED WORK

In 2017[4], the author merged static analysis and memory forensics approaches to enhance the prior approach
and solve behavioural and encryption problems. The proposed framework was split up into two sections as section
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A and section B. Section A identify the malware and section B verifies the malware identified in section A. Total
200 malware samples were tested. The following file type characteristics were tested to collect information about
malicious content. Data set, documents, portable document excavation, resources to generate, system software
information processing, boot loader objects, features repositories, infused directions, databases, application
programming interface latches, thread, Timeframes, authentication information, operating system, spyware
structure, user information, and data encryption are all sources that this framework uses to collect information
about malicious content. Some malware is not identified because it developed using a encryption packages, and
adaptive activity is yet one more problem that is not picked up by such research. The author utilized a static
method for ransomware detection in 2019[5]. For examining PE files and obtaining the ransomware DLL, PE
view and PE parser are employed. As a result, the author was able to extract the Locky Ransomware Features,
Package Condition, Preconfigure Time and Date, Data encryption Feature, dynamic link libraries, and other
information from the PE file. The drawback in this research is, extracts the header data only for identification of
ransomware. The author [6] employed machine learning in 2019 to distinguish between harmful and good
documents. The PE files from Windows XP and 7 devices that have been gathered. The header content of
executable files is used to identify the malware, although it is inadequate in actual world situations in identifying
malicious files.

The limitation is, this research only extracts the header data for malware identification which leads to less
accuracy. In 2019[7], a supervised binary classifier was used to find portable executable malware. 25% of the
files are benign, while 75% of the files are malicious. The proposed model has a few shortcomings, including the
fact that it only evaluates if a particular document is malicious or not. It provides no information about the malware
family, and if the file is encoded, this model won’t be able to establish whether it is malware or not.

In 2021[8], The author used unprocessed header data to implement ransomware detection. The technique is
excellent for the rapid identification of suspicious samples since it can accurately identify ransomware files with
93.25% efticiency without executing the file and utilizing a raw PE header. The limitation is that it provides less
accuracy because the author used only a single feature while doing machine learning to detect malicious files.

1. METHODOLOGY
The methodology of malware feature extraction starts with collecting the malware file and ends by collecting
desirable malicious features. In between some forensic tools are used to perform the experiments. The proposed
methodological steps are shown in below figure 2.
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Figure 2. Outline of the proposed approach.
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A. Data collection

The first stage in a malicious code investigation is data gathering. An open-source malware repository website,
like tekdefence, virusShare, and GitHub, provided the information for this study [3]. While collecting the data,
only portable executable files are collected not its features. In this stage, both benign and malware files have been
collected from the data repository sites.

B. Sample testing

The second stage of malware feature extraction involves validating whether the sample was malware or not and
identifying which dangerous family it belonged to. On the VirusTotal repository website, the malware samples
that have been collected are evaluated. The results from virus total are recorded for future work.

C. Feature extraction

Using forensics tools, feature extraction is the process of learning the traits and behaviours of malware samples.
In this research IDA freeware, PE tool, Exeinfo PE, Hex editor, PEStudio, and Windows PowerShell forensic
tools are used to extract the features from the PE malicious file. The tools mentioned above are briefly explained
below.

IDA freeware

IDA freeware, as a disassembler, has the capability to produce maps of their processing in order to show the
binary instructions that are actually carried out by the processor in a symbolic representation. To make this
complex code more readable, IDA Pro employs advanced techniques to translate machine-executable code into
assembly language source code [9].

PE tool

PE tools enable active investigation of PE files and procedures. Also this tool included Process Explorer, PE
file Editor, Dumper, Rebuilder, Comparator, and Analyser. An outdated reverse engineering instrument with a
lengthy history dating back to 2002 is called PE Tools.

ExelnfoPE

Exeinfo PE allows to verify.exe files and examine all of their features, rename the file, and run the .exe
manually, or remove it. The precise dimensions and place of entry are additional pieces of the information given.
To assess a wide range of choices for editing any Windows executable file.

Hex Editor

HxD is a painstakingly designed and speedy hex editor that can modify RAM and raw disc data in addition to
working with files of any size. The intuitive user interface offers several features, such as finding and replacing,
exporting, checking for checksums and digests, adding byte patterns, shredding files, concatenating or splitting
files, and much more.

PE studio

The goal of PeStudio is to find executable file traces in order to assist and hasten the first analysis of malware.
The programme is used by Computer Emergency Response Teams (CERT), Security Operations Centers, and
Digital-Forensic Labs globally. This tool is completely portable and works on any Windows platform; no software
is necessary. No system changes or leftovers are made by PeStudio [10]

Windows PowerShell

The windows powershell is a debugger tool used to get the forensically useful information in the form of strings.
The strings include Unicode’s, texts, URL’s, registry hives and locations of the registry files.

D. Feature collection

The malware identification framework’s final stage is feature detection. Examines harmful characters and
decodes malware files into readable text format. In this stage, several forensic tools have been used to extract the
malicious features from the PE file. At last all the features are collected from various forensic tools.

IV.  IMPLEMENTATION AND RESULTS
Any programming language may be used to write malicious code, which can run on any operating system.
Figure 3 displays the malware sample’s encrypted source code. The code has been altered using hexadecimal
numbers to be harmful and challenging to understand. The malware file was decoded using the publicly accessible
free-source IDA freeware investigative tools as shown in figure 3.
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(ull ) =

; Attributes: bp-based

frame

; BOOL __stdcall D11EntryPoint(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpReserved)

public DLlEntryPoint
Dl1EntryPoint proc near

hinstDLL= dword ptr 8
fdwReason= dword ptr  @cCh
lpReserved= dword ptr 18h

push ebp

mov ebp, esp

xor edx, eax

xor eax, edx

xor edx, eax

push (offset loc_1806B327+1)
nop

clc

nop

jb short loc_l@@eB327

(il e = FIE]

nop

retn loc_188@B327:
inc byte ptr [ebx+75818C7Dh]
push cs
push [ebp+hinstDLL]
pop dword_18011348
call loc_18@0B296
mov eax, 1
leave
retn ach
DILEntryPoint endp ; sp-analysis failed

Figure 3. View of the decoded malicious PE file.

In Windows OS, PE malware is a type of malware that is frequently used to disseminate PE format. Because
of the fragile nature of the PE file format, it is simple to alter and add harmful material to it. The new harmful
properties of PE files include encryption, polymorphism, and metamorphism. In this study, files from a malware
repository have been used for testing. The VirusTotal internet malware repository website was used to confirm
the sample as benign or malicious. As seen in below Figure 4, The forensic hex editor programme was used to
view the infected malware sample, and it was determined that the file was a portable executable by examining
some of the data, such as the PE file header initially beginning with” MZ,” the PE signature initially beginning
with” PE,” and also the DOS STUB string ”This program cannot be run in DOS mode” [3].

B- )| W - 16 ]| Windows (ANS) ]| hex

| File Edit Search View Analysis Toocls Window Help
£ 3 Win32Trojan-gen TROJAN.exe

Offset (h) 00 01 02 03 04

00000000
00000010
00000020
00000030
00000040
Q0000050
00000060
00000070
Q0000080
00000090
000000AD
Q00000B0O
Q00000Co
0g0000D0
QJC0000ED
Q00000F0
00000100
00000110
Annnnian

Offset(h): 0

20 HxD - [C:\Users\Dell\Desktop\OWN DATASET\TROJAN'3 Win32Trojan-gen TROJAN.exe] - O

e

Decoded text

is program canno
t be run in DOS

=

Figure 4. Identifying a PE file Using Hex Editor.

Using the Pestudio forensic program, the malware’s hash value was also determined as shown in figure 5 (md5-
1, shal, sha256). Figure 5. Hash value of PE file extraction using PE studio.
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[Ed pestudio 9.30 - Malware Initial Assessment - www.winitor.com - [m] X
file settings sbout
?
[ERCE] c:\users\dell\deskiop\own dataset\trojan\3 value
44 indicators (30) mds-1 EFO0GC2ADBE01FAAGDB351AIDDFIOFFE
shal a790A40041 22C4A37219641183FEDE
éi ::z:;ifg;?y:;g shs256 99915BC1 CEFEAEABD2772389BEF CFERACABY14313CFS4BCDAFSA200246AD3E
= first-bytes-hex 4D 5 90 00 03 00 00 00 0 00 00 00 FF FF 00 00 B 00 00 00 00 00 00 00 40 00 00 00 00 00 00,00 0¢
" e hesder gan2013) first-bytes-text MZ... P SO,
~ 7 optional-header (GUI) fle-size 9728 bytes
- 54 directories (4) entropy 5030
> sections (94.74%) imphash 2916DDAICE0B39A540B60C072A914915
£ ibraries (mscoree.dll) * signature Microsoft NET
27 functions (_CorExeMain) tooling
= entry-point FF 2500 20.40 00 00 00 £0/00 00 00 00.00.00 00 00 00 00,01 00 00 00 00 00 00 00 00,00 00 00 00 60
o file-version 2120
= description
(1 resources (2) file-type executable
sz strings (165) cpu 32-bit
@ subsystem aul
I manifest (asinvoker) compiler-stamp OxSOF29F2A (Sun Jan 13 11:48:58 2013 | UTC)
version (FPX_13jan.exe) debugger-stamp
=} resources-stamp
import-stamp
exports-stamp
< > < >
she256: 992158C1 CBFE4EABD2772383BEF CFE246ACABS14313CF54BCDAFS4200246AD3E cpus 32-bit__ file-type: executable subsystem: GUI

Figure S. Hash value of PE file extraction using PE studio.

A. Encrypted malicious PE file

Encryption is a hazardous PE malicious file feature as well, which encrypts the file with a code or password,
making it impossible for typical antivirus software to scan the file and identify it as dangerous. To conceal the
malicious information, the attacker will use the packer’s approach, leaving it hard to inspect the document’s
contents. 6 An executable that has been compressed using the UPX packer can infect a computer when it is run
since it is decompressed. Figure 6 illustrates the use of encryption keys to encrypt the files. The encrypted PE
malware was tested using the Exeinfo PE forensic tool after it was downloaded from the tendefence malware
GitHub web page and decrypted with the decryption key” infected,” as seen in below figure 6.

Extract to:

|C:'-.Users WDell\Desktop OWN DATASET \malwares files tek defence malwares‘\bomb' w~ |
|Bomberrnania.e:ce | Password

Path mode: |ir'fEdEd |

Full pathnames
E Show Password

[ Eliminate duplication of root folder

Owverwrite mode: ] Restore file security
Ask before ovenarite ~

OK Cancel Help
Figure 6. Decrypting PE file using a password.

The infected data that is stored in the packed malware file is compressed by the packer tools, increasing the
packed malware file size. Figure 7 below illustrates how this forensic tool reveals the name of the malware’s
creator, the fact that the given file is encrypted using the UPX packer’s technique, that it is a 32-bit executable PE
file, and that UPX tools were used in the file’s packing. The upx.exe -d” utility, according to the Exeinfo PE
malware analysis program, can assist in unzipping the executable file.
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. Exeinfo PE - ver.0.0.5.3 by AS.L - 1031+71 sign 2018.09.25 - X

File : |[MALWARE.exe L pn =]

e Entry Point : |p00SES70 < EP Section: pr1 % Ul
File Offset : [00016D70 Fist Bytes c0sE00.80.44L @ Plug
g Linker Info : SubSyStEm.a Windows GUI PE .
File Size : 002AC01AR <| | M| Overlay:- 029441A (_) Q
—
=

E—g Image is 32bit executable RES/OVL: 0196 % 2005

' |UPX -> Markus & Laszlo ver. [ 1.24] <- from file. ( sign like UPX packerr Scan [t Rip
7 Lamer Info - Help Hint - Unpack info

Q [unpad< upx.exe -d” from http://upx.github.io or any UPX/‘Generlc un] @ 2>

Figure 7. PE file sections that use packers UPX tool to pack data.

B. Unpacking the packed harmful PE file

The portable executable file is divided into several parts, each of which has its data and functionalities. In
addition to text and data, the PE structure also contains. reloc, rsrc, and .debug sections. The first part of these is
called. text, and it includes the program’s executable code. The strings are part of the data portions. The import is
included in .idata or .rdata files. The relocation information is in.reloc, The resources required by the programme
are listed in the .rsrc file, and debug information is found in the .debug section. Figure 8 and 9 shown below,

contrasts compressed versus uncompressed files.

. Sections viewer : [ 2 _Bombermania.exe | 8 sections - alignment : 1000h [ MALWARE.exe | 3 sect... — ] X
Nr Virtual ... Virtuals... RAWD... RAWsize Flags Mame First bytes (hex) First Ascii 20h b...
01 00001000 00047000 00000400 00000000 EQOO00S0 UPXO I'ZERQ SIZE! ?
02ep 00043000 00017000 00000400 QO0015CO0 EO0DD0O40 UPX1 FE EF CD FF 6A FF 68 60 53 jh'sDd Pd...
03i... 0005F000 00001000 00017000 000QOCO0 COO0O0Q40  .rsrc 00 0000 00 0000 00 00 00 O
< >

Overlay : | 00 00 0000 83 89 8A 8B 8C 8D 8EBF 00 0000 00 349596 9793 92 9A 9B 0306 3200 AD A1 AZ A3 |

Endoffile : | 70 717273D0 31 140003010000 0B 0000 00 200000 00 10000000 01D428 00 010E4200 | pors10 O
Section status : Section size : All
Cave S-5tat

3KB
03 Executable Readable Writable
Clip 3 Close

Mormal Font: ON

Figure 8. PE file obfuscated with UPX technology.

!Z-.::": ewe 2 _Bombermania.exe | 8 sections - alignment : 1000 - [m]
Mr Virtual ... Virtuals... RAWD... RAWsize Flags Name First bytes (hex) First Asdi 20h b... sect, Stats
Olep 00001000 00008954 00000400 0QO000BADD ©0000020 § CONE DA 06 73747269 BE 67 00 Ostring
02 0000ADOD 00000244 0OOOSEQD 00000400 COOOOO40 § DATA 00 8D 40 00 D4 1F 40 00 5C
03 0000B000 OO0ODOE34 00009200 ©0000000D0 COOOOQOOO | BSS IZERO SIZE! ?
04im  0000C000 000008AS 00009200 00000AQD CO000040 | .idata 00 00 0000 00 00 00 0000 4
05 00000000 00000008  0000SCO0 00000000  COODO000D | s IZERO SIZE! ?

06 0000EQOD 00000018 0000SCO0 00000200 50000040 | .rdatz 00 DO 40 0008 DO 40 00 DO ede @..
07 0000FQ00  00000B4C  O0DOSEDD 00000000 50000040 | .reloc IZERO SIZE! ?
08rs 00010000 00002300 0OQ0OSEQD 00002800 50000040 § .rsrc 00 00 0000 99 A5 62 30 00 b0 O0O..

Overlay : | 7A6C 62 1A 5D 00 00 80 00 00 26 9686 IDF7F201 68 02 75948F A7BE7BEB3A09CAB317D1 | zbO] & Cku {: O

Endof file: | 876556 7801D4 28 00 C5B0 25000006 09004934 A8F7 1562240000 C600009CBBESD4 | evxO( % O I Obs
Section status : Section size : All sections size :

1024 bytes 49.5KB
02 Executable Readable Writable b
Clip # Close

Cave S-5tat

-> RAW decimal size: 1024 bytes = 1.00kb = 0.00 MB <-

Figure 9. DE obfuscated PE malicious file.

Windows PowerShell has been used to decompress the zipped image. The first picture

in Figure 8 is

compressed, whereas figure 9is uncompressed. In compressed PE file, the sections are obfuscated by UPX packer
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and represented as UPX0 and UPX1 as shown in figure 8. The file compression is shown by the variation in the
section names. The PE file sections compressed images are contained in UPX1 and UPXO0, respectively. These
two parts contain malicious code that will cause the machine on which these file(UPX0 and UPX1) will be run to
become infected. The Uncompressed sections with their section names code, data, .BSS,.data,.tls,.rdata,.reloc, and
.rsrc is shown in the figure 9[3].

C. String analysis for extracting harmful PE code

String analysis is a method for extracting comprehensible text from harmful software. Strings provide
information about how the infection functions. It comprises both useful and pointless strings and is expressed in
ASCII and Unicode forms. The data extracted from the strings comprises registry keys, file names, URL, and
Web addresses. In this study, data extraction and string analysis are performed using a Windows power shell. The
malware file’s strings are made available via the power shell as a text file. Figure below 10 explains the
experimental outcome of an ASCII string extraction from a text file using Windows Power Shell [3].

Mj stringm.txt - Motepad

File Edit Format View Help

More information: http://www.ibsensoftware.com/
1DAABSEB2825851644CCDAB
3TerPWG34|FL:WFchn{iTQ?c\ndqiygd
http://reninparwil.com/zapoy/gate.php
http://leftthenhispar.ru/zapoy/gate.php
http://reptertinrom.ru/zapoy/gate.php
YUIPWDFT| E@YUTIPKDFILE@YUTCRYPTEDG@YUI1. 8
|SDFTWARE\MicPosoFt\Windows\CuFrentVersion\Uninstall|
UninstallString

DisplayMame

Software\WinRAR

wj stringm.txt - Motepad

File Edit Format View Help

Location:
Software\Microsoft\Windows\CurrentVersion\Internet Settings
ProxyServer

{ 508X -XDAN -HBAX - 202N HO 2K -0 2 XHO2 XK 2XHEO 2 X0 2N K0 2N}
Software\Far\Plugins\FTP\Hosts
Software\Far2\Plugins\FTP\Hosts

Software\Far Manager\Plugins\FTP\Hosts
Software\Far\5avedDialogHistory\FTPHost
Software\Far2\SavedDialogHistory\FTPHost

Software\Far Manager‘\SavedDialogHistory\FTPHost |

Figure 10. Windows Power Shell string analysis of a text file.

The Unicode strings shown in Figure.11 are also included in the string analysis since they provide clearer results
than ASCII strings do. The below Figure 11 displays the Unicode string produced by the infected PE file. The
text file in Unicode Includes the harmful social networking platform that might be used to send data securely from

an infected machine to the malware creator’s system.
mj stringu.txt - Notepad

File Edit Format View Help

Strings v2.54 - Search for ANSI and Unicode strings in binary images.
Copyright (C) 1999-2021 Mark Russinovich
Sysinternals - www.sysinternals.com

111311
fahttp://wwm. facebook. com/ |

abe2869F-9b47-4cd9-2358-c22904dba7t7

Figure 11. Windows Power Shell representation of a malicious PE file as a Unicode string.
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D. PE file malicious section table

There are multiple sections, each with a specific function, where the real contents of the file are placed. These
contents include data and resources that the programme utilises as well as the program's actual code. The sections
are included in the header part of the section table. The various sections included in the section table are discussed
below [11].

Text

The executable code for the software is found in this section [11]. The file is benign or malicious, code included
in the .text section of PE file. When any PE file executed, the first executable part is .text section of PE file. This
part also contains the location of the first programme instruction that will be executed, which serves as the
application’s entry point. There may be more than one chunk of executable code in an application [12]. Malware
author’s always search for the .text section of PE file to manipulate and make the benign file to malicious file.

Block starting symbol (.bss)

Uninitialized data is present in this section. The section of an object file, executable, or assembly language code
in computer coding known as the block starting symbol (.bss) comprises statically allocated variables that are
defined but have not yet been given a value. The ” bss sector” is a common term used to describe it [13].

Read-only data (.rdata)

Read-only initialized data is contained here. The essential information regarding the portable executable file is
placed in the read only data section. In this section, the data is stored in the form of text documents.

Export data (.edata)

The export tables are in this file. An application’s or DLL export directory may be found in the .edata section.
Essentially, it stores data about the names and locations of exported functions. Applications may be made modular
with the use of dynamic linked libraries, making it easier for the functions to be reused. Programs that import the
DLL can access the functions’ address and offset using an export directory found in this section [14].

Import data (.idata)

The .idata file includes import tables. The. idata section includes information about imported functions, such
as the Import Directory and Import Address Table. Implementing modularity is made simpler by the import
section. The import section guards the programme against such modifications because the DLL can be changed
at any moment [14].

Relocation (.reloc)

.reloc gives an information about picture relocation. Position-independent code is usually absent from PE files.
Instead, they are built to a preferred base address, and all of the addresses that the compiler and linker produce
are already fixed. The operating system will rebase a PE file if it can’t be loaded at its desired location because
it’s already occupied by something else. This entails revising the code to incorporate the updated data and
recalculating each absolute address [15].

Resource data (.rsrc)

This file contains application resources, such as pictures, icons, or even embedded binaries [11]. The necessary
files and resources used by the PE file to get executed inluded in the resourse section. If the PE file has section
names other than the given above standard names, then that PE file is disturbed and can be identified as a malicious
portable executable file. The benign PE file’s sections are shown below in figurel2.

(=] Sections Editor O X
Sections Informations [HEX]

£ Name Virtual Size  Virtual Offset  RawSize  Raw Offset  Characteristics

1 Jext 00001ABC 00002000 00001C00 00000200 60000020

2 JT8rC 000004DC 00004000 00000600 0DO0O1EQD 40000040

3 reloc (0000000C 00008000 00000200 00002400 42000040
Prevent changing non-standard sections names Cloze

Figure 12. Benign PE file sections.
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The malicious PE file’s sections are obfuscated with UPX technology as shown in below figure 13. The
Ultimate packer for executables(UPX) is a method of packing the file. A sophisticated executable file compressor
is UPX. Program and DLL file sizes will often be reduced by UPX by upto 70 percent, saving on distribution and
storage costs, network load times, download time, and storage capacity [16]. For the majority of the available
formats, programmes and libraries compressed by UPX operate totally independently and without any runtime or
memory overhead. The files packed with UPX mechanism are also unprocessed from the anti-virus programs.

(=] Sections Editor O
Sections Informations [HEX]
i Name Virtual Size  Virtual Offeet  RawSize  Raw Offset  Characteristics
1 UPX0 0001C000 00001000 00000000 00000400  E0OOQOB0
2 UPX1 00002000 00Q1DO00 QO0DYEOD  0000Q400  EOQO0D40
3 JT8re 00001000 00025000 00000C00  0O0OB200  COOOOO40
Prevent changing non-standard sections names Close
Figure 13. Obfuscated malicious PE file.
The malicious PE files with unknown sections are shown below in figure14.
(= Sections Editor O
Sections Informations [HEX]
# Mame Virtual 5ize  Virtual Offset  Raw Size  Raw Offset  Characteristics
1 PAGE 00013001 000002C0 00013010 00Q002C0  £0000020
2 geeecece 0000019E 00013200 000OD1AD 00013200 60000020
3 asss 00000sDE 00013470 (00O0SED 00013470 60000020
4 YVVYVY 0000096E 00013850 00000570 00013850 60000020
5 Jrarc 00005A18  000144C0 00005A20  000144C0 40000040

Frevent changing non-standard sections names

Close

Figure 14. Malicious PE file with unknown sections.

E. PE file header malicious features extraction

In PE file, the checksum was created to find the originality of the file. The compiler generates the checksum
after creating the executable, and it will become invalid if the binary is changed after compilation [17]. The
checksum of the benign PE file has some value greater than 0. If the value of the checksum is 0, then the file is
considered as malicious file. The malicious checksum is shown below in figure 15. The major image version of
the PE file, size of initial data, and dynamic link library (DLL) value of the benign file are always more than zero.
If the values of the above features are zero, then that file is considered a malicious PE FILE. The implementation

results are shown in below Figure 15.
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Figure 15. PE malicious header data extraction.

File entropy is a measurement of the randomness of the data in a PE file. On a scale of 0 to 8, a score closer to
8 denotes that the data is more “random”, with 0 denoting that it is less random. Usually, the benign PE file is not
packed. If the file is packed, then there will be a possibility of the file contains malicious data. Entropy values for
packed files will be extremely high. The high value of entropy may refer to the file being a malicious file. Even

if the file is packed then its entropy value lies between 0 to 6.99. If the entropy value crosses the 7 then the file is
considered as malicious. The malicious file entropy is shown in figure 16. The figure 16 shows the summary of

all sections entropy with the individual PE file sections entropy.

Entropy (bits/byte) >
# Mame Offset Size Entropy Status
Summary 00000000 00025000 7.052072
HDR.  PE Header 000a0aoo 00001000 0.579469 not packed
Jdext 00001000 00007000 4,917313 not packed
.data 0Q0a0aoo 0Q0a0aoo 0.000000 not packed
2 .FSrC 00003000 00010000 7.479446 packed
Graph type
(®) Curve (Range)
D Curve
D Histogram
K () Histogram {Lines)

V.

Figure 16. Entropy value of PE file using PE editor.

Comparison of Proposed Research with Existing Research

To extract static characteristics from PE harmful files, several researchers [2], [11], [18], [19], [20], [21] worked
on them. Examples of feature types include strings, imports, OP code, section information, packed information,
and entropy. These properties make it impossible to use machine learning techniques to find a malware file. Table

1 in this research article displays the retrieved properties that could be used in the future to discover malicious PE
files using machine learning methods. As a consequence, the proposed study article is more effective than the

current findings.
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VI.  Discussion

In this study, forensic tools and techniques that give additional traits and characteristics were used to identify
the PE virus features. The analysis of the malware in this research paper starts with the extraction of dangerous
code from the malware sample file using the free IDA forensic tool. The magic bytes, off-set values, and string
data characteristics that were extracted from the malicious file using Hex Editor were utilised to identify whether
the file is a PE file or not. The Exeinfo PE forensic tool indicated that the malicious file’s internal content was
concealed using the packer’s utility. The Windows PowerShell command-line tool, which produces the results in
ASCII and Unicode text format, was used to decode the encrypted file. The created text file is used to recover
damaging information, including URLSs, registry hives, malicious websites, and social networking links. The
malware PE file sections are extracted and unknown sections are identified. More importantly, the malicious PE
header features are extracted. In the end, the entropy of the PE file is identified. Table 1 lists the characteristics
from this research that were retrieved and employed in forensics tools.

Table 1. Malicious PE Features that were extracted.

SL.NO Features

1 Source code

2 Hash values

3 Encryption/packer
identification

4 Offset values

5 Strings

6 Unicode and ASCII

7 PE sections

8 Registry data

9 Registry hives

10 Checksum

11 Size of initial data

12 Obfuscation data

13 Major image version

14 Entropy

VIIL Conclusion

A crucial part of any incident response procedure is malware identification. It is found that this research is more
accurate at recognizing PE malware features after taking into account all of the aforementioned techniques and
extracted attributes. To identfify the given file is malware or benign, the proposed research all features or some
of them were used. This study will help to detect the malicious PE file in malware research studies and the malware
incidence response method.

VIIL Future Work
This research will be very beneficial in the future when machine learning is implemented by utilizing the
suggested features. The precise family to which the PE malware belongs is identified using the proposed research,
and the PE virus’s harmful impact on the machine is calculated. The features are also going to be utilized in
building the strong and accurate antivirus software.
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