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Abstract: This study explores the critical success factors that influence the effectiveness of cybersecurity awareness training in four
middle and large organisations. Using a qualitative case study approach, data were collected through interviews, focus groups, and
document reviews. The study identified five key factors that contributed to program success: leadership support, experiential learning,
clear communication, emotional engagement, and continuous evaluation. These factors varied across the organisations, leading to
different levels of training effectiveness. In addition, Fogg’s Behaviours Model was used to help interpret whether the training efforts
led to actual behaviour change. We found that in the more effective programs, such as those that used simulations, elements like
emotional content and hands-on activities supported this pattern, aligning with the components of Fogg’s model (motivation, ability,
and trigger). This study contributes practical insights for improving cybersecurity awareness training by showing what factors matter
most in real settings. It also highlights areas that are still lacking, such as tailored content, cultural relevance, and consistent
reinforcement, which should be considered in future program design.
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1. INTRODUCTION

Cyber threats continue to escalate in frequency and sophistication, posing serious risks to organisations of all
sizes. Cyber breaches and ransomware incidents regularly disrupt business operations and expose sensitive data
[1]. No industry is immune, as threats range from corporate data theft to sabotage of critical infrastructure. The
consequences include significant financial losses and threats to public safety. Notably, the human factor remains a
crucial vulnerability, with approximately 74% of data breaches involving human error, such as falling victim to
phishing scams or misconfiguring systems [1]. Attackers frequently exploit social engineering and user mistakes
to bypass even robust technical controls. Thus, the lack of effective cyber education addressing human behavioural
factors presents a substantial challenge to maintaining cybersecurity. Strengthening the human element through
education and cybersecurity awareness has become essential for building cyber resilience [2].

Past research highlights that cybersecurity training programs should be dynamically oriented toward individual
behaviours rather than relying solely on local or cultural expressions [3]. Zwilling et al. [3] emphasise the
significance of cybersecurity awareness and behaviours among individuals from various cultural backgrounds,
suggesting the necessity of comparative analyses due to differences in cybersecurity knowledge across cultures.
This shows that all employees must acquire fundamental cybersecurity knowledge, including awareness of security
threats and basic security literacy, to effectively recognise and respond to threats [4].

A successful cybersecurity awareness program in an organisation depends on thorough planning and execution.
Best practices identified in literature include fostering an institution-wide cybersecurity culture, integrating security
practices into everyday decision-making, clearly communicating the importance of cybersecurity education to
management and end-users, and measuring the success of training through reductions in employee-driven
cybersecurity incidents [5]. Cybersecurity awareness training empowers employees against threats by teaching
them to identify phishing emails, use strong passwords, handle data securely, and adopt security best practices,
thereby minimising human-caused incidents and complementing technological safeguards [6-8].
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However, despite its acknowledged importance, cybersecurity awareness programs often fail to produce
meaningful behaviour change. Many organisations still employ outdated training methods, such as infrequent slide-
deck presentations or generic annual compliance modules, which rarely improve daily security practices [6-8].
Employees frequently report fatigue or disengagement with these traditional training approaches, particularly when
top management does not visibly support or prioritise cybersecurity efforts [8-12]. Consequently, gaps persist
between technical security measures and human readiness to counter cyber threats.

The literature has also revealed an important point that although some people know the answer to awareness
questions, they do not act accordingly in their real lives [13-15]. It is suggested that security and privacy policies
should be built into a system from the beginning [16, 17]. Users will eventually make mistakes and avoid security
altogether if the system is too difficult to use [18]. These problems have remained for over a decade [13, 19].
Presently, cybersecurity awareness in its current form is ineffective. When confronted with so many ambiguous
warnings and complicated recommendations, a person may be tempted to disregard all protection efforts and avoid
danger. Threatening or intimidating security messages don't work very well because they make people feel so
stressed out that they might even be scared or deny that they need to make a security decision [13].

Therefore, this study aims to bridge this gap by identifying the critical success factors (CSFs) necessary for the
effective implementation of cybersecurity awareness training programs within organisations. Specifically, it seeks
to determine organisational, educational, and behavioural elements that enhance program success in positively
influencing employee security behaviours. By focusing on these factors, the research contributes insights for
designing impactful training initiatives that thoroughly integrate human factors into cybersecurity strategies. In
addition, this study aims to examine whether different types of training lead to changes in employee behaviour,
using the Fogg Behaviour Model (FBM) as the analytical framework. FBM is chosen because it provides a clear
and practical explanation of how behaviour occurs when motivation, ability, and a trigger are present at the same
time. This makes it especially relevant for assessing which types of cybersecurity training are most effective in
motivating secure behaviour, enhancing user capability, and delivering timely prompts that drive action. This multi-
case study addresses this literature gap through a detailed comparative analysis. Ultimately, effective cybersecurity
awareness requires ongoing educational efforts, culture-building, and leadership engagement, which are essential
for strengthening an organisation's overall cyber resilience.

II.  LITERATURE REVIEW

A. Cybersecurity awareness training in an organisation

In combating cyber threats, it is crucial to have an awareness of cybersecurity. Each individual within an
organisation must actively implement policies, procedures, and best practices to effectively address the challenges
posed by cyber threats [20, 21]. According to NIST Special Publication 800-16 [13], "security awareness" means
a program that aims to draw attention to security. Awareness presentations aim to help people understand and
respond to cybersecurity issues. This makes it abundantly clear where the primary focus should be on awareness.
Furthermore, it demonstrates that individuals must not only be aware of potential cyber risks but also act
accordingly. Providing awareness campaigns to ensure users are up to date on the most recent cyber threat
landscapes and carrying out tabletop exercises at the organisation level to test user comprehension are two of the
best ways to improve an organisation's cybersecurity. For example, Cybersecurity Malaysia [22] strongly suggests
that all Internet users keep up with the latest cybercrime trends and follow the most effective cyber hygiene
practices. This also includes safe email handling, safe web browsing, safe online transactions, safe internet banking,
safe online product purchases, and safe use of social media applications. As a result, an awareness program should
be used to teach employees about good "cyber hygiene," including what to do, what not to do, and why they need
to do it [23, 24]. These exercises not only simulate cyberattacks but can also help determine whether the current
cybersecurity awareness and training program is working and which employees may require additional training
based on the results.

In order to implement a successful awareness program in cybersecurity, there are many challenges for all
organisations. Humans remain a critical vulnerability in cybersecurity defence due to their susceptibility to errors,
manipulations, and psychological biases [25-27]. This is because they are usually the weakest link in an
organisation's information security program [25-27], particularly when employees lack awareness of the potential
risks they may introduce. Given the rapid network speeds and ready access to data, even via mobile devices or
web-based cloud applications, cybersecurity threats and breaches can occur quickly [21, 28-31].

Many employees lack basic cybersecurity practices, making them vulnerable to cyber threats [32]. Employees
often lack the practical knowledge required to respond effectively to cybersecurity threats, even when theoretical
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understanding exists [15]. This discrepancy between knowledge and behaviour, known as the knowledge-
behaviour gap, is frequently cited as a significant cybersecurity challenge [20]. Research has shown that factors
such as complacency, stress, workload, and cognitive biases significantly influence employees' cybersecurity
behaviours [16]. Traditional cybersecurity programs frequently overlook these human cognitive and psychological
elements, leading to ineffective training outcomes [20].

Besides that, one of the main challenges is limited resources and time constraints faced by organisations [32].
This issue is due to the lack of data-intensive practices, which makes it difficult to identify areas where employees
need more training [32]. Furthermore, it argues that cybersecurity awareness methods, such as policies, procedures,
and training sessions, are often dull and ineffective in engaging users and promoting long-term behaviour change.
Other than that, the lack of digital security awareness can affect their ability to recognise threats, even if there are
apparent signs [33].

Furthermore, with internet technology and mobile applications increasing in volume and complexity, malicious
cyberattacks are evolving, and society faces more significant security risks in cyberspace than ever [23].
Additionally, the limitations of current methodologies used in creating training and awareness programs can result
in overly general models that fail to meet the specific demands of many cybersecurity jobs [34]. Another research
study identifies several challenges faced in promoting cybersecurity awareness among individuals and
organisations [35]. These include a lack of awareness, limited resources, expertise in cybersecurity, resistance to
change, a lack of regulation and human error. Besides that, the limited resources, lack of time, and competing
priorities as the challenges in implementing cyber hygiene.

A cybersecurity awareness program alone can’t help with the awareness. The policy, procedure, and best
practices must all be put into action by every person in an organisation [36-38], not only the IT-related department.
Many people and organisations do not properly understand cyber threats and the measures they must take to protect
themselves [39]. On top of that, most available courses and/or training do not explicitly address human cognition
and behaviours, which is a challenge in implementing effective cybersecurity awareness programs [40]. Challenges
in cybersecurity awareness programs include measuring their effectiveness because it is not enough to rely solely
on audience feedback to evaluate a program's success, implementing and assessing cybersecurity awareness
programs in a remote work environment and tailoring awareness programs to different employee groups with
varying levels of technical expertise [41]. Besides that, many students claim to have basic cybersecurity knowledge
[42]. Still, they are unaware of how to protect their data or mitigate cyberattacks.

B.  Factors Affecting the Effectiveness of Cybersecurity Awareness Initiatives

Cybersecurity awareness initiatives must go beyond knowledge transmission to actively influence behaviour
[43]. A major reason many awareness programs fail is that they are treated as checkbox compliance exercises rather
than sustained behaviour-change interventions [44]. Traditional approaches such as annual lectures or static e-
learning modules often have limited impact on day-to-day security practices [45]. Instead, research highlights the
need for engaging, practical training grounded in principles of adult learning and behaviour change. One-size-fits-
all programs are often unsuccessful because they fail to resonate with employees’ varied roles, levels of technical
knowledge, and daily risk scenarios. Research suggests that cybersecurity messages should be concise, relevant,
and engaging to overcome information overload and apathy [46]. A well-designed awareness program can help
employees understand the importance of information security and their role in protecting organisational assets and
information [28]. It is important to build a culture of cybersecurity awareness by engaging all employees, ensuring
that policies and procedures are kept up to date, conducting regular risk assessments, and providing continuous
training and education. Involving staff at every level and making security a routine part of the organisation’s
processes helps create vigilance and proactive behaviour [2, 32]. Many employees find cybersecurity training
boring, overly complex, or irrelevant, which causes them to disengage [47]. This shows the importance of using
training methods that hold employees’ attention and make the material meaningful [48].

A growing body of literature emphasises experiential learning as a powerful method for cybersecurity
education [23, 46, 49-55]. Traditional lecture-based training often fails to change behaviour because it stays
theoretical. In contrast, experiential approaches immerse employees in realistic scenarios, allowing them to learn
through direct experience and reflection. Simulated phishing campaigns are a prime example: employees receive
fake phishing emails and, if they click, are immediately shown a teachable moment about what clues they missed.
Studies have shown that such hands-on simulations significantly improve employees’ ability to recognise and resist
actual attacks [56, 57]. Beyond phishing, some organisations run broader cyber drills or games (e.g. mock
ransomware outbreaks or capture-the-flag events) to build practical skills. These methods are rooted in established
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learning theory, Kolb’s experiential learning cycle and other models which hold that adults learn best by doing and
then reflecting on that experience[58-60]. Nasir [47] supports the use of “simulators, quizzes, games”, and other
interactive media as part of training, noting that these tools can significantly improve learning outcomes by making
training more engaging. Taherdoost [61] similarly observes that several studies have explored serious games and
simulations as educational tools for cybersecurity awareness. Such approaches allow employees to practice
identifying and responding to threats in a safe environment, which builds practical skills and confidence. Recent
systematic evidence by Amjad et al. [62] reinforces this point by identifying that serious games effectively engage
learners and facilitate knowledge sharing in realistic cybersecurity environments. In summary, incorporating
simulations and other interactive elements is considered a best practice for awareness programs, greatly enhancing
their effectiveness [41, 57, 63].

Next, the study by Mufor et al. [39] emphasises that having a reliable instrument to measure cybersecurity
assessment helps mitigate failed attempts by pinpointing areas where training is needed before campaigns can be
organised. It is important to measure the effectiveness of the awareness program through metrics such as employee
engagement levels, number of reported incidents, and reduction in security incidents over time [28]. Common
evaluation methods include pre- and post-training assessments to gauge knowledge gain, tracked click rates from
simulated phishing campaigns to monitor behaviour change, and monitoring of incident reports or security mistakes
to see if human error incidents decline over time. Regularly reviewing such metrics allows organisations to identify
which aspects of their program are working and which are not. Additionally, reporting these metrics to leadership
can help maintain management support by demonstrating return on investment. Programs that regularly assess and
refine their content tend to stay relevant in the face of evolving threats and avoid stagnation. By contrast,
organisations that lack systematic evaluation may miss emerging weaknesses in human behaviour, undermining
the long-term impact of their training efforts [64]. In short, strong evaluation and feedback processes support
continuous improvement, which is a key feature of successful programs [57].

Empirical studies confirm that management commitment strongly correlates with effective information security
programs, as leadership support helps establish clear policies, provide adequate funding, and hold staff accountable
for following best practices [57]. Similarly, Dawson [65] notes that an anti-phishing training program is most
effective when it includes leadership involvement and buy-in. Leaders set the tone for cybersecurity culture,
whereby when executives visibly prioritise security, for example, by allocating resources, enforcing policies, and
even participating in training themselves, employees are far more likely to take awareness initiatives seriously.
Management support creates a positive security climate that encourages everyone’s buy-in and accountability [66,
67]. This cultural alignment and leadership-driven empowerment are repeatedly cited as prerequisites for changing
employee attitudes and behaviours around cybersecurity. Conversely, when leaders don't actively participate in
security initiatives, employees may see those initiatives as less important or optional. This can negate the impact
of training programs as employees may not take them seriously or apply the learned concepts in their daily work
[68]. Moreover, active leadership involvement fosters a culture of cybersecurity where safe behaviours are
ingrained in daily operations rather than seen as optional. A recent study found that top management engagement is
correlated with fewer cyberattacks, highlighting leadership’s role in fostering a security-conscious culture [69].

Booker and Rebman Jr [69] identify communication as one of the critical factors in building a cybersecurity
culture, implying that clear and continuous messaging from the organisation helps align everyone with security
goals [69]. A success factor for awareness training is a well-crafted communication strategy that pairs effective
content design (relevant, role-specific, and engaging material) with strategic delivery (using the right mix of
channels and repetition to reinforce learning). When done correctly, employees better understand the training
content and see its value, which improves their willingness to apply security practices in their daily work.

Table 1 shows a summary of the success factors from previous studies.

TABLE 1. Summary of the success factors from previous research

Success Factor Sector(s) Sources

Blended delivery methods (e.g., videos, | Corporate, Education, General workforce [23][70]

games)

Clear metrics and evaluation Education, Corporate [71] [28]

frameworks

Continuous & updated training Remote workforces, Government, [28] [66] [72] [54]
Education, Industry [70][73]

828



J. Electrical Systems 21-1 (2025): 825-842

Cultural alignment and employee
empowerment

Critical infrastructure (energy, water)

(53]

Experiential/simulation-based learning
gamification for engagement

Government agencies and enterprises,
Industry, SMEs, Public & Private sector,
Information technology firms, Banking,
Education

[49] [50] [51] [46]
[52] [23] [54] [66]

commitment

Frequent and continuous training Private-sector [74]
Measurement and feedback Corporate, Academic, Industry [51]
mechanisms [50]
Management support and leadership General corporate, Public sector [57]

Policy and structure alignment

Public Sector, Education

[71] [52] [75]

Tailored, role-specific training

Financial services, Multinational firms

[76]

Top management commitment

Government, Private sector

[77] [78] [67]

The reviewed literature highlights a wide spectrum of critical success factors that contribute to effective
cybersecurity awareness programs, emphasising that success is multi-dimensional and context-dependent. While
factors such as top management commitment, experiential learning, clear evaluation frameworks, and tailored,
role-specific training recur across sectors, their specific application often varies based on organisational needs and
industry risks. For instance, gamification and blended delivery methods have proven effective in both corporate
and educational settings by increasing engagement, while frequent training and feedback loops are especially vital
in high-risk or fast-paced environments like the private sector and critical infrastructure. The integration
of organisational culture, policy alignment, and employee empowerment further enhances program sustainability
and relevance. However, no single combination of factors guarantees success. Instead, the literature highlights the
importance of adopting a contextual and adaptive approach, where organisations continuously assess and refine
their training strategies based on evolving threats, workforce dynamics, and technological changes. In sum,
cybersecurity awareness success is best achieved through a flexible, evidence-based framework that balances
leadership, learning design, evaluation, and cultural fit.

Despite significant research in this field, gaps remain concerning the comprehensive exploration of critical
success factors across diverse organisational contexts. Limited studies have investigated how these factors differ
by organisational size, industry, cultural settings, and risk profiles. The current study addresses these gaps by
employing a multi-case study approach to analyse the effectiveness of cybersecurity awareness training programs
across various organisations. By systematically identifying and examining organisational, educational, and
behavioural elements that contribute to successful cybersecurity awareness initiatives, this research provides
valuable insights and actionable guidance for researchers and practitioners aiming to enhance cybersecurity
resilience.

C. The Fogg Behaviour Model (FBM),

The Fogg Behaviour Model offers a practical framework for understanding how behaviour change occurs,
particularly in digital and organisational contexts [79]. The model explains that behaviour happens when three
elements are present, which are: motivation, ability, and a trigger. If any of these components is missing, the
intended behaviour is unlikely to occur. In the context of cybersecurity awareness, this model has been increasingly
applied to explain why employees may fail to adopt secure practices despite being trained or informed.

Several studies highlight the relevance of FBM to cybersecurity training design. For instance, Cone et al.
[51]and Jansson & von Solms [46] emphasised that users often lack either the motivation or the ability to act
securely, and effective training must therefore provide clear prompts (e.g., phishing simulations),
enhance perceived ease-of-use, and evoke personal relevance to motivate compliance. In more recent work, Dash
and Ansari [54] stressed that behavioural change requires training methods that incorporate emotionally engaging
simulations, which function as strong triggers while reinforcing ability through practice.

In practical application, FBM has been used to design gamified cybersecurity training [55], where interactive
environments increase ability, point-based rewards increase motivation, and challenge-based scenarios act as
timely triggers. This triadic interaction helps convert abstract security policies into personally meaningful
experiences, thereby enhancing behaviour change. Furthermore, Kioskli et al. [80] recognised that the gap between
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knowledge and behaviour, which is commonly observed in cybersecurity, is often due to a missing trigger or lack
of perceived ability, reinforcing FBM’s diagnostic value in program design.

III. RESEARCH METHODOLOGY

This study adopted a qualitative multiple-case study design to explore cybersecurity awareness training
practices in depth. We examined four different organisations (identified anonymously as Organisation
A, Organisation B, Organisation C, and Organisation D for confidentiality) that had established security awareness
programs. The cases were selected to provide diversity in organisational characteristics (e.g., size, industry, and
culture) to capture a range of experiences. A case-study approach was appropriate given the exploratory nature of
our inquiry and the desire to understand contextual factors in each organisation. By comparing multiple cases, we
aimed to identify common success factors as well as unique challenges or practices in each setting. This study was
guided by these research questions: What are the critical success factors for the effective implementation of
cybersecurity awareness training programs in organisations, and do these programs result in behavioural changes
in how employees respond to cybersecurity threats.

A. Data Collection

Data were collected through a combination of focus group discussions and semi-structured interviews with
stakeholders involved in or affected by the awareness training programs at each organisation.

We used purposive sampling to recruit participants who had relevant knowledge about their organisation’s
cybersecurity training efforts. These included IT and security personnel, program managers, and general staff from
various departments. In two organisations (Organisation A and Organisation C), we conducted focus group
discussions to collect a range of perspectives at once. For example, the focus group in Organisation A included
eight participants from different parts of the organisation, such as senior managers, front-line employees, and
technical staff. This diverse group was chosen on purpose to encourage a well-rounded discussion that reflected
both leadership and staff viewpoints. In contrast, for Organisations B and D, there was no dedicated department
responsible for cybersecurity training. As a result, we were only able to interview one member from the IT
department in each case. Table 2 shows the demographic information for each organisation.

TABLE 2. Organisational Demographics of Participating Cases

Organization | Size Primary Dedicated Training Format Used
Code Function Cybersecurity

Training Unit
Organization Large Healthcare Yes (IT Department) | Posters, emails, talks/conference, tests,
A and limited simulations
Organization Medium | Legislation No  (Initiated by | Simulations (Social Engineering,
B & champion) Phishing, Hacking), Workshop

Regulation

Organization Large Science & | Yes (IT Department— | Phishing simulations, videos,
C Technology | Network Security | talks/conference and workshops

Unit)
Organization Medium | Agriculture No (Initiated by IT | Email bulletins, static training, and
D team) limited feedback

The focus groups and interview sessions were facilitated by the researchers using a semi-structured guide of
open-ended questions. We prompted participants to discuss topics such as their experiences with current training
methods, perceptions of what makes training effective or ineffective, challenges faced in engaging employees, and
suggestions for improvement. Five core questions were posed to all focus groups, covering areas like preferred
training delivery formats, the use of real-world examples or simulations, communication channels for awareness
messages, the role of management in supporting training, and the importance of continuous reinforcement. Follow-
up probing questions were used to investigate deeper into any interesting or unexpected points that emerged.

Interviews lasted between 45—-60 minutes and were conducted in the participants’ preferred language (with
translation to English later as necessary). All focus groups and interviews were audio-recorded with consent and
transcribed for analysis. We also collected relevant documents from each organisation (such as training materials,
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policy documents, and awareness campaign artefacts) to supplement the interview/focus group data and provide
contextual understanding.

B. Data Analysis

The data (transcripts and documents) were analysed using thematic analysis to identify recurring patterns and
key factors related to training effectiveness. We followed an iterative coding process combining inductive and
deductive approaches. First, an initial codebook was developed based on concepts from the literature review and
our research questions. It includes the anticipated codes such as “leadership support,” “training content/design,”
“employee engagement,” “challenges,” “evaluation methods,” etc. Next, two researchers independently read
through a subset of transcripts to apply the initial codes and noted any new emergent themes. We then met to
compare and discuss coding, refining the code definitions and adding new codes where needed to capture
unexpected insights. Once the codebook was finalised, we systematically coded all transcripts using ATLAS.Ti
software. To ensure reliability, multiple researchers coded overlapping portions of the data and resolved any
discrepancies through discussion.

After coding, we examined the codes to identify broader themes and patterns, especially focusing on factors
that participants felt influenced the success of cybersecurity awareness efforts. We grouped related codes into
candidate themes and checked these against the data to confirm that they were representative and distinct. Through
this iterative process, several major themes (and sub-themes) emerged. These themes were derived from the data
but also resonated with constructs highlighted in prior literature. As a final step, we constructed a comparative
matrix to summarise how each theme manifested in each case, facilitating a cross-case analysis.

9 <

IV. FINDINGS AND DISCUSSIONS

Through our thematic analysis and cross-case comparison, six critical success factors (CSFs) emerged as
fundamental to effective cybersecurity awareness training programs. Together, these factors form a holistic picture
of what drives successful security awareness and behaviour change in organisations.

A. Leadership Commitment and Support

Visible, sustained leadership advocacy was found to significantly influence the success of cybersecurity
awareness initiatives. Participants across cases emphasised that without strong and consistent management
backing, awareness programs struggle to gain legitimacy, resources, and employee buy-in. As one participant
(Organisation C) said:

>

“Implementation needs management commitment. It’s easier if (security is) directed from above.’

In Organisation A, for example, participants shared that employees took the training more seriously when top
management actively supported the implementation of the awareness program by giving official instructions and
attending the sessions. Similarly, Organisation B showed a clear example of how leadership attitudes changed over
time.

“Management didn’t see the importance. After showing real attack results (like) demonstrating data leaks,

management started supporting.”

Initially, Organisation B’s executives were not interested in addressing cybersecurity issues as there had been
no threat targeting their organisation. However, once the IT team presented tangible evidence of security gaps
through a live simulation that revealed nearly all staff fell for a phishing email, the executives reacted by increasing
their support and allocating more budget for training. This story illustrates the value of evidence-based advocacy,
that the leadership needs to witness concrete risk data before fully committing to an initiative. By contrast,
Organisation D’s team claim the lack of engagement from senior leaders:

“Another major challenge is the lack of strong support from senior management. Often, we have to wait for the
management action.”

We found that policy documents existed on paper, but there was a gap whereby, without active pushing from
the top, many of the awareness efforts stalled at the lower levels. Organisation D also noted a cultural mindset
where cybersecurity was seen as purely an IT department’s responsibility, largely due to limited leadership
engagement beyond the IT function.
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These observations align strongly with prior research that highlights leadership as a pivotal factor in security
initiatives. When leaders champion cybersecurity, it sends a clear signal that security is a priority [63]. Our findings
are supported by Safa et al. [81] that leadership must drive organisational change for cybersecurity, ensuring that
security is not siloed but embraced organisation-wide. In practice, this means executives should not only approve
policies but also visibly participate (e.g., in training or awareness campaigns) and communicate expectations
regularly. The case of Organisation B suggests an important strategy, such as using metrics and incident
simulations, to make the case to leadership that can convert passive support into active commitment. Overall,
leadership commitment provides the foundation upon which all other success factors rest, where it legitimises the
training program, secures necessary resources, and empowers program champions to enforce and innovate the
awareness efforts.

B.  Experiential and Simulation-Based Learning

All cases identified interactive, hands-on training as far more engaging and impactful than passive learning,
confirming that experiential learning is a critical success factor. Participants reported that active involvement in
realistic cyber scenarios greatly enhanced employees’ understanding and retention of good security practices.
Organisation B’s organised phishing email simulations and noted,

“Last year, 99% of staff clicked. This year, only 6 out of 100 clicked.”

This huge improvement, from nearly every employee being phish-prone to only 6% after training, demonstrates
the value of simulation-based learning. In addition, Organisation B staff mentioned how they provided immediate
feedback after simulations:

1

“We showed the (phishing) victims their mistakes... One click and the attacker could control the device.’

This debriefing allowed employees to feel the consequences of a mistake in a safe environment, which several
interviewees said left a lasting impression. Organisation C similarly recognised the need for more hands-on
activities.

“I think maybe we can do hands-on activities, a simulation that causes the user to feel the loss of data. When
there is a simulation like ransomware, the user will feel the need for backup. Right now, they know the information,
but they don't experience the real situation. Maybe that’s what’s lacking.”

This indicates an awareness that knowledge of threats alone is inadequate; people need to experience a scenario
(like a mock ransomware attack causing data loss) to truly internalise the lesson. Notably, Organisation A’s insight
shows a broader principle articulated by Fogg [79] Behaviour Model for persuasive design, whereby behavioural
change occurs when motivation, ability, and a compelling trigger converge. Without a strong trigger, such as
experiencing a realistic security breach, even well-informed employees may not modify their behaviour. Our
findings suggest that regular practical exercises, including phishing simulations, live drills, or interactive
workshops, can serve as such triggers. These strategies help close the gap between abstract knowledge and concrete
action by making cybersecurity threats feel immediate and personally relevant. Organisation C and Organisation
D also acknowledged the need to have such training. For example, Organisation C staff agreed that realistic drills
would likely improve engagement, but these organisations had not yet implemented such methods, citing hurdles
like time, expertise, or tools.

“[ think maybe we can do hands-on activities, a simulation that causes the user to feel the loss of data. When
there is a simulation like ransomware, the user will feel the need for backup. Right now, they know the
information, but they don't experience the real situation. Maybe that’s what’s lacking. ”

The effectiveness of experiential training observed in our cases reinforces findings from the literature. Security
awareness studies have long suggested thatlearning by doing brings better outcomes than lectures. The
improvement seen in Organisation B is in line with Chaudhary et al. [41] and Parsons et al. [57]. They argue that
organisations using simulations and games in their awareness programs saw significant boosts in users’ ability to
detect threats and in their overall security posture. These methods work because they actively involve the learner
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and often inject a dose of reality (and sometimes emotional adrenaline) that static content cannot. Organisations
that incorporate realistic workplace simulations such as phishing email drills or mock cyber-attacks tend to see
higher employee engagement and measurable reductions in incidents [41, 57]. Rather than blaming employees as
“the weakest link,” modern approaches emphasise empowering employees as the first line of defence, transforming
security from a purely technical challenge into a shared behavioural responsibility [57].

Effective cybersecurity awareness training goes beyond lectures and memos; it engages participants through
hands-on, experiential learning. Simulation-based learning, which includes realistic cyber-attack simulations,
phishing drills, and serious games, has emerged as a game-changer in this field.

C. Communication Strategies and Content Design

The form and manner in which cybersecurity awareness content is communicated emerged as a third key
success factor. Across the cases, participants highlighted that training materials and messages must be concise,
clear, and engaging to hold employees’ attention. Organisation C’s approach is shown below:

“We minimise the wording... If possible, they can see it with a blink of an eye.”

This shows their focus on keeping messages short and easy to understand. Their posters and bulletins are
designed to be brief and direct, giving key advice at a glance. The idea is that busy staff are more likely to notice
and remember a quick 10-second message than read a long memo.

Organisation C’s approach to content was to incorporate multimedia:

“Once in a while, a video will come out. If users just see a poster, they will close it... But when they see a video
playing, they might stop for a while.”

The use of short videos and dynamic media is seen as a way to break through the monotony of text and catch
the eye. This strategy is supported by learning research that shows visual and audio content can increase
engagement.

Meanwhile, Organisation D mentioned a practice of sending out monthly infographics summarising key points
of their cybersecurity policy.

“Every month, we distribute infographics, summarising key points from our Cybersecurity Policy to all
personnel”

While this shows effort to communicate regularly, the infographics were described as somewhat repetitive (the
same policy points each month) and may lack novelty to continually engage staff. Organisation D’s participants
admitted that cybersecurity communications were often ignored or dismissed, suggesting the content was not
sufficiently engaging or user-friendly

Our case findings on communication align with established best practices. Jansson and von Solms [46] stress
that security messages should be short, relevant, and easy to understand, to combat information overload and
apathy. Indeed, one risk in security awareness campaigns is, when employees receive so many warnings and
lengthy guidelines, they will start to ignore them. The success of Organisation A’s brief messages and Organisation
B’s varied media suggests that content must be digestible at a glance and ideally somewhat novel or visually
appealing. These findings are also supported by Bada, et al. [13], Jansson and von Solms [46], Alshaikh, et al. [76]
who found that using engaging formats (like videos or interactive content) significantly improved employee
response to awareness campaigns, which resonates with Organisation B’s thinking that people are more likely to
watch a short animation than read a static poster.

Another aspect is contextual relevance: communications should tie security advice to situations employees
actually encounter (e.g., “beware of emails about X that you might receive”). Some participants across cases noted
that generic slogans were less effective than messages that felt directly applicable to their work or recent threats.
In sum, the effective design of awareness content is as important as the content itself. Programs that succeeded
paid attention to packaging the message through clarity, brevity, visual design, and medium selection, to ensure
the message was received and remembered. Those that didn’t struggle with low engagement and retention of their
communications.
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Our data shows that how cybersecurity awareness content is designed and communicated plays a critical role
in its effectiveness.

“Without real consequences, posters and slides alone are ineffective. Our hands-on methods, such as real
attacks, real consequences, are far more effective”

This finding aligned with Nasir [47], who found that a good cybersecurity training program should have content
that is up-to-date, relevant, and targeted to the participants’ roles and threat landscape. This means avoiding generic
checklists in favour of context-specific guidance. For example, training developers on secure coding practices, or
finance staff on spotting phishing in payment requests.

D. FEmotional Resonance and Personal Relevance

An interesting and important theme that surfaced is the role of emotional engagement in motivating behaviour
change. Participants observed that employees are more likely to adopt secure behaviours when they feel that cyber
threats pose a real, personal risk, as opposed to viewing security as a distant or purely theoretical issue.

Organisation B’s training coordinator articulated this as follows:

“People don’t learn by seeing posters. They learn when they feel the threat, when they see their data exposed.

s

Otherwise, it’s useless.’

This statement highlights that giving factual instructions alone, such as ‘Don’t click on suspicious links’, may
not be effective unless they are supported by an emotional element that helps people clearly understand and feel
the risk. In Organisation B, as noted earlier, they created an emotional impact by showing employees the
consequences of a click during simulations. For example, demonstrating how an attacker could take over a device
or leak data. This kind of controlled scare tended to jolt employees into realising that this threat could happen to
them, thereby motivating them to be more vigilant.

Organisation D’s team similarly noted that many employees tended to underestimate cybersecurity issues

“They usually underestimate the risk and threats if they haven 't personally experienced an attack.”

In other words, those who have never suffered a phishing scam or malware incident often remain complacent,
thinking of security breaches as something that happens to others or only to big companies.

Meanwhile, Organisation C did not have many real incidents to draw lessons from, which staff felt was a
double-edged sword:

“Maybe that’s what’s lacking... Right now, they know the information, but they don’t experience the real
situation”

Organisation A made small efforts to close the emotional gap by sometimes using real breach stories or case-
based simulations in their training sessions to create concern and increase awareness of the risks:

“After the phishing attack, the training came in. It’s human nature that once they experience the consequences,

1l

they become cautious...’

The importance of emotional connection is supported by research in behavioural psychology and risk
communication. People are more likely to change their behaviour when an issue affects them emotionally, such as
evoking fear, empathy, or a sense of personal risk, rather than solely through logic. As mentioned before, Fogg’s
Behaviour Model [79] states that motivation is one of the key elements needed for behaviour to occur, and
emotional responses can significantly increase that motivation. Parsons et al. [57] also explain that emotional
triggers can make security threats feel more real and increase the impact of training, provided they are used
carefully. Too much fear, however, can cause people to avoid the issue instead of taking action to deal with it. In
our study, the organisations that had better outcomes created a sense of urgency without causing panic. For
example, Organisation B showed employees how a phishing click could lead to serious consequences, but the
training was conducted in a safe learning environment where they could see how to avoid it next time. This
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approach aligns with the Protection Motivation Theory [82, 83], which posits that people take action when they
perceive both risk and the capability to respond effectively. Overall, our findings show that one key success factor
is designing cybersecurity training that not only teaches information but also builds an emotional connection to the
topic. Methods like storytelling, realistic simulations, or hearing real experiences from colleagues can help
employees see cybersecurity as a personal responsibility and not just an IT issue.

Furthermore, interactive and immersive training tools can heighten engagement. Contrary to the literature, none
of the organisations in our study employed this method.

Organisation C claims that:

“We do not have a dedicated team to explore gamification. At most, we can do is use Kahoot”

While Amjad et al. [62] highlight the potential of serious games to create immersive environments with realistic
scenarios and role-play, which can lead to greater emotional engagement and a sense of personal involvement in
learning. When learners virtually experience a cyber incident and must make decisions, it elicits emotions like
urgency or cautiousness in a safe setting. Our results suggest a gap in the application of emotionally engaging tools
such as gamification, which may present opportunities for future improvement in cybersecurity awareness training,
as none of the organisations engaged with such methods.

E.  Continuous Assessment and Improvement

The importance of continuous evaluation of the awareness program itself was identified in our study as a driver
of long-term success. Organisations that treat the cybersecurity awareness initiative as a living program, which
includes ongoing monitoring, feedback, and updating, can benefit in terms of keeping training effective and
relevant. Organisation C exemplified this with its practice of regular Security Posture Assessments (SPAs) and
other audits.

One Organisation C manager described,

“We conduct a security posture assessment to assess the level of security, including the users. For example, we
have included a social engineering test in the SPA. Through that, we know the level of our users’ awareness.”

By formally testing and measuring user awareness, Organisation C can quantify progress and identify
remaining weak spots. They used results to report to leadership and to adjust their training focus (for example, if
the assessment showed low awareness about a certain policy, that policy would be re-emphasised in the next
training cycle). Organisation A and Organisation D did some periodic evaluations as well, although less rigorously.
They mentioned using short post-training quizzes or tracking the number of security incidents, but these were not
part of a structured framework. Organisation B did not conduct systematic evaluations of the training methods
themselves. Instead, they relied on comparing results from earlier and later phishing simulations and social
engineering tests. For example, after the first session, feedback was given to staff, and improvements were observed
in the second session (e.g., a reduced click rate). However, there was no structured assessment of training
effectiveness beyond these before-and-after comparisons, meaning the organisation had limited insight into which
specific elements of the program contributed to the behavioural change.

Our findings reinforce what cybersecurity frameworks and experts often recommend: that security awareness
should be managed with the same Plan-Do-Check-Act cycle as any other business process [41]. First, it provides
evidence of whether the training is effective. By tracking metrics such as phishing test results, the number of
incidents caused by human error, or employee attitudes toward security over time, organisations can determine
whether their training efforts are working. Second, regular evaluation helps identify specific areas that need
improvement. For example, if a particular department repeatedly falls for phishing emails, targeted training can be
introduced for that group. This approach is supported by existing research and reflected in the strategy used by
Organisation C. Third, visible improvements, such as the significant drop in click rates achieved by Organisation
B, can help maintain both executive and employee support for the program. In this way, cybersecurity awareness
becomes more than a compliance requirement. It becomes a performance measure that can be tracked, celebrated,
and continuously improved.

In contrast, organisations without clear feedback loops often struggle to progress. For instance, Organisation
D’s training program remained largely unchanged, possibly because its impact was never measured and there was
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no strong reason presented to revise it. Overall, this highlights that treating awareness training as a one-off event
is ineffective. Instead, it should be viewed as an ongoing cycle of evaluation and improvement.

The literature consistently affirms that effective, metrics-based management of security awareness programs is
a defining characteristic of mature organisational security cultures [56]. In summary, building continuous
assessment and iterative improvement into the program is itself a success factor that ensures all the other factors
(leadership support, content, methods, etc.) remain aligned with the organisation’s evolving threat landscape and
learning needs.

F. Bridging the Policy—Practice Gap

A strong theme from the data is the gap between formal cybersecurity policies and actual daily practices. All
organisations in this study had official policy documents and procedures. However, participants shared that these
documents often failed to influence employee behaviour on the ground.

For example, a participant from Organisation D explained:

“We have published version 1.0 of the Cybersecurity Policy and distributed a copy to every department.”

“Some employees are responsive and take the information seriously, but many still tend to treat cybersecurity
issues lightly.”

This shows that while the policy was formally distributed, it did not always lead to meaningful engagement or
behaviour change.

Another issue raised by Organisation D was the perception that security is not everyone's responsibility:

>

“There’s a perception that cybersecurity is purely an IT department’s responsibility, not a shared one.’

This highlights a cultural barrier where non-IT staff do not feel accountable for cybersecurity, even when
policies assign shared responsibilities.

In comparison, Organisation A and Organisation B demonstrated some practices that helped reduce the gap
between policy and behaviour. In Organisation A, training was aligned with specific policy items. For example,
rules like “do not share passwords” were directly reflected in training materials and use cases. Meanwhile,
Organisation B, after facing leadership pressure and showing real simulation results, began making policies more
visible in meetings and reinforcing them through active communication. These steps helped make the policy more
than just a formal document.

Despite these efforts, participants across organisations admitted that keeping staff behaviour aligned with policy
remains a challenge over time. Some employees tend to forget or ignore guidelines unless there is continuous
reinforcement and reminders.

G. Summary of Key Findings

This section presents a summary of key findings for each organisation based on the thematic factors identified
in this study. It compares the four cases, highlighting similarities and differences in their approaches to
cybersecurity awareness training. The case studies provided rich insights into how organisations design and
implement cybersecurity awareness initiatives, as well as the factors that shape their effectiveness. While several
critical success factors were consistently identified across all four cases, the extent to which these were present or
actively applied varied. For example, some organisations benefited from strong top management support and
allocated dedicated resources to awareness efforts, while others faced challenges in securing leadership buy-in.
Similarly, while some had adopted innovative practices such as phishing simulations and scenario-based learning,
others relied more heavily on passive, text-based modules.

Table 3 illustrates how each critical factor manifested in Organisations A, B, C, and D, providing a comparative
view of their strengths and areas for improvement.
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TABLE 3. Cross-case comparison of cybersecurity awareness training factors across four organisations

Organization/ Organisation A Organisation B Organisation C Organisation D
Characteristics
Size Large Medium Large Medium
Leadership Leadership support | Initial scepticism Leadership support | Minimal leadership
Support increased with turned to support varied; often advocacy;

visible directives after evidence of awaited higher- cybersecurity is

and participation. attack simulations. | level direction. seen as the IT

department’s
responsibility.

Experiential Recognises the Conducted phishing | Acknowledges Very limited hands-
Learning value of simulations | simulations; saw importance but on methods;

but has limited significant lacks simulations primarily

hands-on improvement in due to resource theoretical training.

implementation. click rates. constraints.
Communication | Focus on concise, Uses varied Uses short Long, generic
& Content easily digestible multimedia like messages and emails;

messages; use videos to increase occasional videos infographics not

posters and engagement. for communication. | consistently

briefings. engaging.
Emotional Employees only Shows real No real events to Low urgency; staff
Engagement become cautious consequences to trigger urgencys; underestimate risks

after experiencing drive emotional staff recognise lack | unless directly

real consequences. | engagement. of impactful affected.

scenarios.

Assessment & | Informal checks Relied on before- Regular security Occasional IT
Feedback like quizzes; no and-after assessment and reviews; no

formal metrics or comparisons; no social engineering systematic feedback

dashboards. structured tests. or improvement

evaluation. loop.

Policy—Practice Policies exist but Reinforced policies | Policies are Policy exists, but
Gap require active top- through meetings distributed, but real | many treat

down enforcement | and awareness practice lags. cybersecurity

to be effective. content after casually.

simulations.

These cross-case differences reveal patterns that help explain why certain programs were more impactful than
others. As presented in Table 3, the four organisations exhibited varying degrees of effectiveness across the six
critical success factors (CSFs). Leadership support emerged as a clear differentiator. Organisations A and B
showed a strengthening commitment from top management once the benefits of training were made evident. In
particular, Organisation B experienced a significant increase in leadership engagement following simulations that
revealed concrete vulnerabilities. In contrast, Organisations C and D lacked visible senior leadership involvement.
In Organisation D, cybersecurity was still perceived as the sole responsibility of the IT department, reflecting a
siloed security culture.

On experiential Learning, Organisation B led by example through the implementation of phishing simulations,
which resulted in a notable reduction in click rates from 99% to 6%. This hands-on approach fostered meaningful
behavioural change. Organisations A and C acknowledged the value of experiential learning but faced
implementation hurdles, including a lack of resources and limited institutional support. Organisation D continued
to rely on passive training formats, which likely hindered employees' ability to internalise security practices.

Communication strategies and Content Design also varied across cases. Organisation A emphasised brevity,
using short messages and posters for quick, at-a-glance consumption. Organisation B adopted multimedia strategies
such as video content to maintain interest and engagement. In contrast, Organisation C’s reliance on static
infographics and Organisation D’s use of lengthy and often overlooked emails reduced the impact of their
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communication. The absence of user-centred design approaches in these cases indicates a need for more dynamic
and tailored communication strategies.

In terms of emotional engagement, Organisation B actively incorporated real-life scenarios and consequences
into its simulations, helping employees emotionally connect with cybersecurity risks. Organisations A and C
recognised the emotional gap but had not yet operationalised strategies to bridge it. Organisation D acknowledged
the problem but made only minimal efforts to address it, which may have affected the perceived urgency among
staff.

Assessment and feedback mechanisms were most developed in Organisation C, which conducted structured
Security Posture Assessments (SPA) and social engineering tests to evaluate user awareness and inform training
adjustments. Organisation A conducted periodic quizzes, although in an informal manner. Organisation B relied
on outcome comparisons between training sessions but lacked a systematic evaluation framework. Organisation D
had no consistent monitoring or feedback system in place, limiting its ability to track progress or improve training
quality.

A shared limitation across all organisations was the lack of customisation and needs-based training. None of
the organisations conducted prior assessments to tailor cybersecurity content based on user roles, prior knowledge,
or departmental risk exposure. Training remained generic, which reduced its effectiveness in delivering context-
specific skills and knowledge. This finding diverges from current best practices in cybersecurity awareness
literature, which recommend tailoring content and delivery methods to meet the needs of diverse employee groups.

In summary, the cross-case analysis shows that while all four organisations acknowledged similar CSFs
conceptually, their implementation practices varied significantly. Organisations A and B demonstrated stronger
leadership engagement, interactive training strategies, and moderate assessment processes, positioning them as
relatively more effective. In contrast, Organisations C and D showed limited leadership involvement, static
communication formats, low emotional engagement, and insufficient evaluation, which created key barriers to
success. These comparative insights provide a critical foundation for the discussion section, where the alignment
between these findings and established literature is further explored.

Similarly, cultural and linguistic adaptation of training materials was not mentioned in any case. All
organisations appeared to use generic content formats, often policy-based or technically worded, without adapting
to the organisational culture, language preferences, or communication styles of diverse employee groups.
Furthermore, although gamification and interactive learning are emphasised in current research, none of the
organisations used cybersecurity games or immersive training tools. Only Organisation B used simulations
consistently (for example, phishing tests), but even that was not framed as part of a gamified strategy. There was
also no structured use of multi-channel reinforcement. Awareness efforts were often periodic or one-off rather than
continuous campaigns. Finally, incentives or positive reinforcement mechanisms were absent across all four cases.
Training participation was driven more by compliance than motivation or recognition. These gaps suggest
significant opportunities for improvement if organisations wish to adopt more engaging, personalised, and
sustained awareness strategies.

V. CONCLUSION

This study explored what makes cybersecurity awareness training successful by comparing practices across
four organisations in four different sectors. The findings identified six main factors that contributed to effective
awareness programs: leadership support, hands-on or experiential learning, clear and simple communication,
emotional engagement, and continuous evaluation and feedback. These factors appeared in different ways and at
different levels in each organisation, which influenced the overall outcomes.

While the overall study focused on identifying critical success factors for cybersecurity awareness training,
Fogg’s Behaviour Model was used to assess whether these programs led to actual behavioural change among
employees. The model suggests that behaviour occurs when motivation, ability, and a trigger are present at the
same time. In this study, only some organisations demonstrated clear signs of behavioural change. For example, in
the organisation that used phishing simulations, employees showed increased awareness and caution after
experiencing simulated attacks. The emotional impact of realising their vulnerability (motivation), combined with
practical guidance (ability) and real-time feedback (trigger), appeared to influence safer behaviour. In contrast,
organisations that lacked emotional engagement or hands-on activities saw less noticeable changes, with employees
often reverting to old habits over time. These findings suggest that when the three elements of Fogg’s model are
present (motivation, ability, and trigger), cybersecurity awareness training is more likely to produce lasting
behavioural change. This research contributes to both theory and practice by showing how Fogg’s model can
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explain success in real-world training programs. It also offers practical insights for organisations that want to
improve their awareness strategies.

However, the study has some limitations. It was based on qualitative data from only four organisations from a
specific sector and does not reflect other types of organisations. The data collection took place within a limited
time frame, which may not capture long-term changes in awareness or behaviours. A longitudinal approach could
offer a better view of how cybersecurity practices evolve. Future studies can expand by testing these findings in
larger and more diverse samples. There is also room to explore how specific training designs can be better matched
to employee motivation and learning styles using models like Fogg’s.
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