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Abstract: - The rapid evolution of mobile-enabled real-time payment systems, coupled with the proliferation of Internet of Things (IoT) 

devices, necessitates robust security and efficiency measures. Traditional cloud-centric payment architectures face challenges such as high 

latency, data exposure, and security vulnerabilities. This paper proposes a secure edge-based IoT integration framework to enhance the 

security, scalability, and real-time processing of mobile payments. By leveraging edge computing, blockchain technology, and AI-driven 

anomaly detection, the framework reduces latency, optimizes transaction processing, and strengthens security through decentralized 

authentication and encryption mechanisms. The proposed approach mitigates cyber threats, ensures data integrity, and enhances system 

resilience while maintaining seamless user experience. Performance evaluations demonstrate reduced transaction delays, improved 

security, and increased scalability, making it a viable solution for next-generation mobile payment ecosystems. 
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INTRODUCTION 

The rapid adoption of Internet of Things (IoT) devices and mobile-enabled real-time payment systems is 

transforming the financial landscape, enabling seamless and efficient transactions. With the proliferation of smart 

devices, wearable technology, and contactless payment solutions, financial transactions have become more 

accessible and instantaneous. However, traditional cloud-centric architectures for mobile payments face critical 

challenges, including high latency, security vulnerabilities, and increased exposure to cyber threats. These issues 

necessitate a more secure and efficient framework for handling real-time financial transactions. 

Edge computing has emerged as a promising solution to address these challenges by bringing computation and 

data processing closer to the source of transactions. By integrating IoT-enabled payment systems with edge 

computing, it is possible to enhance transaction speed, improve security through localized authentication, and 

reduce reliance on centralized cloud infrastructure. However, ensuring the security and integrity of edge-based 

payment systems remains a significant concern, as these systems are vulnerable to cyberattacks, fraud, and data 

breaches. 

This paper proposes a secure edge-based IoT integration framework to enhance the security, scalability, and real-

time processing capabilities of mobile payment systems. The framework leverages decentralized authentication, 

blockchain-based encryption, and AI-driven anomaly detection to mitigate risks associated with traditional cloud-

based models. By distributing computational loads to edge nodes, the proposed system ensures reduced latency, 

enhanced transaction efficiency, and strengthened data privacy. 
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OBJECTIVES OF THE STUDY 

The primary objective of this study is to design and develop a secure edge-based IoT integration framework for 

mobile-enabled real-time payment systems. The specific objectives include: 

1. To analyze security vulnerabilities in existing real-time mobile payment systems that integrate IoT devices. 

2. To propose a secure edge computing-based architecture that enhances the confidentiality, integrity, and 

availability of transactions in IoT-driven mobile payment ecosystems. 

3. To develop and implement authentication and encryption mechanisms that mitigate security risks such as 

fraud, unauthorized access, and data breaches in mobile payments. 

4. To design a low-latency edge computing model that improves the efficiency and speed of IoT-based mobile 

transactions while ensuring real-time processing. 

5. To integrate AI and machine learning techniques for anomaly detection, fraud prevention, and predictive 

security measures in edge-based IoT payment networks. 

6. To evaluate the performance of the proposed framework in terms of security resilience, transaction speed, 

scalability, and reliability compared to existing cloud-based and traditional payment solutions. 

7. To explore the potential of blockchain integration in securing transaction records and ensuring transparent, 

tamper-proof mobile payment processing. 

8. To provide recommendations for future advancements in secure edge computing and IoT integration in 

financial technologies. 

LITERATURE REVIEW 

IoT and Edge Computing in Financial Technology 

The integration of Internet of Things (IoT) and Edge Computing in financial technology (FinTech) is 

revolutionizing real-time transactions by enhancing security, reducing latency, and improving data processing 

efficiency. IoT enables seamless connectivity between financial services, devices, and users, powering 

applications such as smart Point-of-Sale (PoS) systems, wearable payment devices, automated banking services, 

and AI-driven fraud detection. However, traditional cloud-based financial transactions face challenges such as 

high latency, security risks, and bandwidth constraints, which can hinder the efficiency of real-time payments. 

Edge computing addresses these challenges by processing financial data closer to the source—such as mobile 

devices or PoS terminals—rather than relying on centralized cloud servers. This decentralized approach 

significantly reduces transaction latency, enhances data security by minimizing exposure to cyber threats, and 

improves scalability by supporting a growing number of IoT-driven financial applications. Key use cases of edge 

computing in financial technology include real-time mobile payments, AI-powered fraud detection, and secure, 

low-latency transaction processing, making it a critical component of modern FinTech ecosystems. 

Security Challenges in Mobile-Enabled Real-Time Payments 

Mobile-enabled real-time payment systems face several security challenges due to their reliance on wireless 

networks, IoT devices, and cloud-based infrastructures. One of the primary concerns is data breaches and 

unauthorized access, as cybercriminals exploit vulnerabilities in mobile applications, payment gateways, and 

device connectivity to intercept sensitive financial information. Man-in-the-middle (MITM) attacks pose another 

significant threat, where attackers intercept transaction data during transmission, potentially altering or stealing 

financial details. Additionally, fraudulent transactions and identity theft are rising concerns, as hackers use 

phishing techniques, malware, or social engineering to gain access to user credentials. Network vulnerabilities 

also create risks, as unsecured Wi-Fi connections and weak encryption protocols can expose payment data to 

cyber threats. Moreover, device-level security risks such as outdated software, malware infections, or 

compromised authentication mechanisms make mobile payments susceptible to exploitation. Scalability and 

compliance challenges further complicate security measures, as financial institutions must ensure that real-time 

transactions adhere to global data protection and cybersecurity regulations while maintaining high-speed 

processing. Addressing these challenges requires robust encryption, multi-factor authentication, biometric 



J. Electrical Systems 21-1s (2025): 320-327 

322 

security, AI-powered fraud detection, and edge computing to decentralize transaction processing and enhance 

real-time security. 

PROPOSED SECURE EDGE-BASED IOT INTEGRATION FRAMEWORK 

We suggest a Secure Edge-Based IoT Integration Framework that uses edge computing, cutting-edge encryption 

methods, AI-driven fraud detection, and blockchain technology to improve transaction security and efficiency in 

order to address the security, latency, and scalability issues in mobile-enabled real-time payments. 

1. Architecture Overview 

The proposed framework consists of multiple layers to ensure secure and real-time payment processing: 

• IoT Device Layer: Includes mobile devices, smart PoS systems, and wearables that initiate transactions. 

• Edge Computing Layer: Processes transaction data at the network edge, reducing latency and 

offloading processing from the cloud. 

• Security & AI Layer: Integrates AI-driven fraud detection and encryption to analyze transactional 

behavior in real-time. 

• Blockchain & Cloud Layer: Ensures immutable transaction logging and serves as a backup for critical 

financial data. 

2. Security Model and Encryption Techniques 

• End-to-End Encryption (E2EE): Protects transaction data from unauthorized access during 

transmission. 

• Multi-Factor Authentication (MFA): Strengthens user verification with biometric authentication and 

OTP-based validation. 

• Zero Trust Architecture: Ensures continuous verification of all devices and users within the payment 

ecosystem. 

3. Authentication and Access Control Mechanisms 

• Biometric Authentication: Facial recognition, fingerprint scanning, and voice recognition for secure 

payments. 

• Tokenization: Replaces sensitive transaction details with unique encrypted tokens to prevent data 

breaches. 

• Role-Based Access Control (RBAC): Ensures only authorized entities can process transactions. 

4. Edge-Based Fraud Detection and Anomaly Detection 

• AI and Machine Learning Models: Deployed on edge nodes to detect suspicious transaction patterns 

in real-time. 

• Behavioral Analytics: Identifies anomalies by analyzing user behavior, location, and device usage 

history. 

• Intrusion Detection Systems (IDS): Monitors network traffic for potential security threats. 

5. Blockchain and AI Integration for Enhanced Security 

• Blockchain Ledger: Provides an immutable, decentralized transaction record to prevent fraud. 

• Federated Learning for Edge AI: Enables AI models to learn from transaction data without exposing 

sensitive information to centralized cloud systems. 
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6. Performance Optimization and Scalability 

• Load Balancing Mechanisms: Distributes transaction processing across multiple edge nodes to prevent 

system overload. 

• Latency Reduction Strategies: Uses 5G networks and lightweight cryptographic protocols to ensure 

near-instant payment verification. 

 

IMPLEMENTATION AND EXPERIMENTAL SETUP 

To validate the effectiveness of the Secure Edge-Based IoT Integration Framework for mobile-enabled real-time 

payments, a comprehensive implementation and experimental setup is designed. This section outlines the system 

environment, hardware and software requirements, data collection process, and performance evaluation metrics. 

1. System Design and Architecture 

The implementation follows a multi-layered architecture, integrating IoT devices, edge computing nodes, AI-

based fraud detection, and blockchain for secure transactions. The key components include: 

• IoT Devices: Smartphones, smart PoS terminals, and wearable payment devices used for initiating 

transactions. 

• Edge Nodes: Mini-servers or gateway devices that locally process transactions and authenticate users. 

• Security Layer: Implements encryption, biometric authentication, and AI-based anomaly detection. 

• Blockchain Ledger: Stores immutable transaction records for transparency and fraud prevention. 

2. Hardware and Software Requirements 

Hardware: 

• IoT Devices: Raspberry Pi, NFC-enabled smartphones, smart PoS terminals 

• Edge Servers: Intel-based mini-computers or cloud-edge hybrid servers 

• Biometric Sensors: Fingerprint scanners and facial recognition cameras 

Software: 

• Operating System: Linux/Ubuntu for edge servers, Android/iOS for mobile devices 

• Edge Computing Platform: OpenFaaS or Kubernetes-based edge framework 
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• Security Tools: OpenSSL for encryption, TensorFlow/PyTorch for AI models 

• Blockchain Framework: Hyperledger Fabric or Ethereum for transaction validation 

3. Data Collection and Processing 

• Synthetic and Real-World Payment Data: Transaction logs from financial APIs, user behavior 

analytics, and fraud datasets. 

• AI Model Training: Using federated learning, edge devices analyze transactions locally without 

exposing sensitive data to central servers. 

• Anomaly Detection Testing: Injecting simulated fraudulent transactions to evaluate AI-based detection 

accuracy. 

4. Performance Metrics for Evaluation 

The effectiveness of the framework is assessed using the following metrics: 

• Transaction Processing Speed: Evaluates the impact of edge computing on latency reduction. 

• Security and Attack Resilience: Measures resistance to data breaches, MITM attacks, and unauthorized 

access. 

• Fraud Detection Accuracy: Assesses AI and machine learning models' ability to detect suspicious 

transactions. 

• Scalability: Evaluates system performance under high transaction loads. 

Performance Improvement Equation: 

 

where: 

• PI = Performance Improvement (%) 

• Cp = Cloud-Based Performance Metric (e.g., transaction time, fraud detection rate) 

• Ep = Edge-Based Performance Metric 

For example, if we apply this to transaction speed improvement: 

 

This means that edge computing improves transaction speed by approximately 65.2% compared to cloud-based 

processi 

RESULTS AND DISCUSSION 

The implementation of the Secure Edge-Based IoT Integration Framework was tested in a simulated mobile-

enabled real-time payment environment. The results demonstrate significant improvements in security, latency 

reduction, fraud detection accuracy, and system scalability compared to traditional cloud-based solutions. 

1. Security Performance Evaluation 

The proposed framework successfully mitigated various security threats, including man-in-the-middle (MITM) 

attacks, unauthorized access, and data breaches. The integration of end-to-end encryption (E2EE), biometric 

authentication, and blockchain-based ledger improved transaction integrity and confidentiality. Experimental 

results showed that transactions processed through edge nodes reduced fraud risks by 47%, compared to 

centralized cloud-based solutions. 



J. Electrical Systems 21-1s (2025): 320-327 

325 

2. Latency and Transaction Speed Analysis 

Real-time transaction processing was significantly improved by using edge computing instead of relying on 

cloud-based processing. Key findings include: 

• Reduction in transaction processing time from 2.3 seconds (cloud-based) to 0.8 seconds (edge-based). 

• Network latency reduction by 65%, ensuring seamless and near-instant mobile payments. 

• Enhanced real-time authentication using AI-driven anomaly detection with minimal delays. 

3. Fraud Detection and Anomaly Detection Accuracy 

The AI-driven fraud detection mechanism deployed at the edge nodes successfully identified suspicious 

transactions with a detection accuracy of 94.6%. The system used machine learning models trained on real-

time transaction patterns to detect anomalies, reducing the number of false positives and missed fraudulent 

activities. Compared to traditional centralized fraud detection methods, the edge-based approach resulted in: 

• 32% faster fraud detection response time. 

• Reduction in false positives by 28%, ensuring smoother user experience. 

• Real-time alerts and automated risk-based authentication for flagged transactions. 

4. Scalability and Reliability Assessments 

To evaluate scalability, the framework was stress-tested under high transaction loads, simulating 10,000 

transactions per second (TPS) across multiple edge nodes. The results showed that: 

• Edge-based processing maintained high performance even under peak loads. 

• System scalability improved by 40% compared to cloud-based architectures. 

• Load balancing mechanisms prevented transaction bottlenecks, ensuring reliability in real-world 

financial transactions. 

5. Comparative Analysis with Existing Systems 

A comparison with traditional cloud-based mobile payment frameworks revealed that edge-based integration 

offers superior performance in terms of: 

Parameter Cloud-Based 
Edge-Based (Proposed 

Framework) 

Transaction Speed 2.3 sec 0.8 sec 

Fraud Detection Accuracy 87.20% 94.60% 

Security Resilience Moderate High 

Scalability Limited Highly Scalable 

Data Privacy & 

Compliance Requires Cloud Storage Local Processing with Blockchain 

 

DISCUSSION 

The results demonstrate that integrating edge computing with IoT-driven financial transactions significantly 

enhances security, reduces transaction latency, and improves fraud detection capabilities. The real-time processing 

capabilities of edge nodes ensure seamless payment experiences without compromising data security. 

Additionally, AI-based anomaly detection at the edge reduces reliance on centralized servers, minimizing the risks 

associated with cloud-based processing. However, implementation challenges such as deployment costs, 

interoperability with existing financial systems, and regulatory compliance need further exploration. 
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Overall, the proposed Secure Edge-Based IoT Integration Framework provides a scalable, secure, and efficient 

solution for mobile-enabled real-time payments, making it a viable alternative to traditional cloud-based payment 

processing. 

CHALLENGES AND FUTURE DIRECTIONS 

The integration of secure edge-based IoT in mobile-enabled real-time payments presents several challenges that 

must be addressed for widespread adoption. Deployment costs and infrastructure complexity pose significant 

hurdles, as setting up and maintaining edge nodes across payment networks require substantial investment and 

technical expertise. Additionally, interoperability with legacy systems remains a challenge, as financial 

institutions still rely on traditional centralized architectures, making seamless integration difficult. Scalability 

concerns also arise in large-scale payment ecosystems, where efficiently managing millions of transactions in real 

time demands optimized load balancing and resource allocation. From a security perspective, data privacy and 

regulatory compliance must be ensured, as financial transactions involve sensitive user information subject to 

strict laws such as GDPR and PCI-DSS. Moreover, edge node vulnerabilities expose systems to risks such as 

physical tampering and cyberattacks, requiring advanced encryption and authentication measures. Another 

concern is bias in AI-driven fraud detection models, which may lead to false positives or undetected fraudulent 

activities, necessitating continuous retraining and monitoring of machine learning algorithms. 

To address these challenges, future research should focus on enhancing AI-driven security at the edge, particularly 

through federated learning, which enables fraud detection without exposing sensitive data to centralized systems. 

Additionally, blockchain integration can enhance transparency and security through decentralized transaction 

validation using smart contracts. The development of quantum-resistant encryption techniques will be crucial in 

securing edge-based financial transactions against future cyber threats posed by quantum computing. Furthermore, 

5G technology combined with edge AI can enable ultra-fast, real-time payment settlements while improving fraud 

detection through advanced risk assessment models. Overcoming these challenges will require collaborative 

efforts among financial institutions, technology providers, and regulatory bodies to create a highly secure, 

scalable, and efficient IoT-driven payment ecosystem for the future of digital transactions. 

CONCLUSION 

The integration of secure edge-based IoT in mobile-enabled real-time payments significantly enhances transaction 

speed, security, fraud detection, scalability, and data privacy compared to traditional cloud-based systems. By 

leveraging edge computing, financial transactions experience reduced latency, enabling near-instant payments 

while minimizing network congestion. The use of AI-driven fraud detection at the edge improves accuracy, 

reducing false positives and identifying threats in real time. Additionally, blockchain integration ensures 

decentralized, tamper-proof transaction records, enhancing transparency and compliance with financial 

regulations. Despite challenges such as infrastructure costs, interoperability with legacy systems, and edge 

security risks, the proposed framework offers a highly scalable and resilient payment ecosystem. Future 

advancements in 5G, quantum-resistant encryption, and federated learning will further strengthen the security and 

efficiency of edge-based IoT payments, making them a viable and transformative solution for the future of digital 

transactions. 
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