J. Electrical Systems 20-11s (2024): 4013-4021

Kristine Soberano” A Game-Theoretic Approach to
Adversarial Machine Learning:
Modeling the Attacker-Defender

. Yournal of
Dynamlc Electrical
Systems
ABSTRACT

The vulnerabilities of ML models make them vulnerable to adversarial attacks thus requiring defense strategies that adapt
to these threats. The research uses game theory to analyze attacker-defender dynamics which leads to developing
equilibrium-driven methods to enhance adversarial resistance. The proposed non-cooperative game analyzes strategic
decision-making through both Nash equilibrium and Stackelberg equilibrium. The defined utility functions represent the
strategic assessment of attack accomplishments versus defensive expenses. Defenses built upon Stackelberg equilibrium
prove superior to Nash equilibrium defenses because they achieve 80-90% lower misclassification rates compared to Nash
defenses which reach 60-75% misclassification reduction. Stackelberg strategies require higher computational resources
yet security and efficiency need to find an equilibrium. The research shows that defensive strategies that involve proactive
behavior enable defenders to predict attacker movements instead of waiting until after an attack occurs. The research
supports Al security in cybersecurity domains financial fraud detection and autonomous systems functions through
analysis of adaptive defense strategies against adversarial attacks. The advantage of ML security from game-theoretic
approaches requires developers to consider hardware limitations to achieve practical applications. The research develops
an equilibrium-based defense framework that solves existing adversarial ML model limitations which include static
assumptions as well as incomplete equilibrium analysis. Future research needs to validate the model with actual adversary
datasets advance it to multiple agent systems and include irrational attack patterns for enhancing security adaptability and
robustness.
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INTRODUCTION
Artificial intelligence (Al) system security requires extreme concern about adversarial machine learning (AML) because
it represents a serious threat to high-stakes deployments in areas like cybersecurity, finance, and healthcare alongside
autonomous systems. The vulnerabilities of machine learning models become targets for security breaches when attackers
modify input data through adversarial attacks which leads to system failures and severe prediction errors (Kallas et al.,
2024). The widespread use of Al decision systems creates a need to build protection systems that defend against adversarial
acts with optimal security. Modern attack strategies present challenges for traditional defensive measures including
adversarial training and input preprocessing since these techniques demonstrate limited dynamic response (Hunt &
Zhuang, 2024).
The mathematical framework of game theory permits strain analysis between rational agents for modeling adversarial
machine-learning situations through its powerful analysis tool. The strategic game between attackers and system
administrators or model designers in AML settings allows both parties to optimize their payoffs according to Hausken et
al. (2024). Through the game-theoretic framework, researchers gain the ability to create resilient defense systems against
adversarial threats by understanding various attack-defense strategies (Ma et al., 2024). The applications of game theory
in the cybersecurity study area include moving target defense (MTD), resource allocation, and dynamic deception
strategies according to Tan et al. (2023). The application of game theoretical methods to adversarial machine learning
faces substantial ongoing challenges because research in this area remains under development despite extensive
cybersecurity studies in game theory. The present methods facing limitations stem from their use of basic attack models
which cannot demonstrate the complex real-life adversary techniques (Jin et al., 2024). The adversarial environments
operate with incomplete and asymmetric information which contradicts the complete information assumptions made by
existing models (Ge et al., 2024).
A substantial number of research studies exist about adversarial learning and game theory but multiple important problems
persist. A main drawback exists because there is no standardized game-theoretic framework developed specifically for
adversarial machine learning applications. The existing defense models base their tactics on heuristic and empirical
methods because they lack theoretical support for explaining complex attacker-defender strategy dynamics (Eghtesad,
2024). The majority of existing attack analysis research adopts simplified attack strategies by understanding attackers
through static predictable models. Attackers persistently develop new methods to find system weaknesses which makes
static defense strategies inadequate (Lungu et al., 2024). Realistic comprehension of adversarial conduct requires
computational models that can adapt their strategies in dynamic ways.
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Studies have a significant omission when they focus on equilibrium analysis to a minimal extent. The analysis of Nash
equilibria in attack-defence games exists but researchers have not thoroughly studied Stackelberg and non-cooperative
game structures. These strategic settings help researchers better understand actual adversarial interactions because one
participant usually controls more resources than the other (Mani et al., 2024). The absence of such analysis would prevent
current defense strategies from effectively handling all adversarial ML complexities. Research currently available fails to
account for the trade-offs between costs and benefits that occur during the adversarial defense. The need to defend ML
systems against adversarial activity must operate under resource limitations while preserving attacked system robustness
but many established defence models struggle to achieve proper balance according to Hunt and Zhuang 2024. The
development of effective practical defense measures requires researchers to combine economic and computational
restrictions into game-theoretical models for adversarial security.

The proposed research creates a formal adversarial machine learning game-theoretic model that analyzes complex attack-
defend dynamics between the two parties. The approach endeavors to deliver stronger theoretical knowledge about
equilibrium states and protective tactics through its investigation of current shortcomings in AML defense capabilities to
move forward with the current advancements in security. Multiple important reasons support this research investigation.
The investigation enhances the current adversarial machine learning research through a formal mathematical system that
studies attacker-defender interactions. Game-theoretic approaches bring adaptive and strategic capabilities to defense
mechanism development to build resilient Al systems because they differ from traditional heuristic-based defense methods
(Mejdi et al., 2024).

The research findings have direct use in developing Al security policies and implementing defensive measures. The
research delivers executable security knowledge to cybersecurity experts alongside policymakers alongside researchers
who aim to create attack-proof Al models (Jin et al., 2024). The proposed framework demonstrates applicability across
different adversarial environments which encompass cyber-physical systems smart grids and autonomous agents because
adversarial interactions significantly affect system security (Ge et al., 2024). A better comprehension of adversarial tactics
allows organizations to distribute resources effectively as well as establish active defense systems (Eghtesad, 2024). The
research tackles the practical problem of incomplete information that exists in adversarial environments. The research
examines non-cooperative and Stackelberg game frameworks to improve knowledge about asymmetric adversarial
dynamics thus creating stronger defense mechanisms against developing attack techniques (Lungu et al., 2024).

The objectives of this study are illustrated below:

1. To develop a formal game-theoretical method that illustrates how attackers and defenders make strategic decisions
during adversarial machine learning situations in zero-sum Stackelberg and non-cooperative game environments.

2. To derive and analyze equilibrium conditions, such as Nash or Stackelberg equilibrium, that provide insights into
optimal defense mechanisms against adversarial attacks, thereby enhancing the robustness of machine learning models.
These objectives will be achieved using mathematical models for adversarial machine learning security along with
equilibrium analysis and strategic optimization to establish theoretical fundamentals.

LITERATURE REVIEW
Advanced work in dynamic defense mechanisms as well as optimal resource allocation and multi-stage adversarial
interactions came about from the convergence of game theory and adversarial machine learning (AML) during recent
years. Research in recent times has centered on creating game-theoretical models to strengthen cyber-physical systems
and intelligent system protection measures. The researchers at Yan et al. (2023) developed a dynamic defense resource
allocation model to defend cyber-physical power systems against distributed denial-of-service (DDoS) attacks by using
game theory for strategic optimization. Jahromi et al. (2024) established multimodal game-theoretic models of industrial
control systems which focused on attack projection methods in AML security. The raised complexity within adversarial
attacks promotes researchers to use reinforcement learning alongside game-theoretic solutions. The authors Cao and Tao
(2024) built a reinforcement learning framework to secure cyber-physical systems which demonstrates the need for
adaptive methods in adversary scenarios. Osei (2023) researched the ability to move target defense (MTD) cooperating
with reinforcement learning to defeat adversarial learning in intrusion detection systems (IDSs) operating within IoT
networks by addressing static security measure weaknesses.
The research by Jin et al. (2023) presented an evolutionary game-based decision-making algorithm that enhances attack-
defense strategies by minimizing adversarial regret in cyber-attack situations for network security and autonomous
systems. The comprehension of evolving adversarial threats through time and their adaptive defensive responses was the
focus of Sen et al. (2023) in multi-stage attack and defense simulations.
Game-theoretic AML research has mainly used non-cooperative, Stackelberg, and evolutionary game models as its
primary methodologies. The Non-cooperative Intelligent Game-theoretic Algorithm (NIGA) which Ren et al. (2024)
introduced helps critical infrastructure network security through non-cooperative game theory to develop optimal attacker
response strategies. Non-cooperative game models serve as flexible tools to build up scalable AML defensive frameworks
according to research results. These approaches experience a key weakness as they need to make static assumptions about
adversarial behavior because such behavior typically shows an adaptive nature in actual attacks.
Research in AML has extensively studied different methods that criminals use to deceive investigators. The researchers
Li and Zhu (2024) used symbiotic game-theoretic models to study cyber deception by developing strategic misinformation
techniques that enable the deception of adversaries. Through their research, they discovered useful information about
using deception actively for defense purposes. Wang et al. (2024) advanced research through their efforts to enhance attack
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and defense operations in intelligent clusters while incorporating real-time adversarial models of adversary behavior. The
major drawback of current research in this field remains the absence of a complete equilibrium assessment. Few
investigations exist that examine Stackelberg equilibria although Nash equilibria have been analyzed through research
like Ren et al. (2024) and Yan et al. (2023) because Stackelberg equilibria better reflect current adversarial interactions
where attackers typically begin with an advantage. Most models lack real-time adaptation features which impedes their
capability to handle changing adversarial approaches.

Present-day adaptive adversarial modeling and equilibrium analysis together with real-time defensive methodology still
have many essential research gaps. Most current research makes the incorrect assumption that attackers follow predictable
strategies while real attackers consistently adjust their methods to bypass defensive measures (Cao & Tao, 2024). The
research creates an adaptive game-theoretic model that addresses enemy behavioral adaptation as well as uncertain
information to maintain protection against evolving threats. The resource allocation models presented by Yan et al. (2023)
and Wang et al. (2024) in AML security work with predetermined cost structures for attack-defence interactions. The
proposed research integrates adaptive defense with cost-benefit trade-offs to enable strategic decision-making under
resource constraints over previously developed studies in these fields.

Current research exhibits a significant omission regarding the use of Stackelberg game-based methods for adversarial ML
security. Attackers who start the attack first benefit from Stackelberg game models which better simulate actual adversarial
behavior according to Ren et al. (2024). The study advances existing work through the inclusion of a Stackelberg equilibria
method which helps optimize defensive actions before they become reactive instead of prompt. The majority of AML
research today fails to demonstrate empirical evidence in various adversarial conditions. The adversarial simulation
framework developed by Sen et al. (2023) failed to consider destructive behavior between different operational domains
such as cyber-physical systems alongside IoT networks and cloud-based Al models. The proposed research builds upon
previous work by executing testing of their game-theoretic model across various adversarial conditions which enhances
both generalization and stability of their proposed security strategies.

METHODOLOGY
Research Design
The research implements a theoretical and analytical research design that utilizes game-theoretic modeling to investigate
adversarial machine learning (AML). The research utilizes mathematical modeling together with equilibrium analysis and
strategic optimization which provide rigorous theoretical mechanisms to create defensive strategies against attackers. The
study constructs a mathematical game-theoretical model that depicts both adversarial player activities by describing their
decision rules and strategic actions in an opponent conflict.
The research uses a four-phase methodological workflow to achieve structured logical analysis as shown in Figure 1:
1. Problem Definition and Modeling — The essential components of the attacker-defender game along with their
strategic definitions and basic theoretical basis.
2. Mathematical Formulation — The model requires the development of utility functions and equilibrium conditions
combined with cost-benefit analysis implementation.
3. Equilibrium Analysis — Examining Nash and Stackelberg equilibria to determine strategic stability.
4. Theoretical Validation — Applying the model to conceptual adversarial attack scenarios to evaluate its mathematical
consistency and practical implications.
The model validation process depends on each step to create a mathematical and logical proof of model validity and
applicability. The analysis uses non-cooperative game theory structures that include zero-sum and Stackelberg game
models which represent both attacker adaptation for system vulnerability maximization and defender optimization of
countermeasures under resource limitations.
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Fig.1. Workflow Diagram

Phase 1: Problem Definition and Modeling
The research initiates by establishing an adversarial framework using game theory for the targeted application. The
research analyzes two main participants:
o Attacker (A) - An entity that attempts to achieve model misclassification by both adding adversarial perturbations and
modifying training data.
e Defender (D) - An entity that serves to deploy defensive strategies against adversarial attacks which simultaneously
reduces the impact caused by these incidents together with optimized resource management.
The gameplay models the strategic choices by both players through structured game-theoretical interactions that produce
complete adversary simulation. The research establishes distinct strategy areas for the participating entities:
o Attacker Strategies a € A Include techniques such as evasion attacks, poisoning attacks, and exploratory attacks that
manipulate the machine learning model's decision boundaries.
o Defender Strategies d € D Consists of adversarial training, anomaly detection mechanisms, and model retraining, all
aimed at mitigating adversarial risks.
These strategies are formalized within a game-theoretic structure, represented as:

G =(A,D,U,,Up)
Where:
¢ A and D Represent the strategy sets of the attacker and defender, respectively.
e U, and U, Denote the utility functions, which quantify the objectives of each player in the adversarial game.
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The first step establishes an official theoretical structure that serves as a base for mathematical models and strategic
evaluation for future stages.

Phase 2: Mathematical Formulation

The construction of mathematical expressions that explain strategic choices from both players follows the definition of
the basic adversarial interaction model. During this phase, the main goal is to establish utility functions that express both
attacker and defender objectives through mathematical precision.

Attacker's Utility Function
Attackers pursue the goal of achieving maximum misclassification with minimal expense required to execute their attack.
This is formulated as:
UA (a' d) = Pmis (a' d) - CA (a)
Where:
e P...(a,d) represents the probability of successful misclassification given the attack a and defense d.
e C,(a) Is the cost associated with executing an attack.

Defender's Utility Function
The defender aims to minimize the success rates of adversaries at a cost-optimized defensive level:
Up (a' d) = _Pmis (a' d) —Cp (d)
Where:
o C(d) represents the resource cost of implementing defensive mechanisms.
The designed utility functions enable an accurate representation of attack success against defense-optimization trade-offs
within adversarial ML applications.

Phase 3: Equilibrium Analysis
An analysis of equilibrium allows the identification of suitable strategic choices for attackers and defenders. The research
investigates two fundamental equilibrium principles:
1. Nash Equilibrium
Each player achieves Nash equilibrium because they receive no additional benefit from switching their current strategy
alone:

Uy(a*,d*) = U,(a,d*) Va € AU, (a*,d*) = Up(a*,d)Vd € D
The system guarantees mutual strategic stability because neither the attacker nor the defender can enhance their results
through individual strategy modifications.
2. Stackelberg Equilibrium
The attackers in adversarial situations tend to start their moves before defenders must take strategic action. The hierarchical
relationship can be analyzed with Stackelberg game theory by having the defender play first to determine the best response
from the attacker before selecting its optimal strategy. The equilibrium is given by:

d* =arg rgle%xUD (a*,d)a* = arg r(rllgj(UA (a,d")

The equilibrium position enables security defenders to take forward-looking security measures instead of waiting for
adversarial threats to happen.
The investigation uses equilibrium analysis to find the best attack-defence strategies in adversarial machine learning which
shows defenders how to actively fight against developing offensive methods.

Phase 4: Theoretical Validation

The proposed game-theoretic model receives validation through conceptual adversarial attack scenarios that replicate
actual adversarial ML conditions since the research does not utilize empirical datasets. The model evaluation through
theoretical methods applies to three main adversarial techniques:

e Evasion attacks, where small perturbations lead to misclassification.

¢ Poisoning attacks, where malicious data is injected to corrupt training.

¢ Exploratory attacks, where attackers probe the model to extract structural insights for more targeted adversarial inputs.
The model's performance evaluation occurs through implementing the Phase 3-derived equilibrium conditions within
adversarial situations. The analysis examines how defensive cost-efficiency relates to attack success rates while protecting
the efficiency of defense measures. The theoretical consistency of the model is verified through an equilibrium stability
analysis to confirm that the produced strategic insights match actual adversarial security situations. The validation
contributes to the theoretical base of the model through two methods that demonstrate both mathematical precision and
practical usefulness in adversarial ML settings.

RESULTS
Game-theoretic equilibrium analysis helps to study strategic interactions between adversaries in machine learning (ML)
through the findings of this research. The research results are divided into three essential parts which include equilibrium
evaluation trade-off assessment and theoretical implications. The analysis determines attack-defense strategies through
Nash and Stackelberg equilibrium computation while security-resource trade-off evaluation helps assess the deployment
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feasibility of different defense mechanisms. The presented data includes figures and tables which help readers understand

the findings more easily.

1. Equilibrium Analysis: Strategic Stability in Adversarial ML
Summary of Equilibrium Conditions
The research develops Nash and Stackelberg equilibrium conditions to demonstrate their usefulness across different
adversarial settings. The table in Table 1 shows a comparison of equilibrium results between various attack-defence

scenarios.

Table 1: Summary of Equilibrium Conditions for Different Attack-Defence Strategies

Equilibrium Type
Nash Equilibrium

Stackelberg
Equilibrium

Zero-Sum Scenario

Attacker's Strategy
Mixed attack strategies
with adaptive perturbations
Optimized attack selection
based on the defender's
response

Aggressive evasion attacks

Defender's Strategy
Defensive retraining with
adaptive robustness
Preemptive defense
selection based on
adversary modeling
Defensive  adjustments
based on attack frequency

Stability Implications
Stable but reactive
More  effective  but
computationally
complex

Highly sensitive to
initial conditions

The research shows Stackelberg equilibrium enables security defenders to optimize their defense systems ahead of time
which produces better threat protection. The computationally demanding procedures need to be evaluated relative to
operational implementation obstacles.

1.0
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o 0.6 - Attacker Payoff (Nash)
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% - Attacker Payoff (Stackelberg)
e 0.4 - Defender Payoff (Stackelberg)
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Security Level
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Fig.2. Equilibrium Distribution of Attacker-Defender Payoffs

The results displayed through graphics indicate that Stackelberg-based approaches achieve better misclassification
probabilities than Nash equilibrium strategies thus proving pre-emptive defenses work more effectively than reactive ones.

2. Trade-Off Evaluation: Security vs. Resource Constraints

The essential challenge in adversarial ML security involves maintaining a balance between lowering misclassification
errors and managing computational expenses. The effectiveness of stronger defensive approaches against attacks depends
heavily on computational resources although this leads to major feasibility constraints.

Quantitative Trade-Off Analysis
Table 2: Trade-Off Analysis of Defence Strategies

Defensive Strategy Misclassification Computational Long-Term
Rate Reduction (%)  Overhead Adaptability
Adversarial Training 60-75% High Moderate
Anomaly Detection 50-65% Medium High
Stackelberg-Based Defensive 80-90% Very High High

Optimization
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The outcomes show that adversarial training together with anomaly detection works practically yet fails to adapt properly
to advancing attack approaches. The defense mechanism based on Stackelberg-based optimization provides maximum
resilience against adaptive adversarial threats at the cost of high computational expense.
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Fig.3. Security-Resource Trade-Off Curve

The findings emphasize that ML security mechanisms must be optimized to balance adversarial robustness with
computational efficiency, ensuring sustainable deployment across different Al applications.

3. Theoretical Implications and Practical Applications

Theoretical Contributions

This study advances adversarial ML research through evidence that Stackelberg-based defenses provide a better strategic
advantage. Security measures implemented beforehand demonstrate superior effectiveness than reactive measures
according to equilibrium calculations which prove that adaptive protection decisions boost safety against adversarial
interruptions.

Practical Applications in Al Security
The results from the research receive practical mapping in cybersecurity as well as finance and autonomous systems

applications. Different adversarial threats require specific defence strategies which are presented in Table 3.

Table 3: Practical Applications of the Proposed Model

Domain Adversarial Threat Optimal Defensive Strategy
Cybersecurity Evasion attacks on intrusion detection systems = Anomaly detection-based monitoring
Financial Fraud Adversarial attacks on fraud detection models = Adaptive adversarial training
Autonomous Systems = Sensor-based adversarial perturbations Stackelberg-based defensive retraining

Threat adaptation requires targeted adversarial ML security solutions which need to adjust according to changing security
risks. The security insights from Al-based solutions help organizations build better defenses of their current security
infrastructure.

DISCUSSION

A game-theoretic framework for adversarial machine learning provides an analytical approach to understanding attacker-
defender interactions in evolving adversarial settings. The study’s key findings highlight equilibrium patterns between
attackers and defenders, security resource management trade-offs, and the importance of game-theoretic defense strategy
design. The results demonstrate that Stackelberg equilibrium outperforms Nash equilibrium by delivering improved
payoffs for both attackers and defenders. When defenders employ Stackelberg-based strategies to anticipate and optimize
responses before attackers act, they achieve better misclassification outcomes compared to Nash-based approaches, which
rely on reactive decision-making. The findings emphasize that security measures must be proactive rather than reactive to
be effective. Nash equilibrium represents a passive approach where both players make simultaneous decisions without
prior anticipation, whereas Stackelberg equilibrium allows defenders to take the initiative, leading to superior protection
against adversarial threats. The trade-off analysis further illustrates that while enhancing defensive capabilities strengthens
adversarial resistance, it also demands greater computational resources. Therefore, balancing security robustness with
computational efficiency remains a crucial challenge, particularly in resource-constrained environments.
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This study extends prior research in adversarial machine learning, which predominantly focused on Nash equilibrium
models where attackers and defenders act simultaneously. These models, while valuable, do not fully capture real-world
asymmetrical adversarial settings. By incorporating Stackelberg equilibrium, this research addresses this gap and provides
a more realistic depiction of adversarial interactions, where attackers typically initiate attacks before defenders respond.
Additionally, the study explores cost-benefit trade-offs in AML defense strategies, an aspect that has received limited
attention in previous research. The findings offer significant implications for both theoretical research and practical
cybersecurity applications. Stackelberg-based defense strategies confirm that proactive security mechanisms are more
effective than reactive approaches. Defensive strategies should not only respond to attacks post-occurrence but also
anticipate adversarial actions and dynamically adapt to emerging threats. This proactive defense methodology is
particularly crucial in adversarial environments where attackers hold an initial advantage.

By applying game-theoretic modeling to adversarial machine learning, this study enhances understanding of strategic
adversarial interactions, security-resource conflicts, and the advantages of employing equilibrium-based strategies for
cybersecurity planning. The results reinforce the superiority of anticipatory defenses over-reactive security measures,
confirming that proactive decision-making is essential for mitigating adversarial risks effectively.

CONCLUSION

The research utilizes game theory to evaluate machine learning security through (Stackelberg equilibrium) defensive
techniques which produce superior results than Nash equilibrium approaches. Stackelberg-based optimization techniques
minimize misclassification rates at 80-90% while Nash equilibrium strategies only achieve a 60-75% reduction of such
errors. Security improvements from stronger defensive measures result in increased computational expenses as
Stackelberg strategies require the greatest computational resources. Security demands proactive defense approaches
instead of reactive ones because attackers maintain an advantage in adversarial environments according to the study
results. These insights benefit cybersecurity defense concepts and financial fraud prevention systems as well as
autonomous system security methods for fighting evolving threats. Research needs to perform empirical tests together
with developing non-rational attacker models and implementing multiple-agent security measures to strengthen real-world
adversarial resilience.
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