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Abstract: To meet the privacy and security needs of the 10T, access control systems are essential. This article
presents a method for controlling who may use Internet of Things (10T) services that rely on the Constrained
Application Protocol (CoAP). A single provider's network connecting several 10T endpoints is taken into account
by the suggested solution. It enforces policies at the network level based on applications by using the Software-
Defined Networking (SDN) paradigm. The loT endpoints are unaffected by any activities, and the loT
communication protocol does not need any changes. In addition, our solution is practical and simply deployable
to an existing network since it is based on standard OpenFlow. By implementing a proof of concept utilizing
network emulation, we demonstrate that our strategy is feasible.
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1. INTRODUCTION

Currently, several facets of our lives are governed or facilitated by cyber-physical systems. The Internet of Things
(10T) is being used across several sectors, including agriculture, patient monitoring, home automation, wellness,
and smart cities, among others. The Internet of Things primarily consists of gadgets that may lack processing
capacity, constant network connection, electricity, or even physical protection. Consequently, it is unsurprising
that implementing security solutions in this context is a formidable challenge. This study concentrates on a specific
facet of security, namely access control. We examine the scenario of a network operated by a single entity that
interconnects many loT devices. These devices provide resources or actuation services that may be accessed using
the Constrained Application Protocol (CoAP).

To justify our approach, we examine the use of a smart city management system. This system comprises 10T
sensors (e.g., temperature sensors) and actuators (e.g., switches). Our objective is to empower system
administrators to establish context-aware access control rules that regulate access to 10T devices. We want to
implement a Mandatory Access Control (MAC) solution in which rules are centrally established by system
administrators and are immutable by end users. An illustration of this policy within our reference system is the
instance of a switch controlling street lights; in this scenario, the system administrator could establish an access
control policy stipulating that “street light switches may be activated after 8 PM and deactivated after 6 AM, with
all operations originating from the management center building.” This policy delineates the resource (switch), the
action (turn on/off), and specifies constraints about the timing of the action and the physical location from which
it may originate [1].

The internet of things (loT) refers to the network of physical objects embedded with sensors, software, and
technologies that enable communication, computation, and data exchange with other devices and systems over
the internet. Initially introduced by Kevin Ashton 17 years ago, it has subsequently emerged as a fundamental
element of the second digital revolution. The services offered by 10T applications include many aspects of human
life, including home and building automation, smart industries, smart cities, healthcare, intelligent traffic
management, health monitoring, emergency and surveillance services, retail, and supply chain management.
Sensors are crucial for facilitating communication between humans and intelligent devices by detecting and
collecting information. A Cisco assessment predicts that by 2022, 1 trillion networked sensors will be globally
integrated, with projections of up to 45 trillion in 20 years and 500 billion intelligent devices connected on Earth
by 2030. lIoT systems will include a substantial proportion of these interconnected devices, with many integrated
sensors and actuators. 10T technology facilitates electrical communication among ordinary physical things,
allowing them to be aware of remote events or respond to occurrences outside their physical perception.
Nonetheless, the upkeep and scalability of such a diverse array of interconnected devices pose significant
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challenges. Furthermore, the number of active IoT devices is rapidly rising daily.

Figure 1 delineates the focal points of research works published between 2014 and 2023, represented as extracted
terms from the names of articles, conference papers, book chapters, reviews, and conference proceedings. This
figure underscores the principal domains and trends within the discipline, placing considerable attention on SDN-
IoT concerns and their interaction with other nascent technologies [2].
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Figure 1: The focus of research studies published from 2014 to 2023, presented as retrieved keywords
from the titles of papers (articles, conference papers, book chapters, reviews, and conference reviews) [2].

2. LITERATURE SURVEY

Numerous assessments on different subjects linked to SDN-I0T have been completed in recent years [13]. A
thorough analysis of the primary challenges that must be tackled to guarantee the efficient support of 10T systems
was provided in . The authors developed an loT architecture integrated with Software-Defined Networking (SDN)
and Data Distribution Service (DDS) middleware, which enhances network flexibility when SDN is used in loT
systems. In the following year, a comprehensive evaluation of diverse SDN solutions beneficial for addressing
the particular requirements of 10T across many networking domains, including core, access, edge, and data center
networking, was presented in [22]. The writers in [23] similarly offered a thorough examination of the prominent
SDN-IoT frameworks. They concentrated on four trends: network function virtualization (NFV), OpenFlow (OF),
middleware, and blockchain (BC). There is no correlation between cloud or FC, 4G, or subsequent mobile network
technologies in SDN-10T. The research in [24, 25] offered a comprehensive examination of SDN-based solutions
designed to tackle the principal challenges of 0T related to FC. The following year saw an emphasis on the
creation of Edge Computing (EC) to tackle the challenges faced by Internet of Things (1oT) systems in processing,
filtering, and storing vast quantities of data, as discussed in [26]. The authors stated that Software-Defined
Networking (SDN) might mitigate the complexity of EC designs in 10T contexts. Subsequently, the same notion
was articulated in [27], whereby the survey advocated for the utilization of SDN and EC to effectively coordinate
I0T services and oversee the infrastructure. Certain research delineated the security attributes provided by SDN-
loT.

The security measures established by SDN, including the several strategies for monitoring, managing, and
addressing security concerns in the realm of loT, were examined in [13]. Subsequently, in [28], the authors
emphasized the identical function of SDN-I0T network security. The authors further examined several suggested
solutions based on NFV, SDN/NFV, and blockchain to secure the 10T network against emerging risks. Blockchain
facilitates the safe transmission of data and guarantees the integrity of records, which is crucial for managing
sensitive 10T data, a topic that is hardly examined in the existing literature. The article [29] delineated the potential
opportunities and substantial challenges associated with the implementation of SDN in hybrid cloud-fog systems
to support 5G and future 10T devices and applications; however, the authors neglected to examine the critical role
of BC. The authors in [28] examined an additional research that emphasized the significance of combining SDN
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with 10T [30]. Recently, similar to the research in [26], the authors in [31] presented a survey of SDN-based
designs inside edge-10T systems. Similar to the majority of research in the literature, the authors failed to address
the relevance of fog- and cloud-related systems.

The integration of edge, fog, and cloud in SDN-10T seeks to address challenges. The edge functions as the local
filter and primary responder, whilst the fog augments processing capabilities for pre-processing. Conversely, the
cloud provides storage, analytical, and orchestration functionalities. This trio of components provides efficient
and prompt data administration, while BC technology safeguards data transfer, so creating a secure and effective
conduit for the linked future. Numerous research examined the integrated viewpoint of SDN-10T and its related
application fields. The bulk of these research focused on a particular SDN-10T context in the literature. Numerous
studies concentrated on security concerns, with some including CC , EC , both EC and CC, FC, DC, and mobile
networks in the context of 10T; however, they were not linked to SDN. While the authors in [21] addressed all
aspects pertaining to SDN, the significant function of BC in the SDN-IoT paradigm was shown. The available
studies provide insight into the integration of SDN-loT with DC. The majority continue to overlook the critical
subject of 5G/6G technology and blockchain, which this research examines. This research presents a distinctive
model at the intersection of SDN, loT, DC, BC, and mobile networks; there are no comprehensive survey studies
addressing SDN-10oT, DC, BC, and mobile networks from an all-encompassing perspective that includes
architecture, administration, security, and other aspects.

3. METHODOLOGY

This section presents the approach for the topical review of SDN-I0T. The techniques for research selection and
analysis are delineated. This paper presents a summary of previous investigations on SDN orchestration for loT
integration, emphasizing the significance of CC, EC, FC, or BC as essential enablers. To understand the primary
subject of the research, we will first provide background information on pertinent words. Thereafter, we examine
several research under the SDN-IoT paradigm. Finally, we examine the concerns, obstacles, and prospective paths
within this domain.

Figure 2 illustrates a system for choosing papers via inclusion and exclusion stages, revealing that 59 full-text
articles are accessible from the 92 examined, of which 50 articles are chosen for this research. A classification of
pertinent SDN-10T studies across many orchestration domains, including SDN-IoT, cloud computing (CC), fog
computing (FC), edge computing (EC), blockchain (BC), and mobile networks. This taxonomy graphically
classifies the many facets of SDN-IoT research, highlighting the varied areas of focus and the convergence of
SDN-IloT with other nascent technologies. This research includes published publications on SDN-IoT systems,
categorized by year, after applying inclusion and exclusion criteria.
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BACKGROUND

The fast proliferation of 10T devices has resulted in the development of novel technologies and paradigms to
manage and handle the extensive data created by these devices. Software-Defined Networking (SDN) is a
networking architecture that facilitates efficient and flexible administration and control, while Cloud Computing
(CC) offers a scalable and cost-effective platform for data storage and processing. Nevertheless, the conventional
cloud-based architecture may fail to provide the low latency and real-time processing essential for several loT
applications. To tackle this difficulty, Fog computer (FC) and Edge Computing (EC) have been suggested as
alternative paradigms that position computer resources nearer to 10T devices and applications. Moreover, the
advent of blockchain technology has facilitated a safe and transparent method for managing IoT devices and data.
The next 5G/6G networks are anticipated to provide enhanced speed and reliability in communication, enabling
novel use cases and applications for 10T. This part will delineate and examine the essential specifications of SDN,
0T, SDN-IoT, CC, FC, EC, BC, and 5G/6G, along with their various functions in facilitating 10T applications in
distinct subsections.

SDN

The word "SDN" was first used to delineate the ideas and research related to OF at Stanford University in Stanford,
California, United States [44]. The Open Networking Foundation (ONF) is dedicated to the development,
standardization, and commercialization of Software-Defined Networking (SDN) for transport and IP network
layers. The SDN architecture consists of three levels [46-50], which interact via northbound and southbound
application programming interfaces (APIs). The separation of the control plane and data plane is fundamental to
Software-Defined Networking (SDN). An application plane exists that communicates its needs to the control
plane. The OF or network configuration (NETCONF) protocols standardize the southbound interface used by the
controller to configure the data plane. Nonetheless, OF cannot be the only SDN protocol, since alternative
protocols such as BGP , ForCES , LISP , NETCONF , OVSDB , and OpenState also exist. However, these are
less conventional methods. No standard presently exists for the northbound interface. A representational state
transfer (REST) API may be created to enable applications to convey their requirements to the network.

loT

The Internet of Things (10T) connects various devices, such as automobiles and refrigerators, to the internet in
innovative manners that surpass human capabilities. Identifiable and linked entities might manifest as either
physical or digital forms . The data is gathered, administered, conveyed, saved, and analyzed by loT devices and
objects. The implementation of 10T spans all sectors and contexts, offering innovative solutions to improve
efficiency, connection, and decision-making. The integration of 10T is essential for the advancement of smart
cities, enhancing efficiency, connection, and data-informed decision-making across many urban sectors. The
implementation of 10T facilitates the optimization of transportation systems, intelligent energy management, and
the enhancement of urban infrastructure, hence fostering the development of flexible, sustainable urban settings
that efficiently adapt to changing demands. The Internet of Things (1oT) is complicated not only by the inherent
challenges of coordinating diverse sensing devices but also by the vast number of objects capable of connecting
to the network and exchanging data through various protocols and network models.

SDN-loT

SDN-IoT denotes the integration of Software-Defined Networking and Internet of Things technologies. This
architecture employs SDN principles to oversee and regulate 10T devices, enabling network managers to centrally
manage and automate the deployment, setup, and maintenance of 10T networks. The Internet of Things (loT)
presents challenges such as erratic network conditions, diverse communication protocols, application-specific
quality-of-service (QoS) requirements, and substantial data flow, which may be addressed by Software-Defined
Networking (SDN) as a viable approach for consolidating network management via rule-based governance. The
abstractions of SDN provide comprehensive network governance via high-level rules, eliminating the need to
address low-level configuration issues. Consequently, it is beneficial to address the heterogeneity and application-
specific requirements of 10T. The amalgamation of 10T with SDN improves loT efficiency and security by
allowing comprehensive remote management of NETCONF without requiring physical proximity to 10T devices.
The SDN controller inside the 10T with SDN architecture enables the segmentation of the network into several
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subnets. The SDN controller employs the northbound API to interface with the 10T application. This evaluates
network traffic and responds in line with the prescribed regulations. The controller engages with network switches
using a southbound API in accordance with established protocols. Figure 3 depicts the overarching architecture
of SDN-1oT, which facilitates loT applications.

Smart sensors Smart camera Smart lock Smart car

Figure 3: SDN-IoT architecture [2].
4. SDN-1IOT ARCHITECTURES, FRAMEWORKS, AND SOLUTIONS

This section examines the dynamic subject of SDN-loT, concentrating on the many characteristics of
architectures, frameworks, and solutions proposed by scholars to address the rising challenges in the 10T domain.
Architecture denotes the whole framework of a system, including its components, their interrelations, and the
communication protocols among them. Frameworks and solutions include a collection of principles, protocols,
and tools that provide a systematic methodology for constructing a system.

SDN-IoT and DC

As was said previously, a number of publications have lately suggested numerous designs for the integration of
SDN and Internet of Things technologies. Here are some of the architectures that have been offered. We
discovered a sizeable number of research that included DC as a subject among those that were examined. Several
of them are discussed in further depth in this section.

BC in SDN-IoT Systems

When it comes to addressing difficulties in the SDN-I0T context, such as secure data transmission, data integrity,
and attack detection, BC is a viable solution that might be used. The research that were selected for this synthesis
have investigated the contributions that may be made by incorporating BC into the SDN-10T ecosystem. In these
works, security, consistency, and Internet of Things services are emphasized. In addition to this, it illustrates that
other security procedures and assaults might be investigated in the future for this scope. The delivery of Internet
of Things services and security was suggested by Samaniego and Deters using a permission-based BC in
conjunction with SDN. On edge hosts, they proposed combining virtualized resources with authorization-based
BC. This was their proposition. The authorization-based BC has been shown to be an efficient method for
maintaining state information on virtual resources because of its effectiveness. On the other hand, the author did
not put much effort into determining how the geographic placement of blockchains and the implementation of
smart contracts would influence the situation. An effective forensic SDN-1oT architecture that makes use of BC
was presented by Pourvahab and Ekbatanifard in order to enhance the safety of Internet of Things (IoT) systems.
The design that was presented maximized throughput and accuracy while simultaneously reducing latency,
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reaction time, and processing time. It also guaranteed that safety was maintained from the very beginning of the
pocket input process. However, there was no mechanism of authentication or load balancing at the gateway entity.

Challenges and Future Direction

SDN has emerged as a viable option for controlling the intricate and dynamic networks of the 10T. The adoption
of SDN in loT systems has certain issues that must be addressed to properly use its advantages. This section
addresses the principal issues and challenges associated with SDN-10T systems, along with the prospective
research opportunities in this domain.

Ensuring Security

The domain of SDN-I0T security has arisen as a somewhat novel area of research. SDN demonstrates security
concerns due to its centralized control and the intrinsic constraints of switch table capacities. If these outstanding
issues continue, they pose significant security threats to SDN and have a substantial effect on an 10T network with
many devices. Therefore, guaranteeing security is of utmost significance in the interconnected and heterogeneous
ecosystem of SDN-IoT. SDN-I0T systems must prioritize the establishment of network access only for authorized
devices and the authentication of all devices prior to giving access. Advanced identification and authorization
techniques, including biometric authentication, multifactor authentication, and identity and access management
systems, may significantly improve security protocols. A significant difficulty in data security is the need to
protect sensitive information from unauthorized access and disclosure. To address this problem, the system may
use advanced encryption techniques such as homomorphic encryption, differential privacy, and secure multiparty
computation. Furthermore, it is essential to implement proper segmentation of SDN-10T networks to reduce the
danger of unauthorized access to critical data or resources. In the future, the use of advanced network segmentation
techniques like SD perimeter may improve security in the realm of SDN-10T. SDN-I0T devices are susceptible to
DoS attacks, which may disrupt network operations and hinder the processing of legitimate data.
Within the 10T ecosystem, DDoS assaults, ICMP flooding, and TCP flooding have been recognized and efficiently
mitigated using SDN-related strategies [30]. The integration of advanced intrusion detection and prevention
systems, firewalls, and cyberattack mitigation strategies holds considerable promise for future systems. Machine
learning and artificial intelligence has the capacity to promptly identify and mitigate security threats, hence
reducing the probability of security breaches. Blockchain technology is a feasible solution for augmenting the
security of data and transactions inside SDN-10T systems. Its use may efficiently preserve the integrity and validity
of data. Integrating more metrics into the SDN controller helps improve the overall level of data security. In recent
years, several architectural concepts have been proposed. These architectural designs may be implemented and
evaluated on a practical testbed.

Handling Traffic

The substantial volume of traffic generated by many loT devices presents a considerable challenge for traffic
control in maintaining network accessibility. Therefore, it is crucial to consider possible bottlenecks resulting
from the significant surge of traffic in the SDN-10T ecosystem while developing innovative security methods used
by many loT devices. Furthermore, it is essential to evaluate the communication traffic between the controller and
the gateway. Machine learning approaches may be used to predict traffic patterns and proactively manage traffic.
This may aid in alleviating network congestion and improving QoS in SDN-IoT systems. Furthermore, these
systems must endeavor to optimize traffic for several purposes, including improving network speed, guaranteeing
Quality of Service (QoS), reducing energy usage, and bolstering security. Future research may examine the
effectiveness of multiobjective optimization methods in effectively reconciling various aims. Network slicing
facilitates the creation of virtual networks that can handle traffic from diverse 10T devices and applications.
Investigation of dynamic network slicing solutions that can adapt to variable traffic patterns and maximize
network resources is also important. Research on traffic management with BC and traffic processing employing
EC are promising fields of study.

5. CONCLUSIONS

The principal impetus for doing this study stems from the recognition that 10T devices are increasingly becoming
ubiquitous in our daily lives. Therefore, it is essential to understand the repercussions and implications related to
this rising phenomena. Numerous impartial assessments have been performed in recent years on several issues
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pertaining to SDN-I0T. These evaluations cover several subjects, including DC, BC, and mobile network
technologies for 10T. Despite the close link among these technologies, no thorough research has been undertaken
to examine them together. This study aims to provide significant insights to assist policymakers, corporate leaders,
and people in making educated choices about the use of 10T devices and their effects on everyday life. This
research thoroughly investigates the evolution of SDN-I0T, using pertinent academic literature to condense the
findings into a singular publication. A systematic technique is used to choose 50 research articles for this
investigation. These papers are then evaluated based on their model proposals, contributions, and prospective
applications. A thorough study is thereafter performed on the selected papers. This review assessment includes an
extensive analysis of the fundamental SDN-IoT situation. Additionally, it examines the present implementation
of SDN-IoT alongside DC, BC, and 5G/6G technologies, analyzing, assessing, and deliberating their
ramifications. This article also offers a comprehensive elucidation of the fundamental specifications of the various
underlying technologies to enhance understanding of the SDN-10T concept.
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