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Abstract: - Despite advancements in technology, insider threats and social engineering attacks continue to pose significant
challenges. Current threat detection methods often fail to effectively identifies insider threats, leaving organizations vulnerable. This
systematic review thoroughly examines and evaluates existing detection methods for insider threats and social engineering attacks,
performs comparative gap analyses, assesses detection effectiveness, identifies inherent challenges, and proposes conceptual system
architecture. A primary challenge is distinguishing between normal and malicious insider activities, which exceed the capabilities of
current network intrusion detection systems. Although machine learning and deep learning-based intrusion detection systems have
been developed continuously, issues such as false positive and false negative rates persist due to the human elements involved in
insider threats and social engineering attacks. The review focuses on identifying current network and host-based detection methods,
analyzing existing gaps, and proposing a detection framework that integrates user behavior analysis with network and host-based
detection and deep learning techniques to enhance detection accuracy and cost-effectiveness. Incorporating user cybersecurity
behavior into existing intrusion detection systems and making detection unified (comprehensive) will result a high-performance
threat detection system specifically for malicious insiders and social engineering attacks.
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I. INTRODUCTION

Cybersecurity (CS) remains a critical concern in today’s digital landscape, necessitating robust defenses against
evolving threats [1] and [2]. As organizations increasingly rely on interconnected systems, the risk of cyber-attacks
targeting sensitive data and network integrity escalates [3]. Effective CS strategies are essential to mitigate these
risks and ensure operational continuity [4]. CS remains a critical concern in today’s digital landscape, necessitating
robust defenses against evolving threats [1]. As organizations increasingly rely on interconnected systems, the risk
of cyber-attacks targeting sensitive data and network integrity escalates [4]. Effective CS strategies are essential to
mitigate these risks and ensure operational continuity [1]. The CS faces increasing challenges from insider threats
and SEAs [5] and [3]. Insider threats occur when they utilized their authorized access for malicious activities,
whether intentional or unknowingly, leading to critical financial losses and reputational harm [6]. These risks are
arise by attackers, through exploiting SEAs via insiders [7]. Despite advancements in ML techniques to bolster
security, there remains a pressing need to enhance the detection performance of current IDSs [8, 9]. Organizations
deploy diverse security measures encompassing technical, physical, and administrative controls [10, 5]. However,
each countermeasure presents own limitations, underscoring the absence of a universal and comprehensive solution
the cost of detection also expensive [10]. Traditional cybersecurity measures often fall short against increasingly
sophisticated threats like insider threat and attacks [11].

Machine learning (ML) and deep learning (DL) techniques have emerged as promising solutions by significantly
boosting detection capabilities through advanced pattern recognition and anomaly detection methods [12], [13] and
[14]. However, despite these advancements, the effective application of ML in CS faces persistent challenges
stemming from dataset complexities such as imbalanced classes and feature redundancy [15]. Resolving these issues
is pivotal for the development of dependable intrusion detection systems (IDS) [13] and [12]. Consequently, this
study aims to explore how insider network and host level CS behavior with DL based detection approaches leverage
the existing methods, giving a especial focus to insider threat and SEAs.

This study aims to conduct a comprehensive review of methods for detecting insider threats and SEAs. By
examining and comparing ML and DL approaches, the study seeks to propose an advanced IDS framework based
on DL that integrates insider behavior into network-based IDSs. This proposed solution aims to enhance threat
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detection performance. Our objectives include reviewing current methods for detecting insider threats and SEAs,
providing an overview of existing insider threat detection methods, and identifying ML and DL approaches for
threat detection and attack mitigation. We aim to explore the advantages, challenges, limitations, and gaps in current
detection methodologies. The subsequent sections

of this paper are structured as follows: Section Il presents an overview of insiders in cybersecurity, highlighting
their roles and impact on organization. Section 111 delves into insider threats and attacks, detailing the various threat
and attack vectors related with malicious insiders. Section 1V explores the role of insiders in social engineering and
phishing attacks, emphasizing their engagement and the trick attackers employed. Section V discusses the detection
and prevention techniques for insider threats and attacks, providing an overview of different methods and
approaches, including IDS, signature and anomaly-based detection, digital and behavioral warning signs, and
network and host-based intrusion detection. Section VI focuses on the datasets and algorithms used in various
studies, including the selection and application of datasets and methods. Section VI outlines the methodological
approaches employed in this research, detailing the inclusion and exclusion criteria, preliminary collection of papers,
and the article screening process. Section V111 identifies the challenges and gaps in the detection of insider threats,
providing an overview and comparative analysis of existing solutions, particularly DL-based detection methods.
Section IX discusses the application of machine and DL techniques in detecting insider threats, including data
preprocessing and performance evaluation metrics. Section X proposes new approaches to improving the detection
of insider threats, summarizing the potential benefits and future directions. Section XI concludes the paper,
summarizing key findings. References compile the comprehensive sources cited throughout the paper.

Il. LITERATURE REVIEW

A Overview

Cybersecurity (CS), the practice of safeguarding computers, systems, networks, and programmes from cyber-
attacks, plays a crucial role in today’s digital environment [16]. With the increasing reliance on networks and the
Internet, organizations face numerous security threats that challenge the safe continuation of their operations [6].
Cyberspace, encompassing inter- connected networks of information technology infrastructures, has become a vital
domain, but it also exposes vulnerabilities to various cyber threats [17]. Intentional or unintentional insider threats
have been attributed to a substantial number of data breaches, resulting in significant financial losses and damages
[18]. While external threats remain a concern, insider threats have emerged as a formidable challenge in CS due to
the direct access insiders have to organizational networks [19].

Both insider threats and attacks can result in various negative consequences, including significant financial
losses that cost companies an average of $ 16 million per incident, exceeding those caused by external attacks [10].
Motivations that drive insider threats can vary [7], however, financial gain, revenge, or personal dissatisfaction are
mostly often causes [20]. Individuals with malicious intent may exploit their knowledge and expertise in internal
systems, processes, and vulnerabilities to carry out their harmful activities [21], [22] and [23]. Internal
vulnerabilities can also create opportunities for external attacks [24] and [8]. According to [14], the insider threat
distribution revealed that negligence accounted for 56%, intellectual theft for 18%, and malicious intent for 26%.
Figure 1 shows the distribution of these types of threat and attack incidents.
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Figure 1: Distribution of Insider Threat Types
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Insider threats can facilitate external attacks by either intentionally or unintentionally enabling unauthorized
bodies to get access to sensitive information weaken security measures [18]. Malware or malicious software,
presents a substantial risk caused by insiders aiming to harm computers and networks operations [25] and [26].
Malware can intrude systems through Malicious software, also known as malware, has the ability to infiltrate
computer systems in many ways, including attachments or infected software downloads [25], to safeguard against
malware, it is crucial for individuals and organizations to regularly update software [10]. Ransomware refers to
malicious software that encrypts files or restricts system access, with attackers demanding payment in
cryptocurrencies to maintain transaction anonymity. This results in the victim’s files becoming inaccessible unless
a ransom is paid [27]. Zero-day attacks are the exploitation of software vulnerabilities that are either unrecognized
by vendor that have not yet been addressed with a patch [28]. Malicious actors take advantage of these vulnerabilities
before a solution is developed, presenting challenges for organizations in their efforts to defend it. Zero-day attacks
are also often directed at specific targets and can result in significant damage [19]. The continuous progress of
technology has given rise to powerful techniques like machine and DL [12] and [19]. These advanced technologies
have significantly bolstered organizations’ security measures by detecting anomalies through analysis from massive
amounts of data [29] and [30]. DL takes threat detection a step further by excelling in processing unstructured data,
identifying complex patterns, and making accurate predictions [28] and [31]. In the realm of IDSs, supervised ML
also had proven its capabilities specifically for structured datasets [32]. Researchers have proposed that combining
different supervised ML, can further enhance IDS performance [15]. For instance, Convolutional neural networks
(CNNs) and recurrent neural networks (RNNs), greatly increased the accuracy of threat detection and decrease false
alarms [12]. DNNs, which consist of at least three hidden layers, have promising algorithms for developing efficient
threat detection systems [33]. DL accept large amounts of data, has the potential to improve current threat and attack
detection by utilizing complex algorithms that have the ability to capture sophisticated patterns [24]. Auto DNNs
are a promising technology as they possess the capability to improve true positive rates and decrease false positives
and negatives alarms [18]. Currently, DL algorithm frequently employed in network based IDS, for instance, IF AE
utilized in fog network, it classifies inbound traffic as either normal packets or malicious attacks [34, 30].

Insiders are often targeted in SEAs, making them a critical weak point in CS defenses [35]. SEASs, such as
phishing, exploit human psychology to deceive individuals into revealing sensitive information or performing
malicious actions [36]. Neglecting insider threats and SEAs can lead to increased CS risks and costs for
organizations [37, 5]. Phishing attacks, characterized by deceptive electronic communication, aim to extract
sensitive information or induce individuals to perform malicious actions [38]. These attacks often target insiders,
leveraging social engineering techniques to deceive them into divulging confidential information [39]. Mitigating
the risk of phishing attacks requires recognizing common tactics and implementing robust CS measures [38]. Many
scholars have tried to develop ML and DL-based ID models, however, the performance still needs improvement in
order to detect insider threats accurately. Due to the SEAs, the existing insider threat detection methods have
limitations. Though accessing real and current datasets is now one of the challenges in DL model training, here, the
UNSWB15 and NSL KDD online intrusion detection public datasets play significant roles. Insider threats can create
vulnerabilities that social engineering attackers exploit, often using phishing as a tool [40]. Detecting insider threats
is an essential element of CS as it involves identifying the risks posed by individuals who have authorized access to
an organization’s systems and data, commonly known as insiders [37]. To detect and prevent SEAS, organizations
can implement security awareness training, multi-factor authentication, and continuous monitoring of user behavior
[41], [42] and [43]. Detection and prevention techniques for SEAs can also be effective in detecting and preventing
phishing attacks, as they share similar characteristics and objectives [44]. By understanding the interconnected
nature of these threats, organizations can develop comprehensive strategies.

Preventive measures, including access controls, such as data loss prevention (DLP) systems and intrusion
detection and prevention systems (IDPS), can also be used to detect and prevent insider threats. However, these
techniques are often ineffective against sophisticated insider threats, social engineering and phishing attacks.
Although existing detection techniques have made progress, there remains a pressing need for more comprehensive
and unified solutions to address insider threats and SEAs. Developing new, efficient methods that integrate network,
host, and insider behavior analysis is essential, and one promising approach to consider is the implementation of
deep neural networks (DNNSs) [45]. Figure 2 displays the classification of insider threats.

B Detection and Prevention

Threat detection and prevention represent critical challenges that demand sophisticated IDS methods and
strategies [18]. Despite diverse IDS in CS measures, the persistent threat posed by insiders and SEAs presents
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formidable obstacles to detection and prevention efforts [46]. This section seeks to explore the theoretical
classification of IDSs, examining IDS detection challenges and gaps. The network-based IDS (NIDS) monitors
network traffic for suspicious activities and anomalies, analyzing packets to detect potential threats. Conversely,
host-based detection systems (HIDS) focus on individual host systems, scrutinizing log files and system calls for
signs of malicious activities [47], signature-based IDS, anomaly-based IDS, and hybrid 1DS [48]. Signature-based
IDS rely on predefined patterns of known threats, making them effective against known attacks but vulnerable to
zero-day exploits [48]. Anomaly-based IDS establishes a baseline of normal behavior and raises alerts for
deviations, offering adaptability to emerging threats but being susceptible to false positives [48]. Hybrid IDS
combine multiple detection techniques to enhance overall threat detection capabilities [48]. Currently, IDS faces
challenges such as the non-technical psychological tricks of attackers now making it difficult for the IDS to generate,
high FP rates, and difficulties in detecting sophisticated insider threats and SEAs [49]. Overcoming these challenges
requires ongoing research and innovation to develop more robust and adaptive DS solutions capable of defending
against evolving cyber threats in today’s dynamic digital landscape [48].

Signature-based detection, or rule based detection, relies on predefined patterns or signatures of known threats
to identify malicious activities. It involves comparing network traffic or system behavior against a database of
signatures. When a match is found, the system raises an alert or takes appropriate action. For instance, antivirus
software utilizes signature-based detection to identify and block known malware strains [38].
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Figure 2: Taxonomy of Insider Threat and Detection Approaches

However, signature-based detection challenged by zero-day attacks, which are previously unknown threats [50].
While signature-based IDS excel in identifying known threats, they are susceptible to zero-day exploits, contrasting
with anomaly-based IDS that adapt to emerging threats but are prone to FPs [48]. Hybrid IDSs, leverage overall
detection. however it confront challenges such as limited high FP rates and struggles in detecting insider threats and
SEAs [48] and [49]. Addressing these challenges necessitates continuous research and innovation to develop more
resilient and adaptive IDS solutions capable of effectively countering evolving cyber threats in today’s dynamic
digital landscape [48]. Figure 3 illustrates the prevention and detection approaches of insider threats. Anomaly-
based detection focuses on identifying deviations from normal patterns of behavior. It establishes a baseline of
expected behavior and flags any activities that significantly differ from it. This approach utilizes machine learning
(ML) algorithms to analyze network traffic, system logs, or user behavior and detect anomalies that may indicate
potential threats [51]. Anomaly-based detection is effective in detecting zero-day attacks and other previously
unknown threats [29]. ML and DL techniques have emerged as powerful tools in threat detection. ML involves
training computers to learn algorithms and perform tasks. In the context of threat detection, supervised ML
techniques have proven to be effective, and combining different supervised ML techniques can further enhance 1D
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performance [15]. For example, the fusion of CNN and RNN has shown improvements in network traffic
classification accuracy, reducing false positives and improving overall detection rates [31]. DL, on the other hand,
utilizes DNNs with multiple hidden layers to develop efficient TDSs, and have demonstrated better accuracy
compared to conventional supervised and unsupervised ML methods.

The ability of DL to handle massive amounts of data and extract complex patterns and correlations makes it a
promising approach [33, 24]. Autoencoders (AEs) have demonstrated significant efficacy in both network and host-
based intrusion detection systems (IDS). Notably, the research conducted by [13] explores the application of AEs,
particularly Variational AEs (VAEs) and Deep AEs, for enhancing anomaly detection systems. These
methodologies have also shown promising results in detecting anomalies within fog networks. Furthermore, the
integration of AEs with the Isolation Forest algorithm (AE-IF) has been developed as an effective approach for
classifying inbound traffic as either legitimate or malicious [18] and [30]. The combination of these advanced
machine and DL techniques holds great potential in enhancing detection capabilities and improving the overall
security of systems and networks [34]. Figure 3 have presented IDS categorizes and various detection methods
employed in network security [27], [52], [53], [54], [55] and [36].
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Figure 3: Intrusion Detection Methods

Digital warning signs serve as crucial indicators of potential signs, for instant accessing sensitive data not
associated with the organization’s function, downloading or accessing a substantial amount of data, accessing data
outside of their unique job roles, network crawling and searches for sensitive data, using unauthorized storage
devices such as USB drives, and emailing sensitive data outside the organization can be used to detect insider threats
[13]. By paying attention to these signals, organizations can stay alert and distinguishing between legitimate and
malicious user activities. Signs of behavioral changes, such as difficulties in adhering to security protocols, high
stress levels, dissatisfaction at work, negative interactions with colleagues, frequent presence in the office during
non-working hours, breaches of company rules, and discussions about resignation or new opportunities, can serve
as indicators of potential insider threats [32]. By being vigilant to these signs, organizations can remain proactive
and take necessary measures to avert potential risks. Methods for detecting and preventing SEAs can also be applied
to phishing attacks, given their shared traits and goals [44]. Recognizing the intertwined nature of these threats
allows organizations to devise comprehensive strategies to reduce their risks [10]. Preventive steps, including access
controls like Data Loss Prevention (DLP) systems and Intrusion Detection and Prevention Systems (IDPS), can be
employed to identify and prevent insider threats [56]. Despite the advancements in existing detection techniques,
there is an urgent solutions to tackle insider threats and SEAs [31]. One potential approach worth exploring is the
use of DNNSs [13] and [45]. Many of the current approaches rely on traditional signature-based detection methods,
which excel in identifying known threats but struggle to detect newly emerging threats such as SEAs [43] and [57].
Additionally, these methods often concentrate solely on network-based or host-based detection [12], [15] and [58],
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resulting in fragmented detection approaches and these disjointed detection methods inefficient in detecting and
making blind spots. Review reveals that existing approaches are prone to high rates of false positives and false
negatives [7], leading to inaccurate detection and potentially compromising the overall efficacy of the detection
system. Figure 4 demonstrate the digital and behavioral warning indicators.

The network allows interaction, collaboration, and sharing of expensive resources within the organizations,
However, insider threats significantly harm the network infrastructures of organizations [10]. To effectively address
the network security issue, it is crucial to improve and update the network-based detection systems as a preventive
measure. As insiders are users of organizations who have access to resources [18], they get access to different
disallowed resources as a result major Cs problems for organizations, companies, and enterprises will arise. Digital
warning signs such as accessing sensitive data not associated with the organization’s function, downloading or
accessing a substantial amount of data, accessing data outside of their unique job roles, network crawling and
searches for sensitive data, using unauthorized storage devices such as USB drives and emailing sensitive data
outside the organization can be used to detect insider threats [59]. By paying attention to these signals, organizations
can stay alert and distinguishing between legitimate and malicious user activities. Researchers and Practitioners are
now enhancing NIDS using various DL algorithms. However, improving detection performance still needs extra
research [18]. Host-based intrusion detection plays a crucial role in CS by safeguarding computer systems against
unauthorized access and malicious attacks. Recent research articles have highlighted the use of ML techniques to
enhance the effectiveness and efficiency of IDSs. In the case of host-based IDS, individual hosts are equipped with
host-based (HIDS) to monitor their activities and detect any signs of potential attacks or malware [15]. Studies have
demonstrated that employing ML techniques in host-based intrusion detection offers a promising approach to
strengthening computer systems against insider threats. However, further research is needed to address existing
challenges in this field, including improving detection capabilities and ensuring resilience against emerging threats
and attacks.

The DARPA dataset, UCI ADFA dataset, CAOD dataset, Windows Logon Activity dataset, UNSW-NB15
dataset, CICIDS2017 (Canadian Institution of Cyber) [13] dataset, and CERT dataset are widely used in the field of
CS for various purposes [60] and [33]. The UCI ADFA dataset is a hetwork IDS dataset collected from an Australian
Defense Force Academy (ADFA) campus network [61]. The CAOD dataset, also known as the Cyber Attack On-
Demand dataset, is a collection of real-world cyber attack traces [61]. The Windows Logon Activity dataset contains
logon activity data from Windows systems, used for user behavior analysis in anomaly detection [9]. UNSW-NB15
is a network IDS dataset, collected from a real-world environment. The CICIDS2017 dataset is a NID dataset that
contains a variety of network traffic features [61]. The CERT dataset, provided by the Computer Emergency
Response Team, is used by scholars for insider threat detection [32].

ML techniques have become pivotal in enhancing the detection of insider threats by identifying anomalous
behaviors that may indicate malicious activity within organizations [62]. It offers robust solutions for securing
critical cyber-physical systems by detecting vulnerabilities and responding to attacks in real time [63]. DT and SVM
classification techniques have proven effective in detecting various types of cyber intrusions [40]. Furthermore, ML
approaches utilized to analyze user behavior patterns to identify phishing attacks, thereby improving the detection
of malicious emails [44]. These ML applications underscore the adaptability of MLs in CS, offering automated
threat detection. By learning from past incidents, ML systems can continuously evolve and provide enhanced
security measures. For example, the fusion of CNNs and RNNs, significantly improve the accuracy of network
traffic classification, leading to a reduction in false positives and an overall enhancement in the detection rate [32]
and [33]. The unsupervised DL algorithms frequently employed by researchers for classification, and prediction and
shown higher outcomes such as accuracy, precision, and recall when compared to other supervised methods [13],
[62] and [30]. Ability to accept large amounts of data and automatic features extraction capability of the
unsupervised DL, provide extra potential to improve current threat and attack detection use cases [24]. AE DNNs
are a promising technology as they possess the capability to improve true positive rates and decrease false positives
and negatives alarms [62], [30] and [18]. Intrusion detection solution in networks environments currently utilizes
DL algorithms, for anomaly detection scenarios [34] and [30], a simple DNNs consists of at least three hidden layers
[33], discussed about IDS trained using supervised ML techniques. On the other side, there also authors proposed a
ML-based approach and show this approach efficiency in the detection of intrusion in IDS. They suggested that
combining different supervised ML algorithms would improve the accuracy of intrusion detection. And [15]
proposed an efficient network intrusion detection and classification system using ML techniques. They combined
the CNNs and Recurrent Neural Network RNN to classify network traffic more accurately. Their model reduced
FPs and improved the detection rate, making it more effective than the traditional IDSs.
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A number of studies suggest that DL based methodologies can increase the accuracy of insider threat detection
compared to traditional supervised and unsupervised learning methods. Various algorithms such as CNN, RNN,
and AEs are used for insider threat detection studies by [31] and [56] have addressed UBM based on activity logs
and anomaly detection algorithms respectively [18]. Proposed a unsupervised ensemble technique as an effective
approach to detect anomalous user activities in ITD scenarios. [54], proposed a 1D CNN model for network 1DS.
In recent studies, various ML approaches, such as ANN, SVM, PCA, and DT, have been employed for feature
selection and model training in CS applications [13] and [32]. A growing body of research has focused on integrating
DL techniques due to their capacity to handle large datasets and complex feature sets, akin to big data, which
significantly enhances threat classification and anomaly detection capabilities [24]. Auto DNNs have also emerged
as powerful tools for anomaly detection [18]. The incorporation of DL has significantly improved traditional IDS,
enabling them to learn and identify more intricate patterns of malicious behavior [34].

Data pre-processing for an insider threat and SEA detection model requires the collection of datasets. This
process may involve feature selection, normalization of numerical values, handling any missing values, and reducing
less relevant variables using statistical functions [36]. Equation 1 is commonly used for normalization using a min-
max scaler, and

§9101[0 ]

Privileged Access

User Behavior

Analytics

Figure 4: Detection and Prevention of Insider threat and SEAs
To select relevant features, many scholars utilized formula given in equation 1.
r(x,y) = 21=1FXI x)(yi-y) . 1)
2?:1 (Xi-X)Z 2?:1 (yi'Y)Z

Performance evaluation of machine and deep learning for threat detection model trainings’ often relies on
metrics such as accuracy, precision, recall, and F1-score. Table 1 illustrates evaluation metrics commonly used in
these articles [12], [13] and [15].
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threat detection

Predicted: Normal

Predicted: Malicious

Actual: Normal

True Positive (TP): Model
accurately predicted normal user
activity as normal.

False Positive (FP): Model flagged a
normal user activity as malicious

Actual: Malicious

False Negative (FN): Model
incorrectly labeled a malicious
activity as normal.

True Negative (TN): Model correctly
identified a malicious activity as
malicious

TP+TN
Accuracy = ——— (2
TP+TN+FP+FN
. TP
Precision = (3)
TP+FP
Recall = 4
TP+FN
2 % Precision x Recall
F1 — Score = — (5)
Precision + Recall

I1l. METHODOLOGY

The methodology adopted for this comprehensive systematic review was centered on the detection of insider
threats and SEAs within the CS domain. To ensure the relevance and quality of the selected papers, there are specific
inclusions and exclusions criteria were established. The screening process was facilitated using the Rayyan web
application. Initially, a preliminary collection of pertinent papers was conducted by searching for keywords related
to cybersecurity (CS), insider threats, IDS datasets, network intrusion detection, host intrusion detection, SEA,
current trends in insider threats, malware detection, insider threat detection and prevention, performance evaluation
in insider threat detection, machine or deep learning-based threat detection, anomaly-based detection, and signature-
based threat detection. The initial search, conducted through Google Scholar, targeted articles published from 2018
onwards, resulting in the retrieval of approximately 323 papers from various scholarly sources. Figure 5 shows the
overall study methodology. To refine the selection, the Rayyan web application was employed for paper filtering
and screening. This methodological approach ensured a comprehensive and systematic review of the literature while
maintaining rigor and relevance in the selection of papers for analysis.
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* Yes

Include

\
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hub proxy) No -

\4 A
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Figure 5: Study Methodology
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A Inclusion and Exclusion Criteria

The inclusion criteria encompassed papers that focused on the detection of insider threats and SEAs within the
CS domain. Additionally, papers that explored the use of ML or DL techniques for threat detection were included.
Furthermore, studies addressing signature-based threat detection and anomaly-based detection were considered. The
exclusion criteria encompassed papers that did not specifically address insider threats or SEAs, as well as papers
that were published before 2018. Moreover, papers that focused on other aspects of CS or did not provide sufficient
information were also excluded. Out of 323 total research articles, 76 papers have included.

B Preliminary Collection of Papers

The preliminary collection of relevant papers was conducted by searching for keywords related to cybersecurity,
insider threats, intrusion detection system, datasets, network detection, host intrusion detection, SEAs, current trends
in insider threats, malware, performance evaluation in ITD, machine or DL-based threat detection, anomaly-based
detection, and signature-based threat detection. This initial search yielded approximately 323 papers from various
sources, including the Google search engine.

C Article Screening Process

The screening process involved the use of the Rayyan web app to assess the relevance of the collected papers.
The predefined inclusion and exclusion criteria were applied to filter out the intended papers that met the specific
research objectives. The screening process in the Rayyan web app involved a thorough assessment of the title,
abstract, year of publication and peer reviewed status to determine its relevance to the research topic. Papers that
passed this initial screening were subjected to full text review, where their content and methodology were thoroughly
evaluated to ensure their suitability for inclusion in the comprehensive systematic review. Figure 6 presents the
articles screening summary.

Other
13.9%

Excluded

28.2%

Undecided
30%

Included
21.1%

May be
6.8%
Figure 6: Article Screening Summary

IV. CHALLENGES AND GAPS IN DETECTION

Threat detection faces several challenges and gaps that need to be addressed. One challenge is the complexity
and diversity of attacks, which require advanced detection techniques and tools [10]. Another challenge is the ability
to detect insider threats, as insiders have privileged access and can exploit their knowledge and privileges to carry
out malicious activities [31]. Additionally, SAE manipulate human behavior, making them difficult to detect using
traditional CS measures [11]. Finally, the rapid evolution of attacks and the emergence of new attack vectors pose
a constant challenge to threat detection [13]. Threat and attacks are significant challenges in CS that needs effective
tools for detection and mitigation. While organizations have implemented various CS measures, the complexity of
insiders and SEAs make difficult the detection and prevent tasks. The aim of this section is to address the theoretical
classification on insiders, detecting challenges and gaps analysis. Additionally, the paper explores the application
of machine and DL methods in threat detection and the use of AE deep neural network (DNNs) architecture. Insiders
are the cause of CS risks, especially phishing attacks. Due to the advanced technologies used by the attackers and
the ineffective practice of giving insiders awareness training, the attackers are still difficult to identify, and
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shockingly, the insiders themselves initiate the attacks. Additionally, insiders frequently conduct insider threats
during work hours, making detection challenging [22]. A study suggested by [18] focused on activity logs on IDSs.
However, the model was inefficient in detecting unknown attacks [48]. Detecting insider threats in separate
approaches makes detection inefficient [27]. As a result enterprises and organizations able to have integrated
solutions.

Numerous scholars have been developing techniques for detecting insider threats, however, these threats often
emerging exponentially [64], [65] and [13]. Lack of proper training, limitation in CS expertise, lack of
accountability, employee awareness, and security polices insider threats become sever stages [49] and [30]. The
NSL-KDD dataset contains a diverse range of network traffic data, including normal and malicious traffic patterns.
This dataset offers researchers a comprehensive set of scenarios to test and refine their intrusion detection algorithms
[13]. Scholars employ the CIC-TruthSeeker 2023 dataset to analyze social media post texts [66] with ML
algorithms, enhancing the robustness of their text analyses and developing more effective methods. Other commonly
utilized datasets like DARPA, UCI ADFA, CAOD, Windows Logon Activity, and CICIDS2017 provide valuable
resources for various ML and DL-based intrusion detection techniques, user behavior analysis, and insider threat
detection [13] and [ 33]. These datasets collectively contribute to advancing the field of CS research, empowering
researchers to address emerging challenges and safeguard digital environments.

A Comparative analysis of Deep Learning based Detection

In recent years, Intelligence, ML and DL have been applied to insider threat detection. Articles such as [31, 67],
focus on user behavior modeling and anomaly detection algorithms while [56] explore the classification of ML
techniques, datasets, open challenges, and recommendations related to insider threat detection. SEA is a type of
cyber attack in which the attacker uses social interaction [36], it is one of the most significant risks at present since
it uses non-technical methods and focuses on individuals [35] and [68] as a means to gain sensitive information or
even access restricted services[58]. SE is taking advantage of human behavior and natural tendency. According to
researches, many organizations allow employees to work from home and connect via various Internet services
without providing adequate cyber protection [46]. This massive proportion underwent rapid changes in many
activities, bringing gigantic problem in security and privacy [69]. As a result threat incidents dramatically increased
more than ever before [70]. Now attackers use complex tools and get into the target organization, then they exploit
their threat that causes financial loss, identity theft, and sabotage. Among the many different CS threats that occur
on the internet, Distributed denial of service (DDoS) attacks is the most frequent [5]. The number of DDoS attacks
around the world is continuously rising [57]. Even if, CS products are continually invented and deployed, attackers
disrupt physical infrastructure by infiltrating the digital systems that control physical processes, damaging
specialized equipment, and disrupting vital services [71]. These risks are becoming more complicated [11]

To mitigate the risk of attacks different CS solutions have been proposed and different methods were invented
[72]. Since insiders are human beings [46], technical solutions are not sufficient methods of protection and detection,
so in-depth investigation on user behavior is crucial. The advances in ML tools designed to detect insider malicious
activities often fail due to a number of detection challenges, such as dataset for evaluation issues[8]. According to
research done by [73], the COVID-19 epidemic has created ideal circumstances for SEASs to increase dramatically.
Most organizations allow employees to work from home and connect via various Internet services without providing
adequate cyber protection [46]. This massive proportion underwent rapid changes in many activities, bringing
gigantic problem in CS [69]. As a result, threat incidents dramatically increased more than ever before [70]. Another
study done by a CS firm showed that 78% of the firm IT organization leaders have to think cyber threat risks become
higher because insiders get access permission from remote locations including employees’ homes [46]. Now
attackers use complex methods and get into the target organization, then they exploit their threat, that causes
financial loss, identity theft, and sabotage. Among the many different CS threats that occur on the internet,
Distributed denial of service (DDoS) attacks are the most frequent [5]. The number of DDoS attacks around the
world is continuously rising [57]. Even if CS countermeasures are continually advanced and deployed, attackers
disrupt physical infrastructure by infiltrating the digital systems that control physical processes, damaging special-
ized equipment, and disrupting vital services without a physical attack. These dangers are still complicated [71].
Insider, the human being gives less priority in the process of strengthening CS countermeasures [18].

Similarly, [5] proposes a CS culture framework to identify insider threats by promoting employee awareness
and training. Meanwhile, [22] suggests implementing an employee awareness model to enhance knowledge of SEAs
in Saudi Arabia’s public sector. On the other hand, A review by [74] explores social engineering defense
mechanisms and information security policies. The authors suggest that solving the root cause of cyber-attacks,
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requires policymakers and promoting organization wide CS culture [5]. Similarly, [75, 8] points out that personal
characteristics, such as trustfulness, can make employees more susceptible to SEAs. In general, insider threats and
SEAs are significant challenges in organization security that require security policies, security culture, training,
awareness, and the development of effective IDSs. The article presented by [13], brings a hybrid IDS framework
that combining rule-based detection with one-dimensional CNNSs. In addition, [21, 7, 43, 33] are recent works that
bring solutions for intrusion detection by combining the classical ML algorithms DL. Table 2 compares different
papers on threat detection, discussing their approaches, datasets utilized, advantages, limitations, and proposed
improvements. The first research, conducted by [31], employs a variety of machine learning and deep learning
techniques like artificial neural networks, support vector machines, principal component analysis, and decision trees
to identify insider threats. The combination of these methods in the study yields superior outcomes, and the authors
recommend further experimentation on diverse datasets for comprehensive findings. Another study, by [13],
achieves high accuracy in intrusion detection but lacks real-time testing, resulting in slower outcomes. The authors
also propose more thorough evaluations for response scenarios to data breaches. In conclusion, these works
underscore the significance of integrating different ML and DL method for effective threat detection, underscoring
the necessity for continual enhancement and assessment.

Table 2: Comparison of Threat Detection Articles

Title Methods Dataset Advantages Limitations, Proposed Solutions
. . . . Further experiments needed on
Insider Threat Detection Combines multiple . . .
Based on User Behavior UBM, ANN, methods for findFi)n different datasets with varying
- SVM, PCA, | UNSWBI15 . g numbers of users; Detailed
Modeling and Anomaly anomalies, detects -
. . DT .. s measures and comparison
Detection Algorithms [31] malicious activities . -
techniques could be included
ID using CNN feature High accuracy in Lacks real-time testing leading to
e>§tract|9n Wl_th EPCA_for CNN, EPCA | Not specified |ntrus_|on detec_tlon, slower results; Further evaluation
dimensionality reduction categorizes multiple at- | needed for data breach response
[76] tacks scenarios
Highlights existing
Employee Awareness Model Interviews, secu_rlty awareness Limited access to data due to
to Enhance Awareness of SUIVeVs N/A practices, conceptual rivacy reaulations
Social Engineering [22] y framework for awareness P yreg
improvement
. L . Comprehensive review of
Social Engineering Attacks | Systematic . P L May not cover the latest SEA
o A . social engineering attack o .
Prevention: A Systematic literature N/A SR tactics; Could explore emerging
. : . prevention, identifies .
Literature Review [39] review SEA techniques
countermeasures
Focus on prevention methods,
A novel study of preventing | Systematic . Theoretical frame- work less on specific attacks; More
. . Not specified . . e
cybersecurity threats [77] re- view for prevention methods details needed on specific
prevention techniques
CERT .
Insider Threat Detection (Computer . . May produce mall_C|ous flags_for
. . . Provide real time normal user behavior & Required
Using Machine Learning RF & SVM | Emergency . .
detection optimal performance and
Approach [32] Response N
detection time
Team)

Table 3 presents a comparative analysis of various detection methods used for threat detection. DAE method,
by [13], shows an accuracy of 0.90, precision of 0.95, recall of 0.95, and an F1-score of 0.92, with the limitation
that optimization is required. The VAE method, also from [13], performs slightly better with an accuracy of 0.92,
precision of 0.96, recall of 0.96, and an F1-score of 0.94, but needs further evaluation on other datasets. The
combination of LR with DAE, according to [62], achieves an accuracy of 0.90, precision of 0.92, recall of 0.92, and
an F1-score of 0.95, though its performance is highly dependent on parameter tuning. Combining AE with Isolation
Forest (IF), by [30], shows the highest performance with an accuracy of 0.95, precision of 0.95, recall of 0.97, and
an F1-score of 0.96, but it has limited scalability for large-scale deployments.
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Table 3: Performance Comparison of Existing Detection Methods

Method Accuracy | Precision | Recall | F1-Score Limitation
DAE [13] 0.90 0.95 0.95 0.92 Optimization required
VAE [13] 0.92 0.96 0.96 0.94 Need further evaluation on other datasets

Parameter tuning critical for optimal

LR + DAE [62] 0.90 0.92 0.92 0.95
performance

Requires significant computational re-
AE + IF [30] 0.95 0.95 0.97 0.96 sources; Limited scalability for large-
scale deployments

V. PROPOSED APPROACHES

We propose an integrated framework for detecting insider threats and social engineering attacks (SEASs) that
merges multiple datasets representing insider behavior, network traffic flows, and host-based activities. This
framework will utilize advanced data preprocessing techniques including data cleaning, exploratory data analysis
(EDA), normalization, feature engineering, and dimensionality reduction to optimize the dataset for model training
and evaluation. A key component of our methodology will be the conduct of thorough EDA to identify critical data
distributions, correlations, and anomalies. This exploratory step is essential for informing feature selection and
ensuring that the most relevant input variables are utilized during model training. To address class imbalances,
particularly evident in datasets like UNSW-NB15, we will implement sophisticated sampling techniques, including
SMOTE (Synthetic Minority Over-Sampling Technique), to enhance model sensitivity to minority classes while
maintaining overall dataset integrity. <light>Our proposed detection solution will leverage multimodal deep
learning (DL) architectures.</light> Specifically, we will employ a stacking DL approach that incorporates
ensemble methods to refine model performance across diverse datasets. By utilizing ensemble learning techniques
and hyperparameter optimization, we aim to fine-tune models to achieve heightened accuracy, sensitivity, and
specificity. The deployment of our proposed conceptual system architecture aligns with the goal of creating a holistic
detection framework that integrates user behavior analysis into existing network and host-based intrusion detection
systems (IDS). This unified model will not only facilitate real-time detection but will also adapt to the evolving
landscape of insider threats and SEAs. Figure 7 presents a visual representation of the proposed architecture, which
integrates various data streams and detection methods into a cohesive system.
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Figure 7: Proposed Conceptual System Architecture

V1. CONCLUSION

This comprehensive systematic review highlights the current challenges posed by insider threats and SEASs to
organizational CS. In addition to there are several datasets available for evaluating detection solutions. However, it
is necessity to enhance detection methods, as current network and host based threat detection approaches and
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signature and anomaly based detection methods are insufficient in detecting newly emerging attacks such as insider
and SEAs. This article also discusses current threat detection methods, focusing on insiders, SEASs, and phishing. It
also underscores the limitations of existing detection systems and algorithms in countering these threats. Researchers
have made valuable contributions to enhancing existing IDSs but securing organizations from insider threats
remains a formidable challenge. Therefore, there is a pressing need to enhance detection systems. Here we proposed
a DL based solution for better detection of insider threats and SEAs. Our research directions include exploring the
integration of network traffic datasets with host-based detection datasets to create a unified and robust detection
systems. Integrating insider CS behavior into the existing fragmented network and host based 1DS system using DL
methods is crucial for a comprehensive CS countermeasure. Ultimately, the integration of these disjointed detection
approaches is essential to develop a holistic or unified and effective detection against insider and SEAs.

A Contribution

In the current digital world, CS threats, particularly insider threats and SEAS, present significant challenges to
organizational integrity. Despite advancements in threat detection approaches, existing methods often struggle to
accurately identify and mitigate these evolving threats. The primary contribution of this article is to address these
newly emerging threats through a systematic review of current detection methods employed for insider threats and
SEAs, analyzing the limitations of traditional IDS and their inability to adapt to heterogeneous complex threats and
attack vectors, thereby providing a substantive understanding of existing gaps. Moreover, a central innovation of
this work is the integration of diverse and heterogeneous user behaviors with ML and DL techniques into the
detection framework. This innovative integration creates a resilient approach that effectively adapts to the ongoing
variations in user behavior, network traffic patterns, host activities, and individual characteristics. Furthermore, this
study introduces a holistic conceptual framework that harmonizes diverse user behavior analytics with both network
and host-based detection techniques.
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