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Abstract

Face Recognition Systems are facing several challenges. One major challenge is fooling the system using face photos or images. The
proposed paper has tried developing an efficient methodology to enable and support existing face recognition systems. The
background of face in a given image is considered as a main source for authentication. The analysis and estimation of similarity
among the background of the face before and after its capture is considered as one of the major parameter to authenticate the presence
of face during its capture. The paper is applying image similarity techniques to estimate the percentage of the background in the
provided face image to ascertain the presence of physical face during face recognition process.
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INTRODUCTION

Face recognition systems have acquired their own importance in dealing with smarter ecosystems. Basically it has
applications corresponding to human-computer interfaces, Identity estimations and in providing secured environments
[1, 2]. An emergence in technologies related to Artificial Intelligence is offering and is in need of many applications
using face recognition systems. Hence, the strengthening of face recognition systems is much essential on its security,
authenticity, devices and technology. Various techniques and algorithms are designed based on deep learning methods.
Multi-task Cascaded Convolutional Network (MTCNN) is one of the most widely used algorithm for face detections.
Certain neural network structures are supporting in providing a better accuracy and speed [3]. Also, there are certain
algorithms acting as standard techniques for face recognition namely Principal Component Analysis (PCA) [4], Facial
Landmark Detection (FLD) [5], Gabor Wavelets (GW), Support Vector Machines (SVM) [6] and so on. Face
alignments also plays a major role during face detection and recognition. FDDB[7] and WIDER FACE [8] are some of
the benchmarks for face alignments.

Authentication of the physical face presence during face recognition is one of the challenging tasks for face recognition
systems. There are several ways to fool the FRs now-a-days [10] [11]. Face morphing is one of the simplest methods to
fool face recognition systems [9].

The proposed paper is trying to provide a unique solution to strengthen currently available face recognition systems. The
proposed approach is considering the background details for CNN based feature extraction process to authenticate face
physical presence.

1.Literature Survey

1.1Face detection and recognition

Face Detection Techniques: Before recognition of the faces in the given image, its detection plays a major role. Low
Binary Pattern (LBP), Haar cascade, Single Shot Detector (SSD) and You Only Look Once (YOLQO) models are some of
the trending face detection techniques in the literature. The author has proved the accuracy of Haar cascade is upto
96.24% and for LBP classifier 94.74% [12]. The author [13] has experimented between Haar Cascades with YOLO v3
and declared that the Haar cascades functions faster with less accuracy rate of 45% whereas the later algorithm works
slower with more

accuracy rate of upto 90%. Face Recognition is the later process to know the face label.

1.2Authentication systems
An overview of the main biometric identification technologies is provided in this survey, with an emphasis on their
accuracy, difficulties, and developments.

Authors[18] provides a thorough examination of different fingerprint recognition methods with an emphasis on
enhancing feature extraction and matching algorithms to increase system robustness and accuracy.

The study offers insightful information on real-world deployment challenges, like noise and distortion in fingerprint
photos, and proposes cutting-edge solutions to address these problems, improving system dependability and recognition
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rates. Authors [19] give a thorough rundown of fingerprint recognition methods, including minutiae-based and ridge-
based approaches, and describe the development of feature extraction techniques and matching algorithms. The authors
also cover problems like as picture quality, distortions, and the effect of aging on fingerprint features, as well as the
difficulties in attaining high accuracy and resilience. There are many face recognition based applications [22]. These
applications are suffering from spoofing issues. To improve the detection of spoofing attempts in biometric
authentication, Author [20] suggests a sophisticated multi view biometric system that incorporates several camera
views. By successfully differentiating between real and fake biometric characteristics, the study presents a revolutionary
method that increases the precision and dependability of biometric systems, especially in face and fingerprint
recognition. The susceptibility of face recognition and face anti-spoofing systems to adversarial assaults is examined by
Zhou et al.,[21] who show how these attacks may simultaneously fool spoof detection systems and recognition models.
In order to guarantee the security and dependability of facial biometric systems in practical applications, the study
highlights the necessity for stronger defences against hostile perturbations.

1.3Structural Similarity Index (SSIM)

In image processing, structural similarity of pictures has been compared using image similarity metrics as MSE (Mean
Squared Error) and SSIM (Structural Similarity Index). The authors [17] compare the altered time series images using
these techniques. By assessing structural information, brightness and contrast, SSIM in particular has demonstrated
efficacy in capturing perceptual quality, which makes it appropriate for time series exhibiting intricate, nonlinear
patterns.

1.4Histogram based Similarity Index

Histogram indicates the intensity distribution among the components of any object. It has been employed in number of
recent research activities [15][16]. The similarity measure between two images looks simple during its quotient
estimation but not even acceptable whenever images are from different colour spaces. Hence author [14] has involved
the best six colour spaces to convert the images into standard ones then processed for similarity measures.

2.METHODOLOGY
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Figure 1. Methodology for background based authentication for face recognition systems using histogram
technique.

Capture the background of environment where face of a person is captured for face recognition: The proposed
methodology is authenticating physical presence of a person during face capture for face recognition is mainly depends
on the background of environment where the face of a person is captured for face recognition.

Figure 2 is depicting the process of capturing the background for authentication before to capture face for face
recognition through camera device. This process should be conducted before the face capture for face recognition.

Capture the face of a person for face recognition: Face of a person is a major component for face recognition process.

The proposed methodology is insisting to capture the face of a person along with environment background. Figure 1
depicts the process of capturing face with background through camera device.
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Environment background
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Figure 2. Process of environment background capture

Environment background
Camera
Face of a person

Figure 3. Process of face capture along with environment background

Similarity Score approaches: As mentioned in the literature Structural Similarity Index (SSIM) and Histogram based
Similarity Index were involved to estimate similarity score between two given images that is face with background and
another only background.

Authentication processing: The similarity index between two images indicates the presence of face during face
recognition process. Threshold can be fixed based on the similarity model.

3.RESULTS AND DISCUSSIONS
The main title is centred, and in times new roman 14-point, boldface type. Only the first letter of the first word in the
title needs to be capitalized except for the letters and words that are originally capitalized. Leave one blank lines after
the title.

Figure 1 shows the images of faces along with backgrounds captured using mobile camera. Figure 2 shows only the
backgrounds captured before the face capture.

W\
Figure 4. Faces with background by name dee.jpg and jee.jpg

= !
Figure 5. backgrounds without faces by name bk1.jpg and bk2.jpg
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Table 1 Results of Histogram based similarity index

dee.jpg jee.jpg  bkljpg  bk2.jpg
deejpg 1.0 -0.20 0.006 -0.098
jee.jpg - 1.0 -0.123 0.325
bkljpg - - 1.0 -0.025
bk2.jpg - - - 1.0

Table 1 depict the results obtained through histogram based similarity index estimation between images. In the proposed
experiment total four images are taken, two with faces and other two are only with corresponding backgrounds. Figure 6
depict the heatmap between two images of all combinations. As an experiment the similarity index with all other images
were estimated and found an interesting results. Heatmap clearly shows the similarity exists between the face
background and its actual background image. For example jee.jpg with bk2.jpg and dee.jpg with bk1.jpg. At the same
time the indices are negative with other combination of images. The positive index indicates the existence of partial
similarity between images. Also it proves that the face is present during its capture and avoids snoofing attacks. Other
side, the negative indices indicate that no similarity between images says face absence during capture or image is
simulated for fake authentication.

Pairwise Similarity Between Images 10
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Figure 6. Heatmap or correlation matrix plot for Table 1

Table 2 Results of Structural Similarity Index (SSIM)
dee.jpg jeejpg bkljpg bk2.jpg
dee.jpg 1.00 0.47 0.72 0.47

jeejpg - 1.00 0.58 0.42
bkljpg - - 1.00 0.62
bk2.jpg - - - 1.00

Figure 7 shows the heatmap generated for the data mentioned in Table 2. Table 2 contains similarity indices obtained
between images as shown in Figure 1 and Figure 2. These similarities are estimated using SSIM and Histogram based
Similarity Index approaches. The heatmap shown in Figure 7 indicates a similarity between all image combinations,
which is not accurate. Hence SSIM is not suitable for the proposed experiment.

4,CONCLUSION
This paper explored background-based authentication techniques for face recognition systems. In order to assess the
efficacy of various picture similarity metrics, this study investigated background-based authentication strategies for face
recognition systems. Because of its inability to precisely capture minute changes in background information, our tests
showed that the Structural Similarity Index Measure (SSIM) is not a good fit for the suggested approach. The
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Pairwise Image Similarity Heatmap
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Figure 7. Heatmap or correlation matrix plot for Table 2
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Histogram-based Similarity Index, on the other hand, produced noticeably superior outcomes. The Histogram-based
Similarity Index approach demonstrated a higher capacity to differentiate between faces and background variations by
examining the distribution of pixel intensities within the background region, producing more trustworthy authentication
results. The difficulties presented by environmental changes, including changes in illumination or partial occlusions,
which are frequently encountered in real-world circumstances, were more easily overcome by this method. These results
lead us to the conclusion that a more promising approach to background-based authentication in face recognition
systems is provided by the Histogram-based Similarity Index. Future research might improve this approach even further
by adding more context-aware strategies to boost system resilience and performance under various circumstances.
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