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Abstract: - Recent studies has examined the viability of obtain- ing secondary identifiers from core biometric
traits including the iris, face, and fingerprints. This type of supplemental data, referred to as soft biometrics,
includes personal traits e.g., age, gender, ethnicity, height, weight etc. Soft biometric attributes can be utilised in
a variety of scenarios, such as monitoring and indexing biometric databases, enhancing the performance of pri-
mary biometric systems, and providing qualitative descriptions of an individual's qualities. It is especially helpful
for bridging the gap that exists between how people and machines describe biometric data. In this work, we
present an introduction of soft biometrics and describe existing methodologies to extract one of the soft
biometrics, namely gender. In addition, a taxonomy for recognising gender based on numerous soft biometric
factors is offered, along with a listing of the advantages and disadvantages of using these qualities within the
context of a gender recognition system. Additionally, the practicality of using ECG to determine gender is studied.
In conclusion, we discuss potential applications, challenges, and future approaches for gender recognition using
ECG.
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I. INTRODUCTION
A. Biometrics Emergence
Security breaches and identity theft issues are rising contin-

uously as a result of the tremendous rise of online industries like commerce and education. In addition to access
control, healthcare, border control, financial services, and transac- tion and digital rights management, computing
and Internet technologies are widely utilised in a number of applications [1]. As a result, automatic and precise identity
verification techniques are critical in today's digital society [2], [3]. Usually, people prove who they are by remembering
something (like a password or PIN) or by showing something they have (e.g., ID cards). Due to the possibility of these
items being lost or stolen, these methods are vulnerable to identity fraud [4]. Biometrics technology has developed as
a more secure alternative for establishing identity. For human recognition, biometric technologies utilise either
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physiologic (such as the face, fingerprint, or iris) or behavioural (such as the gait, voice, or signature) traits. Thus, there
is no need to remember or carry anything for the purpose of establishing one's identity. As a result, biometric
technology has grown in prominence as a more secure method of human recognition. However, con- fidentiality and
liveness concerns make the system vulnerable to spoofing [5].

To address these concerns electrocardiogram (ECG) has evolved as a more advanced biometrics than conventional
biometrics. The ECG is produced by the heart's ingenious self-regulating mechanism. It is extremely secure, private,
and impossible to duplicate. It is found in all live organisms and so allows for real-time vitality assessment [6]. Several
ECG based biometrics system has been developed in the past with higher accuracy [7], [8], [9], [10], [11]. A list of
biometric modalities being used for identity verification is shown in Fig. 1. The biometrics based on physiological,
behavioural or bioelectrical traits are considered hard biometrics. Gender, ancestry, skin tone, scars, and height are all
examples of soft biometrics that can help fill in the blanks when it comes to identifying a person but are not conclusive
on their own [12], [13]. However, with the use of soft biometrics, the efficiency and reliability of hard biometrics can
be greatly improved.

B. Soft Biometrics: Scope and Benefits

The identification system using single biometric modality usually suffers from high enrollment failure rates, limited
coverage areas, and low recognition rates due to low-resolution data from the person or sensor. Thus, achieving high
identifi- cation rates with a uni-biometric system is practically difficult [14]. Increasing recognition rates demands
more sensor fea- tures, which increases complexity and processing time. The usage of multi-biometric systems can
alleviate some of the issues associated with the use of unimodal biometric systems [15]. Building such a system can
be prohibitively expensive because to the requirement for more high-quality sensors, a massive storage capacity, and
high computing needs. Second, the verification process takes longer under the new system, which is inconveniencing
users [16]. Soft biometrics, on the other hand, offer a low-cost alternative that makes use of the same sensor.

Soft biometrics can give auxiliary information (e.g., colour skin, gender, ethnic origin), clothing (e.g., clothing's
colour), or accessories (e.g., jewellery, glasses, hat) [17]. It can be used to supplement hard biometric characteristics
(e.g., face, iris, ECG). Soft biometrics can be used with hard biometrics to « improve authentication speed and accuracy
of biometric systems.

« provide robustness to poor quality data due to sensor error, distance acquisition or non-cooperation of users.
improve acceptability due to consent free acquisition. facial features. There are numerous architectures [21], [22],
achieve low computation cost due to parallel processing [23], feature descriptors [24], [25], classifiers [26],
[27], [28],

with hard biometrics. and benchmark datasets [29] accessible in the literature withbridge the semantic gap between
the processing of machine and human brain. be unconcerned about user privacy.

« provide restricted search on large database. The rest of the paper organized as follows: Sec. Il presents all the
possible modalities that can be used for recognizing gender. The characteristics of ECG to be used for gender
recognition and its brief literature review is presented in Sec. Ill. The application domains, challenges and future
perspective of gender recognition system is described in Sec. IV. Finally the conclusions are drawn in Sec. V.
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Fig. 1. Biometric Modalities.

Il. GENDER RECOGNITION SYSTEM

In this paper, we focus on one of the soft biometrics i.e., 'gender'. In today's networked information societies, gender
recognition is crucial; it is employed in a range of industries, including security surveillance, targeted advertising, and
human-robot interactions. Gender recognition remains challenging, as it is intrinsically related to a range of biometric
modalities, including fingerprints, face, iris, voice, body shape, stride, signature, DNA, clothing, hair, and jewellery
[18]. According to forensic literature, the skull, particularly the chin and jaw, and the pelvis are gender identifiers
[19]. These shape-based characteristics have been found in children and demonstrated to have a classification accuracy
of 91% to 99%. It has been stated that no single skeletal trait conclusively demonstrates sexual dimorphism and that
there is up to 85% cross-gender metric overlap, which can be linked to environ- mental factors and pathological
circumstances such as diet and work stress [19]. Despite this, forensic experts assert that a visual examination of the
entire skeleton can reach near-perfect accuracy in determining gender [20].

A. Gender Recognition using Face
To determine a person's gender using feature-based tech-

niques, the system extracts and analyses a set of distinguishing the optimal outcomes. Despite the results, face gender
recog- nition remains a complex and unsolved issue, and researchers are striving to discover a solution [27], [30].

There are a variety of reasons why face gender identification should be viewed as an emergent research topic. To
begin, face images presented a variety of challenges because to the variation in appearance, position, lighting,
background, and noise. Nonetheless, numerous results have been published in the literature utilising simple
constrained datasets, such as facial recognition technology (FERET) and UND [31], [32], [33], [34]. These datasets
contain frontal face images shot under controlled illumination, facial expression, and backdrop conditions. As a result,
they are inaccurate representations of real-world situations. Second, several proposed algorithms are designed to
address a specific issue in face images and may therefore perform less well in real-world situations [34], [35], [36].
Third, due to the lack of standard procedure for gender recognition, authors employ a variety of experimental setups,
including the number of model parameters rendering result comparisons inapplicable.

B. Gender Recognition using Fingerprint

Fingerprint-based gender recognition has garnered attention as it can reduce the search area by determining whether
a fingerprint is male or female. Various indicators, such as the count of ridge and white lines, ridge and valley
thickness, and their ratio, can be used to determine gender [37].
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The majority of the works examine the spatial domain, with only a few investigating the frequency domain. Females
showed a higher ridge density than males, according to previous research [38], [39]. The researchers discovered that
males had higher mean ridge counts than females [40]. The significance of ridge distance [41], ridge period [42], and
ridge frequency [43] measurements as spatial attributes is discussed in relation to fingerprint gender classification.
Apart from a few publications, fingerprint gender identification is performed manually by measuring inked
fingerprints. Numerous studies E. Gender Recognition using Body-Shape have been undertaken to categorise
human faces according to their gender using the frequency domain and a variety of classifiers [21]-[28]. Only a few
attempts have been made to categorise people's fingerprints according to their gender.

C. Gender Recognition using Iris The first method that employed near-infrared iris scans

to estimate gender was developed by Thomas et al. [44]. They classified gender using a blend of textural and geo-
metric characteristics, including the horizontal, vertical, and Euclidean distances between the pupil and iris centres.
Later, Lagree et al. examined additional texture elements that are not geometric in nature [45]. They took gender and
race into account. Their experiment made an interesting observation: gender categorization using iris is quite
challenging than race prediction, which is worse for women. In order to develop a gender prediction model, Bansal et
al. integrated analytical and lexical data with wavelets and then used support vector machines [46]. Khalifa et al.
proposed a deep convolutional neural network-based approach for gender recognition using iris [47]. In the suggested
architecture, the iris is distinguished from a background image using the graph-cut segmentation technique. Three
convolutional layers for feature extraction follow a fully connected layer for classification.

Recently, Khan et al. have suggested an SVM-based iris

classification for gender recognition [48]. Using Zernike, Leg- endre invariant moments, and a gradient-oriented
histogram, the suggested technique exhibits a good responsiveness to prolonged changes. Invariant moments are
utilised to extract features from iris images in this study. After extracting the attributes from these descriptors, the
attributes are classified using keycode fusion. SVM is used to classify individuals based on their gender using a fused
feature vector.

D. Gender Recognition using Hand

As far back as the forensics and archaeology investigations that identified gender from severely injured skeletons'
pelvis, skull, and massive long bones that are usually strong pre- dictors of gender. Because hand images are often
obtained in a controlled environment, with consistent alignment and luminance, they exhibit less variability than facial
images that may be affected by many factors including variations in facial expression. This makes hand-based gender
classification useful in the biometrics context.

The index to ring finger ratio and hand breadth may indicate a person's gender, but they vary throughout societies and
are impacted by genetics, environment, and social situations. Falsetti [49] and Lazenby [50] achieved gender
identification rates of up to 92% using dimensions of the metacarpals of the prosthetic arm. Krishan et al. identified
gender using the size of the hand and feet [51]. According to the study, left foot breadth was the most accurate
technique of detecting gender based on hand length and breadth, and foot length and breadth 86.9% of the time.

Certain biometric characteristics, such as gait, necessitate the acquisition of complete body scans. Gender
classification on the basis of the human body has gained considerable interest due to the fact that the human body
contains several indications for gender differentiation. In addition, Body shape and posture might disclose gender
from afar. The swing of the body, the waist-hip ratio, and the shoulder-hip ratio are all examples of these cues [52].
For example, a woman's waist- to-hip ratio is different, and women tend to move their hips more than men, who have
wider shoulders and swing them more. Furthermore, gender identification using body is affected by a number of
relevant aspects, including background and clothing.

F. Gender Recognition using Voice Male and female voices are regarded to have considerable
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differences. Even with children and the elderly, vocal signals can provide accurate traces for audio-based gender
detection [53]. Traces of gender that are derived from audio can either be of the voice source, or they can be of the
vocal tract. (e.g., timbre of the voice) [54]. For approaches that rely on the user's voices, gender classification remains
an issue. Despite the fact that the female frequency range of 170-275 Hz is unique from the male frequency range of
112-146 Hz [55], human voices can be distorted in a noisy environment with poor recording quality, making audio-
based gender recognition a significant challenge [56]. Childers and Wu identified a person's gender by analysing ten
vowels in clean speech data [57]. The technique was proven to be 100% accurate in predicting the gender of each
individual speaker in a sample of 52 participants. Sorokin et al. found that the maximal glottal area, its maximum
derivative, and harmonic amplitude ratios can result in male and female voice recognition accuracy of 94.7% and
95.9%, respectively [58].

TABLE |

NORMAL VALUES OF HEARTBEAT MEASUREMENTS FOR MALE AND FEMALE,
RESPECTIVELY, INUPPER ROW AND LOWER ROWS [3].

Parameters 1-3years 3-5years 5-8years 8-12years 12-316 years M ean( (] SD
Heartbeat (bom) 119 98 88 78 73 91.2 18.27
128 101 89 80 76 9487111 20.9
P width (ms) 80 87 92 98 100 914 8.17
83 84 89 94 98 8967111 6.43
P R interval (ms) 118 121 129 134 139 12821111 8.76
113 123 124 129 135 124.871118.14
ORS width (ms) 71 75 80 85 a1 8041111792
68 71 77 82 87 771111 7.78
OT- interval (ms) 412 412 411 411 407 4107111 2.07
417 415 409 410 414 4137171 3.39
Amnplitude P wave 0.15 013 012 012 013 0.1371110.01
0.16 0.13 0.12 0.14 0.15 0.1471710.02
Amnlitude R wave 077 063 0.62 059 058 0.64 0.08
0.68 0.65 0.49 054 0.48 0.57 0.09
Amnlitude S wave 027 021 0.22 0.22 0.19 0.22 0.03
0.35 0.2 0.22 0.16 0.13 0.217171 0.08
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I1l. ECG-BASED AUTOMATED GENDER RECOGNITION

The electrical activity of the heart is measured using electrodes and is referred to as an ECG. ECG signals are widely
employed in health context. The appropriateness of ECG for biometric application is also on the rise, as evidenced by
the discriminatory strength of ECG features [7]. ECG- based human recognition has garnered considerable attention,
particularly over the last decade. Among all biometrics, the ECG is practically impenetrable due to the fact that it is
generated by an intrinsic organ, namely the heart. It includes an intrinsic function for detecting vitality [59].
Additionally, the ECG biometric approach offers a high degree of accuracy and reliability. Thus, the ECG signal
possesses features such as detection of life, universality, difficulty of replication, and continuity, and reclaims the
requirement of user presence. Due to these characteristics, ECG analysis has the potential to be implemented in
smartphone applications in the Internet of Things generation. As a result, its applications are prevalent in fields where
security is a primary concern, such as national ID cards, UIDAI, border and immigration control, banking and financial
services, and airports, among others. Biometrics used in these fields can be enhanced by incorporating soft qualities
such as age, gender, and ethnic origin. The purpose of this research is to investigate the possibility of gender
identification using ECG.

Heartbeats are made up of waves such as P, Q, R, S, and T, as illustrated in Fig. 2. There are three sorts of heartbeat
properties based on these waves: interval, amplitude, and angle [6]. Numerous researches have demonstrated that the
heartbeats of various individuals exhibit distinct character- istics. Individuals' heartbeats vary due to variances in their
heart's architecture and physiology. Typically, from infancy to puberty (16 years of age), an individual's anatomy
undergoes progressive alteration. Certain characteristics of the heartbeat may change with age and sex. In Table I, we
can observe how the characteristics of a healthy heartbeat change with gender and age. It demonstrates that as people
age, their heart rate falls significantly, causing the P wave, the QRS complex, and the PR interval to last longer. While
the P wave amplitude remains constant with age, the amplitudes of the R and S waves decline from childhood to
adolescent. David has reported that the T wave changed gradually from childhood to adulthood [60]. These alterations
are not constant and can vary significantly between individuals, making generalisation difficult. From these
observations, it can be concluded that gender and age may affect heartbeat parameters.

The majority of the literature in the topic of ECG biometrics focuses on strategies for boosting segmentation, feature
extraction, and recognition accuracy. Only a limited number of researchers have concentrated on deriving gender and
age from ECG [61], [62], [63], [64]. Results from cutting-edge techniques have shown that the ECG characteristics
distinguish between genders. The impact of ageing on ECG characteristics has been demonstrated by some studies in
the literature.

Goshvarpour et al. have analysed gender and age disparities using Poincare section indices [61]. They focused on
detecting and classifying dynamical ECG trajectories based on gender, and age-based categorization. They have
created ECG's 2D phase space followed by generation of Poincare sections at diverse angles and recovered some
geometric indices. The algorithm was tested on 79 healthy individuals. The gender

Fig. 2. ECG waves [7].

and age-based categorization techniques reached a maximum accuracy of 93.33% using SVM. When both age and
gender were taken into consideration, gender were recognised with the accuracy of 94.66%. Cabra et al. provides a
system for gender recognition and person authentication [63]. For both experiments, the same characteristics are
utilised to evaluate the classification accu- racy of multiple machine learning systems perceiving ECG signals in
different body positions. They get an accuracy score greater than 98% for ECG authentication and 94% for gender
identification. Using Least Square Support Vector Machine (LS-SVM) and Support Vector Machine (SVM)
techniques, Tripathy et al. offer a method for gender detection from an ECG signal [64]. The various features collected
from the ECG signal using Heart Rate Variability (HRV) analysis are the input to the LS-SVM and SVM classifiers,
and the output classifies whether the patient corresponding to the needed ECG is male or female.
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IV. GENDER RECOGNITION: APPLICATIONS,
CHALLENGES AND FUTURE PERSPECTIVE

Automated gender recognition has a variety of applications, ranging from security to image and video labelling and
index- ing. For instance, detection algorithms can identify an individ- ual of interest depending on their gender [65],
[66]. Various context in which gender recognition system can be utilized is shown in Fig. 3. Usually, the gender
recognition system is utilized with hard biometrics attributes (multi-modal) to im- prove the authentication speed and
accuracy [67]. For example, in human-computer interaction, data and personalized avatars can be generated
automatically based on the user's gender. There are industrial systems that collect data on customers' demographics in
order to personalise advertisements to them or to compile aggregate data on how people spend their money (e.g., based
on age, gender, ethnicity).

Uni-modal system for recognizing gender may also be developed. For instance, electronic customer relationship
man- agement (ECRM) can also leverage gender classification to manage customers successfully by providing them
with per- sonalised products and services. Advertisements targeting spe- cific age groups or genders can be shown for
products such as mobile phones, fashion, and food. In cosmetology, it is critical to determine how cosmetics and
surgery can make people appear younger by determining their age based on their facial image. Additionally, soft
biometrics traits such as gender can be used to prune databases. By eliminating out subjects, it may speed up the search
in larger biometric datasets. Numerous variables, including age, gender, hair colour, and skin tone, have been proposed
for effective face database filtering. Addi- tionally, [68] gave an examination of the filtering-gain versus filtering-
reliability trade-off when employing soft biometric features to prune huge databases.

There are many difficulties in the developing field of gender recognition. Constraints on hardware resources and
recogni- tion algorithms are one of the main difficulties. For instance, there can be limitations on gender recognition
due to the image quality and the estimation algorithms used. As a result, although one set of hardware and an algorithm
may be able to distinguish between genders with reasonable accuracy, another set may not, demanding cautious
assessment of the potential resources. In conclusion, the system's resources must be taken into account while classifying
a soft biometric system.
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Fig. 3. Applications for gender recognition.

Similar to the previous point, another difficulty is accurately extracting the necessary features. For instance, the
difficulty of precise feature extraction is frequently influenced by ambient conditions such as illumination. It is a major
problem that frequently results in enormous hue discrepancies, especially in surveillance applications. In addition, soft
biometrics typically permit a greater amount of acquisition flexibility. For example, attributes such as height, weight,
skin tone, and numerous facial characteristics can be recognised out of a variety of angles. Therefore, the challenge
is to optimise the number of categories that can be used for a particular soft biometric trait in order to strike a balance
between the acquisition flexibility provided by those traits and the variations caused by sensing. Consequently, the
need for automatic data quality evaluation may arises.

Use of soft biometric biometric characteristics in main biometric systems is an additional topic of interest. Imagine
a biometric technology that can rapidly sort and filter a database and then uses a stronger but slower traditional search
algorithm to find the best matches. Thus, component systems must be integrated into the overall system in a manner
that meets their specific requirements for speed and dependability. It should also forecast how performance and
computation complexity will increase when soft biometric features are used as filters on massive datasets. This type
of analysis might be valuable for tasks such as the rapid identification of individuals in systems for surveillance. The
research should consider the flaws that are already integrated into soft biometric classifi- cation, as these flaws will
impact the overall effectiveness of identification.

Understanding and reducing the susceptibility of such features to obfuscation and spoofing is necessary to strike a
balance between the potential of adopting soft biometrics in a variety of critical commercial and security applications.
This is crucial because soft biometrics, by their very nature, are more easily spoofable than traditional biometric
features. The use of cosmetic cosmetics for soft biometric spoofing would pose be found in [69], which looks at how
makeup affects algorithms for estimating gender and age. In particular, the writers in this study explore age alteration,
in which women try to make themselves look younger or older than they are, and gender spoofing, in which both sexes
are obsessed with emulating the other's appearance.

Males and females have distinctive physiological, biochemical, biomedical, hormonal, and anatomical
characteristics. Consequently, gender identification by ECG signals is feasible [61]. Srivastva et al., have statistically
proved and demon- strated that individual ECG signals are distinguishable among whole world population [70]. Thus,
making it a valid method for classifying individuals according to their gender. The fact that employing ECG for gender
recognition is very secure and resistant to spoof attacks is the most significant benefit of doing so [8]. In addition, a
number of studies have devised reliable methods for ECG analysis, which perform effectively despite being
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independent of signal quality and health condi- tions [7]. Therefore, the most significant difficulties that are associated
with gender recognition systems can be circum- vented by employing ECG signals.

It is widely known that the concentrations of certain hor- mones can have an effect on ECG traces. Researchers
have suggested that ECG may be able to identify a person's sexual orientation. Some of the factors that go into
determining a person's gender are characteristics of the QT interval and the ST segment, among other factors [71],
[72]. The significance of establishing that an ECG can correctly determine gender has repercussions for the direction of
future research [73]. Changes in the ECG could be caused by hormonal fluctuations, since this is a possibility. In
addition to this, the literature indicate the utilisation of ECG in large population-based research to reaffirm the data
that was entered manually concerning sexual orientation. These results cast doubt on the usefulness of risk prediction
models that incorporate both sexual activity and electrocardiograms. Based on previous research, it was hypothesised
that include age and gender in the ECG did not result in an improvement in the ability to accurately predict a low
ejection fraction. It's possible that this is because certain aspects of the ECG already take into consideration both of
these parameters. In conclusion, additional research is required to fully comprehend the possible implications of the
situation in which there is a discordance between the predicted and the actual gender. This final argument is probably
the most interesting since it raises the question of why a particular algorithm would be incorrect when it is, on average,
accurate.

V. CONCLUSION
The ability of soft biometric features to represent individuals

from a human perspective is the primary advantage of these attributes. Consequently, it helps bridge the gap between
how a person is described by a machine and person. The performance of soft biometric systems requires careful
investigations, as several factors, including sensing and feature extraction, can have a significant impact on the
performance of these systems. It is possible to make intelligent use of a number of soft bio- metric attributes in large-
scale biometric systems if one does in-depth study into the accuracy, reliability, and distribution of these qualities.
However, it is vital to be mindful of the potential privacy risks associated with the use of soft biometric features.
Because of their capacity to achieve a compromise between privacy and performance, soft biometric traits are
projected to play a key role in the recognition techniques of the next generation.
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Research in soft biometrics seems to be picking up steam,

according to a survey of the existing biometrics literature. The vast variety of applications that stand to gain from the
extraction of soft biometric features is largely responsible for this expansion. The terms 'security’, 'surveillance, retrieval’, and
'healthcare' are all examples of uses in this category. In this article, we took a look at a few of the techniques that have
been developed over the years in order to extract one of the soft biometric characteristics, namely gender. In addition
to this, we devised a taxonomy as a means of classifying the numerous soft biometric characteristics addressed in the
biometrics literature. In addition, various uses, advantages, and disadvantages of the various approaches to gender
recognition are also discussed. In conclusion, we spoke about some of the potential future research directions in the
field of gender identification research.
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