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Abstract: - The rapid development of physical device-based data collection in emerging technology needs smart, secure, and intelligent
transmission. Cyber physical systems compete with the requirement of intelligent transmission of data. In cyber physical systems, security is a
very challenging task due to the heterogeneous connections of devices in real time. This paper proposes a novel methodology for cyber-attack
finding in cyber physical systems. The proposed system employed a DNN-deep neural network for the categorization of normal and attack
data. The employed deep neural network design for 4 hidden layers for the detection of anomalies. For the secured transmission, we employed
the blockchain process in Ethereum. The process of Ethereum generates blocks of blockchain with headers and transmits data over the
cyberworld to the physical world with the alteration of data. For the authentication of the projected algorithm tested on two real-time datasets,
such as NSL-KDD15 and CIDDS_001. The working of proposed algorithm is very promising in compression of existing algorithms of deep
learning like RNN-recurrent neural networks, DBN, and DNN.
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I. INTRODUCTION

Cyber-physical systems (CPS) are pillars for controlling the world's sensitive infrastructure of information
technology. The CPS concept is based on three major components: cyberspace, physical space, and the kinematics
of data. The installation of CPS can be compromised by hundreds or thousands of sensors and actuators. The scale
of data collection is very large and creates several challenges, such as data analysis, performance, and security.
The diverse nature and capacity of heterogeneous data support systems draw attention to online medical record
systems. The E-medical record system enables patients and doctors to store personal medical records and
treatment plans. Health-related data about patients is sent to the internet for real-time processing and analysis of a
massive amount of data. In this case, the dynamic integration of the cyber and physical parts of medical cyber-
physical systems (MPCS) calls for an enhanced computing foundation. The sensitivity of the personal records of
patients is very high due to the multiple integrations of data sources and agents’ systems. Privacy and security are
important factors in the CPS system. For robust security and privacy, several authors employed the blockchain
approach. The blockchain approach enhances the safety process of the cyber physical system. Blockchain
technology provides secured distributed data transmission over cyberspace to the physical world. Blockchain
technology has provided fresh insight into the security and assurance of medical records thanks to its
decentralisation, scattered data storage, end-to-end transmission, and encryption algorithm features. By using
valid security techniques, it can reconcile the logical contradiction between information sharing and security
insurance. Data security is a major concern for intelligent healthcare systems, and protecting patient privacy is
now essential. Despite the integration of blockchain technology into cyber physical systems, security and data
analysis are major problems. For the security of data, several authors employed machine learning and deep
learning algorithms. Deep learning algorithms provide capacity for data classification and detection of
heterogeneous data. Deep-neural-networks (DNN) and (RNN) recurrent neural networks were employed in [10,
12] for the finding of intrusions in CPS systems. To minimize security issues in Cyber-physical systems (CPS),
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this paper offers secured intrusion detection through blockchain data broadcast and grouping in the medical
system. The proposed algorithm enhances the detection capacity of intrusion before processing the patient’s data.
The proposed algorithm employed feature optimization of complex features of intrusion in the physical system.
The process of feature optimization employed the BAT optimization method. The BAT optimization algorithm is
a dynamic population-based swarm intelligence algorithm. The contribution of paper summaries as follows:

e Proposed robust intrusion detection in cyber physical system with blockchain technology.

e The suggested algorithm goes through multiple stages, including data transfer, encryption, intrusion
detection, and data transmission.

o Employed the proposed algorithm for anomaly detection
e Compare existing algorithms for performance evaluation.

The remaining papers are organized as below: Section Il refer to related work; Section Il offers a recommended
technique; Section 1V is an experimental study; and Section V serves as a conclusion.

I1. RELATED WORK

The realm of cyber-physical security has garnered considerable attention from researchers, particularly concerning
its application in healthcare systems and integration into the overarching framework of cybersecurity protocols.
Recently, various authors have proposed the methods based on ML- machine learning and DL-deep learning to
fortify the security capabilities of Cyber-Physical Systems (CPS). This comprehensive review outlines the recent
advancements in algorithms pertaining to cyber-physical systems.

The authors of [1] presented a deep learning-based approach designed to defend against cyberattacks. To prevent
possible data breaches, they implemented the Long Short-Term Memory (LSTM) paradigm inside the
standardized smart metering infrastructure. The goal of this system was to provide improved security. It was called
AMLODA-B (Adversarial Machine-Learning Occupancy-Detection-Avoidance with Blockchain).

In [2], authors proposed a methodology that optimizes content caching and resource allocation, particularly
beneficial in the context of Mobile Edge Computing (MEC) for Virtual Car Sharing (VCPS), improving driving
experience.

Moreover, [4] addressed the crucial issue of preserving privacy and safeguarding data integrity against potential
integrity attacks. This study also focused on detecting zero-day attacks with minimal false alarm rates to protect
CPS data.

In [5], authors introduced a patient-centric approach aimed at securing data on reliable devices, such as end-users'
smartphones, ensuring discretion over data sharing access. Based on experimental data, their proposed solution
outperformed other existing models with a superior attack estimation ratio of 96.5%, accuracy ratio of 98.2%,
efficiency ratio of 97.8%, latency reduction to 21.3%, and lower communication costs at 18.9%.

Subsequently, in [6], authors utilized PHR-Cypher-Text of 1oMT on the Interplanetary File System (IPFS),
employing blockchain technology for keyword index authentication via zero-knowledge proof.

In [7], the focus was on health experts tracing users who opt out or are impotent to engage in contact locating,
proposing a solution utilizing edge servers that reduces power usage by end-users up to 97%.

Additionally, [8] proposed privacy protection solutions specifically for edge healthcare and 10T applications,
emphasizing methods to incorporate privacy into medical solutions, including fog-assisted smart cities, smart
automobiles, and smart grids, ensuring reliable and secure data gathering with short computational rate and
compression ratio.

The authors of [10] enhanced security in medical loT data and electronic health records (EHRs) within S-
Healthcare Services by integrating data access control and data usage auditing mechanisms. This resulted in
increased processing and communication efficiency.
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Furthermore, [11] validated their approach using heart disease dataset, showcasing enhanced disease prediction
accuracy in EHR systems. In [13], bidirectional security and enhanced timeliness of information acquisition,
particularly in the context of 5G, were emphasized, safeguarding case database privacy and patient information.

Subsequent studies like [15] highlighted capabilities of an OCBS framework for secure and patient-centric
integration with off-chain storage. Moreover, in [16], a fog computing model based on blockchain for loMT was
proposed, ensuring high reliability in file transfer.

Authors in [17] provided security analysis of AISCM-FH and its impact on key performance parameters, while
[19] evaluated performance characteristics of proposed methods for improved security against healthcare data
attacks. In [20], a prototype model integrating loMT and blockchain technology to enhance patient-health-factor
analysis was demonstrated. Additionally, [21] introduced a blockchain-enabled edge computing mechanism using
consensus protocols and smart contracts to address privacy concerns and scalability issues.

In tandem with fog computing, [22] investigated blockchain's potential in mitigating privacy and security
challenges, addressing drawbacks from loMT and fog computing (FC) perspectives. [23] Compiled research on
novel blockchain solutions combined with Al technologies, setting new standards for the food and medical
industries.

Moreover, [24] proposed a healthcare data safety framework employing blockchain technology to notify network
consumers of any unauthorized data modifications. Furthermore, [25] introduced secure, transparent techniques
utilizing blockchain and machine learning models to enhance patient treatment and healthcare system integrity.In
[26], deep learning methods and platforms used in Al-based blockchain systems were examined, covering
supervised and unsupervised machine learning challenges. Authors in [27] presented a smart contract solution
based on blockchain and machine learning, enhancing security and lowering resource consumption for real-time
medical applications. [28] investigated privacy and security issues in machine-learning models, emphasizing
resource utilization effectiveness.[29] highlighted various usages of blockchain in the medical industry,
particularly in instantaneous data observing and analytics. Finally, [30] explored blockchain applications in
COVID-19 and offered recommendations for fortifying the healthcare system through blockchain integration with
big data, 10T, Al, and machine learning.

I11. PROPOSED METHODOLOGY

Figure 1 depicts a proposed model of a physical system for securing the transmission of patients' data from the
cyberworld to the physical world. The proposed model consists of a physical space that generates data on patients,
doctors, and hospital records. The other component is the intrusion detection system; in this phase, analyse the
processing of data. after the processing of data employs blockchain technology and generates different blocks and
shares them in distributed manners. The distributed blocks were stored in a database server and employed a deep
learning based classification method for finding of attacks & normal data. After the completion of the
classification task, estimate the parameters of the algorithms. The processing of a model is described as follows:
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Figure 1 proposed model of cyber security in cyber physical system
Data gathering:

In this phase collect data form different sources of physical devices in cyber physical system, the intrusion
detection process is employed on the gathered data to estimate existence of intrusion. To find intrusion in all data
employs DNN model. For the detection of intrusion design deep neural network of hidden layer M=4. The design
classification algorithm has two class one is attack class and other is normal class. For the processing of activation
function RLU is employed. The non-linear relationship of algorithm describes as two variables K and Ki+1

Ki+1=380wki +5) e verene e (1)

where and & is the activation function ,W and b are the model parameters. K and Ki+1 are variables that come
from layers. the deep neural network, a multilayer neural network argument with advanced learning. The network
categorization is defined as y=f(u). The definition of the network function process is

K1= 81(wlu+bl)
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k2=42(w2pl+h2)

Y= GL(wLpL-1+bL)

here L is number of layers

Process of training of Deep neural network

The connection of neurons defines the method of collected data
F,: R™ — R™, wherex; € R™

The set of data proceed in training

Hypothesis of error estimated by E

E=Hx)+v, vk=jsk+A4

where H;: B — R" is the relation of multilayer input.

Estimate trained pattern
xp= B = k) + &k
3 define learning factor as

k+A

xy = nrgmxin lx — x|l B + Z”HJE{-’:] — ¥ "R_i'_L

i=k
Algorithm
Define i = 0
whilei = Ldo
process the training of DNN network
{rp Tk e MM .G+ 1)1

k+p

Xy = arg mxl'.n ||.r - .1';_-"3_-—]' + Z "H_, *H_i'- ':J.':I ”P_i'_L

Estimate the class

Attacks = {Fsl(x_ ) =i} with k& € [i.M. (i + 1).M]
Measure i for next step

end

Processing of Blockchain
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After the detection of intrusions in gathered data, the secured transmission of image data is given in database
server. The Ethereum blockchain process is segmented into four distinct blocks, each securely transmitted and
stored in the cloud. These blocks contain the timestamp, the hash value of the oldest block, the most recent block,
and transaction information. Blockchain is an open, shared, decentralized digital ledger that has been applied to
many different types of transaction storing. Due to the fact that every block consists of the cryptographic value of
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the preceding block, an intruder record cannot be altered. Every transaction in the blockchain model is verified by
miners and cryptographically signed using a hash value. As illustrated in Fig. 2, it includes blocks of each
transaction as well as a repeated measure of the entire ledger. Blockchain provides the capacity to share,
distribute, safely, and trustable the data ledger in a decentralized manner. Using smart contract code, decentralized
storage, a kind of blockchain, is used to store the most data related to both recent and older blocks. LitecoinDB,
SiacoinDB, IPFS, BigchainDB, Swarm, and others have all applied for decentralized databases lately. The
Interplanetary File System (IPFS) is a shared, p2p, scattered database that forwards and links common files [16].

' | Block N-1 Header | |Hash of Block N-1| | 2sh ": Block| | payload |-
'| Block N Header Hash of Block N H“hrﬂ 15"’“" Payload |
.r m ® @ W W W W & & & = W w - m ®m & ® ® W = = & & & = 8 - & = = = ® & = ® ] " = = = L - L - L] - - L] -
. |Block N+1 Header Has“;‘: 15'“" Hash 0 Payload |:

Figure 2 blocks of Blockchain
IV. EXPERIMENTAL ANALYSIS

The simulation of the planned algorithm has been tested in several scenarios. The process of simulation uses
MATLAB software version 2018R. For the validation of the algorithm, it employed two intrusion detection
datasets, such as the NSL-KDD 2015 and CIDDS-001 datasets [7]. The NSL-KDD dataset involves 125,973
instances with 41 characteristics and two classes, whereas the CIDDS-001 dataset encompasses 1,018,950
instances by 14 attributes and two classes. To assess the efficiency of the proposed methodology in cyber-physical
security systems, it is compared against established algorithms like DBN, DNN, and RNN. The algorithms'
performance is evaluated in context on metrics such as sensitivity, accuracy, specificity, and F-score as referenced
in [35, 36, 37].

Total No.of Correctly Classified Instances
Accuracy = x® 100

Total No.of Instances

Sensitivity = —— x 100
cpe e TN .
Specificity = e 100

TP

F-— e —
SCOT€ = TP+ FN + FN

110



100

99.5

99

98.5

Accuracy

Figure: 3 performance analysis of Accuracy and Number of attributes of using method Proposed, DBN, DNN, and

100

J. Electrical Systems 19-2 (2023): 105-115

—#— proposed

~—9—DBN
DNN

=6 RNN

4

4

1
15 20
Number of attributes

RNN, and NSL-KDD 2015 dataset.

25

99

98 =

Precision

96

95 H

94

97 -

=& proposed
=== DBN
DNN

—&— RNN
I

<

Figure: 4 performance analysis of precision and Number of attributes of using method Proposed, DBN, DNN, and

994

15

N

25 3 35 4
Number of attributes

RNN, and NSL-KDD 2015 dataset.

98 -

(]

== proposed

=¥ DBN
DNN

—6— RNN

Figure: 5 performance analysis of Recall and Number of attributes of using method Proposed, DBN, DNN, and

20

1
25 30
Number of attributes

RNN, and NSL-KDD 2015 dataset.

35



J. Electrical Systems 19-2 (2023): 105-115

== proposed
=—fp— DBN
95 DNN
—8— RNN

15 20 25 30 35
Number of attributes

Figure: 6 performance analysis of F-score and Number of attributes of using method Proposed, DBN, DNN, and
RNN, and NSL-KDD 2015 dataset.
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Figure: 7 performance analysis of Accuracy and Number of attributes of using method Proposed, RNN, DNN, and
DBN, and CIDDS-001 dataset.
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Figure: 8 performance analysis of precision and Number of attributes of using method Proposed, RNN, DNN, and
DBN, and CIDDS-001 dataset.
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Figure: 10 performance analysis of F-score and Number of attributes of using method Proposed, RNN, DNN, and
DBN, and CIDDS-001 dataset.

V. CONCLUSION & FUTURE WORK

This paper intends an innovative method for secure anomaly detection with blockchain and a deep neural
network-based classification algorithm. The process of the proposed model consists of several sequences, such as
data gathering, anomaly detection, and the creation of blocks. Comparing the proposed system with the current
system reveals a number of security flaws. The proposed system provides good accuracy, demonstrating a
favourable perception of the performance factor. Additionally, the outcomes are maintained through the use of
blockchain technology, which inherits characteristics such as transparency, immutability, and crypto-hash-based
connectivity. By taking into account certain parameters like F-score, recall, and precision, the planned system is
also equated with the current system. Further, the proposed algorithms were tested on two reputed datasets, NSL-
KDD15 and CIDDS001. The results of the suggested algorithm is matched with other deep learning algorithms
like RNN, CNN, & DNN. In the future, we will employ feature optimisation algorithms using swarm intelligence.
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