J. Electrical Systems 20-10s (2024): 6443-6448

1 Marouane Ben Fraud Detection in Financial

Boubker * Transactions Using Machine Learning

*Tarik Elmettat with Oversampling Techniques: A  Journalof
3 Ahmed Eddaoui Electrical

Case Study of a Moroccan Bank Systems
4Sara Ouahabi

Abstract: - Fraud detection in financial transactions is essential for ensuring the security and integrity of financial systems. This research
applies machine learning models to detect fraudulent transactions in a highly imbalanced dataset from a Moroccan bank, where fraudulent
transactions account for only 1.8% of the total records. To address this imbalance, oversampling techniques, specifically SMOTE
(Synthetic Minority Over-sampling Technique), were applied. The study implements various machine learning models such as Random
Forest, Support Vector Machines (SVM), Logistic Regression, and Gradient Boosting, which have been widely discussed in recent
literature. The performance of these models is evaluated using precision, recall, F1-score, accuracy, and ROC-AUC. Gradient Boosting,
combined with SMOTE, emerged as the most effective model in detecting fraudulent transactions. This paper includes detailed definitions
of machine learning techniques, a review of related literature, and a comprehensive comparison of the models used.
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I. INTRODUCTION

In financial systems, fraud detection plays a critical role in preventing losses and protecting consumer data.
Fraudulent transactions, however, represent only a small fraction of total transactions, resulting in a class imbalance
problem, which complicates the task of detecting fraud using machine learning models. Fraudulent transactions, by
nature, are rare events, but they have a disproportionately large financial impact

Building on our previous work, a comprehensive study on credit card fraud prevention and detection [1], this paper
focuses on experimenting with several machine learning models and their ability to handle class imbalance using
oversampling techniques. Specifically, this study employs SMOTE (Synthetic Minority Over-sampling Technique)
to increase the number of fraudulent transaction samples, thus improving the performance of machine learning
models. This experimental study leverages key machine learning models, including Random Forest, Support VVector
Machines (SVM), Logistic Regression, and Gradient Boosting. These models were selected based on their
successful application in similar tasks within recent literature [2][3].

Obijectives

° To apply various machine learning models to predict fraudulent transactions in an imbalanced dataset.
° To implement SMOTE to address class imbalance.

° To evaluate model performance using precision, recall, F1-score, accuracy, and ROC-AUC.

° To provide a comparative analysis of the effectiveness of these models in detecting fraud.

Il. RELATED WORK

The field of fraud detection has witnessed considerable progress with the advent of machine learning techniques.
Prior studies, such as those conducted by Dal Pozzolo et al. [4] and Garcia et al. [5], highlighted the importance of
handling imbalanced datasets in fraud detection. Ensemble models like Random Forest and Gradient Boosting have
been consistently effective for classification tasks in imbalanced data scenarios [6][7].
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Additionally, oversampling techniques like SMOTE have become widely used to mitigate the effects of class
imbalance, as demonstrated in the works of Chawla et al. [8] and more recent studies focused on improving fraud
detection [9][10]. Machine learning models, particularly Support Vector Machines (SVM) and Logistic Regression,
have also shown success in fraud detection tasks, but their effectiveness can be limited by severe class imbalance
without proper data handling techniques [11][12].

I11. DATASET DESCRIPTION

The dataset contains 17,561 financial transactions from a Moroccan bank. Each transaction is characterized by
several features, such as transaction code, transaction amount, merchant details, and whether the transaction is
legitimate or fraudulent. Below are the key statistics of the dataset:

3.1 Key Dataset Attributes
° Transaction: A unique identifier for each transaction.

° Transaction Code: The target variable representing the type of transaction. Certain codes indicate
fraudulent transactions.

° Transaction Message: A message providing details about the transaction status (e.g., "Transaction
successful™).

° Merchant Name: The merchant's name.

° Merchant Country: The country code of the merchant.

° Transaction Amount: The value of the transaction in Moroccan Dirhams (MAD).

3.2. Dataset Statistics

° Total Records: 17,561

° Unique Transaction Categories: 16

° Fraudulent Transactions: 1.8% of the dataset

° Most Common Transaction Category: Code 90, representing ~90% of the dataset (legitimate transactions).
° Transaction Amount Range: 1 MAD to 100,000 MAD

° Number of Unique Merchants: Over 100

3.3 Dataset Visualizations

° Transaction Code Distribution

This chart highlights the class imbalance, where legitimate transactions (code 90) dominate the dataset.
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Figure 1 Transaction Code Distribution
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° Transaction Amount Distribution
Most transactions involve smaller amounts, but a few high-value transactions are present.
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Figure 2 Transaction Amount Distribution
° Merchant Country Distribution

The chart shows the geographic spread of transactions based on the merchant's country.
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Figure 3 Merchant Country Distribution
° Proportion of Fraudulent vs Non-Fraudulent Transactions

This pie chart shows that fraudulent transactions make up only 1.8% of the total.
Proportion of Fraudulent vs Non-Fraudulent Transactions
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Figure 4 Proportion of Fraudulent vs Non-Fraudulent Transactions

6445



J. Electrical Systems 20-10s (2024): 6443-6448

IV. MACHINE LEARNING MODELS
4.1. Random Forest

Random Forest is an ensemble learning technique that builds multiple decision trees during training and outputs the
mode of the classes for classification tasks. It combines bagging and randomness in feature selection to improve
prediction accuracy and reduce overfitting [13]. Random Forest has been widely used in fraud detection due to its
robustness in handling noisy datasets and its ability to model complex interactions between features.

4.2. Support Vector Machine

SVM is a supervised learning model that seeks to find the optimal hyperplane that maximally separates the classes
in the feature space [14]. SVM performs well in high-dimensional spaces, making it particularly effective for fraud
detection tasks where the feature space is complex. In imbalanced datasets, SVM's performance can be enhanced
using techniques like SMOTE [15].

4.3. Logistic Regression

Logistic Regression is a linear model used for binary classification tasks. It estimates the probability of an event
occurring based on a set of independent variables. Logistic Regression has been extensively used in fraud detection
but may struggle with highly imbalanced data unless coupled with oversampling techniques like SMOTE [16].

4.4. Gradient Boosting Classifier

Gradient Boosting is an ensemble learning technique that builds models sequentially, with each new model
correcting the errors made by the previous one. It has been shown to perform well on imbalanced datasets by
focusing on difficult-to-predict cases [17]. Gradient Boosting has gained popularity in fraud detection due to its
high predictive accuracy and ability to handle complex datasets.

V. METHODOLOGY: HANDLING CLASS IMBALANCE WITH SMOTE

To address the class imbalance problem, this study applies SMOTE (Synthetic Minority Over-sampling Technique).
SMOTE generates synthetic samples of the minority class (fraudulent transactions) by interpolating between
existing minority class instances. This helps balance the dataset and improves the model's ability to detect fraudulent
transactions.

VI. PERFORMANCE METRICS

To evaluate the performance of the models, we used the following metrics:

Table 1. Performance Metrics

Metric Definition

Accuracy Proportion of correctly predicted instances.

Precision Proportion of true positives out of all predicted positives.

Recall Proportion of true positives out of all actual positives.

F1-Score Harmonic mean of precision and recall, useful for imbalanced datasets.

Confusion Matrix A table showing true positives, false positives, etc.

ROC Curve (AUC) Area under the curve representing the trade-off between true positive and false
positive rates.

6.1. Results and Comparison
Model Accuracy Precision Recall F1-Score AUC
Random Forest 97.7% High High High 0.96
Support Vector Machine 93.2% Moderate High Moderate 0.87
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Logistic Regression 92.5% Moderate Moderate Moderate 0.86

Gradient Boosting 98.1% Very High Very High Very High 0.98

6.2. Random Forest Classifier

Random Forest performed well, achieving high precision and recall. SMOTE improved its ability to detect
fraudulent transactions.

6.3. Support Vector Machine (SVM)

The SVM model showed a noticeable improvement in recall after applying SMOTE, detecting more fraudulent
transactions. However, its precision was slightly lower compared to ensemble methods like Random Forest and
Gradient Boosting. SVM can struggle with noisy data in highly imbalanced datasets, but SMOTE significantly
enhanced its overall performance.

6.4. Logistic Regression

Logistic Regression, though often used in binary classification tasks, showed moderate performance in detecting
fraudulent transactions. The application of SMOTE helped improve recall, but its ability to predict fraud accurately
was still limited compared to more sophisticated models like Gradient Boosting.

6.5. Gradient Boosting Classifier

Gradient Boosting consistently outperformed the other models, achieving the highest scores across all metrics. With
SMOTE, it demonstrated excellent recall and precision, making it the best-suited model for detecting fraudulent
transactions in imbalanced datasets. Its sequential learning process allowed it to focus on correcting errors, leading
to superior results.

VII. CONCLUSION

This study applied several machine learning models to detect fraudulent transactions in a real-world financial
dataset. The key findings include:

Gradient Boosting emerged as the most effective model for detecting fraudulent transactions, handling the class
imbalance well.

Random Forest also performed strongly, with class weighting significantly improving the detection of fraud.

Support Vector Machine (SVM) and Logistic Regression were less effective in handling the class imbalance but
still provided moderate performance.

VIII. FUTURE WORK
Further research could explore the following areas:

° Hybrid sampling techniques: Combining oversampling with under sampling or using more advanced
techniques such as ADASYN or Borderline-SMOTE to improve the quality of synthetic samples.

° Anomaly detection models: These models may be better suited to identifying rare fraudulent transactions
in imbalanced datasets.

° Deep learning models: Given their ability to capture complex patterns, models such as Recurrent Neural
Networks (RNNs) or Convolutional Neural Networks (CNNSs) could be explored for fraud detection.
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