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Abstract: - Today, cyber-attacks have become more severe and frequent, which calls for a new line of security defenses to protect against
them. So, to preserve the organizations' details from cyber threats, many research works use different proactive defense mechanisms. But
the attacks that are present in the machine learning (ML) model provide misclassification results. So, this research methodology proposed
an integration of Explainable Artificial Intelligence (XAl) with Ordinary Differential Deep Recurrent Unit Neural Network (OD-DRUNN)
for a proactive defense mechanism in cyber-security for organizations. Initially, the input data is pre-processed and the features are
extracted. From the extracted features, the traffic pattern and user behaviors are analyzed using the Minimum Parameterized Muller
Spanning Tree (MPMST) approach. Then, the obtained traffic pattern, user behavior, and the extracted features are given as input to the
OD-DRUNN classifier. Then, the output is displayed with XAl. With the help of XAl output, the attack in the ML model is neglected.
After that, the severity is assessed for the abnormal types using the potential level score. If the severity level is high and moderate, then
security is ensured by the Cycloid Curved Optimized Cryptography (2COC) algorithm and stored in the blockchain. Otherwise, it follows
normal security procedures for storage. The proposed methodology achieves 99.2% accuracy in potential vulnerability detection.

Keywords: Ordinary Differential Deep Recurrent Unit Neural Network (OD-DRUNN), Cycloid Curved Optimized
Cryptography (2COC), Minimum Parameterized Muller Spanning Tree (MPMST), Explainable Atrtificial Intelligence
(XAI), Proactive defense mechanism, Cyber-security, and Cyber threats.

I. INTRODUCTION

In this world, innovations are increasing in the digitalization of the organization. But digitalization poses a challenge
related to cyber threats in organizational security [15]. So, several organizations, such as banks, customer services,
and so on are considered cyber-security services. Cybersecurity has become a priority on the agenda of the
leadership of public and private organizations [6, 7]. However, cyber threats are continuously increasing in the
cyber security service. So, it is crucial to continuously enhance cyber security networks to stay ahead of potential
attackers [12]. Cyber-attacks and defense frameworks offer numerous ways to protect systems and networks from
threats [11]. The threats mainly originated from online sources, including viruses, Trojans, worms, spam, and
botnets [1]. For protection, two different mechanisms are used, such as protective and active mechanisms. Proactive
defense can predict potential vulnerabilities and threats, and active mechanisms detect the presented vulnerabilities
[5]. Organizations severely need a proactive defense mechanism because if the attack is influenced in the
organizations’ network, then the attack is spread all over the network [13]. Various Artificial Intelligence (Al) and
Machine Learning (ML) techniques have been explored for the proactive defense mechanism of organizations [13].
Also, existing methodologies also presented different defense mechanisms but those were inadequate to prevent
various types of attacks [20]. So, this research methodology presented the integration of XAl with OD-DRUNN for
proactive defense mechanisms in cyber-security.

A. Problem statement

. None of the existing research explained the vulnerability detection description process for the attack in
ML of cybersecurity for organizations.

. The existing [3] might provide inaccurate results during the dynamic behavior of the user.
. The existing [8] was lacking in the extraction of features of encrypted data in potential vulnerability
prediction.
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. Existing [18] failed to assess the potential of attack severity level assessment-based data preservation for
organizations.

B. Objectives

+ The XAl is used with the OD-DRUNN for assessment of attack in ML.

* The user’s dynamic and static patterns are analyzed by utilizing MPMST.

» The features are also extracted from encrypted data.

 To predict the severity level by potential level score and preserved by utilizing 2COC.

The structure of the paper is organized as follows, in section 2, the existing works are explained, in section 3, the
proposed research is explained, and in sections 4 and 5, the result and conclusion phase is given.

Il. RELATED WORK

Almahmoud et al.[3] introduced a Machine Learning (ML)-based model for cyber-attack detection. The framework
was completely automated and quantitative using the ML model. In experimental assessment, the presented research
framework achieved higher performance than the conventional model.

Alevizos et al.[2] recommended the Cyber Resilience Index (CRI), a TTP-based probabilistic approach to quantify
an organization's defense effectiveness against cyber-attacks (campaigns). The result showed that the model
achieved better performance than the conventional model.

Xing et al.[18] presented a hierarchical network security measurement and optimal active defense in the cloud
computing environment. The hierarchical analysis calculated the relative importance weights of similar evaluation
factors. Experimental results showed that the security of the network was increased than the conventional model.

Dekker et al.[8] developed a Threat-Intelligence (T1) driven methodology for cyber security analysis. The quality
of the decision-making process was enhanced by utilizing casual graphs. The presented methodology achieved
higher performance than the conventional methods. However, it didn’t ensure the security of the data within
organizations. So, it might affect the performance of the framework.

Rehman et al.[14] suggested a proactive defense framework for security analysis. The framework was a
combination of Moving Target Defense techniques with cyber deception. The simulation result demonstrated the
approach to mitigate the impact of attacks while maintaining high-performance levels in 10T networks. However,
the scalability wasn’t flexible.

IIl. TABLE 1: ANALYSIS OF STATE-OF-THE-ART WORKS

Author’s name Paper title Contribution Technique used Limitations Remark
Almahmoud et A holistic and The study presents a The research employs a Bayesian The model's accuracy This proactive approach
al.[3] proactive machine learning- Long Short-Term Memory (B- may be affected by the | to cyber threat prediction
approach to based approach for LSTM) model with an encoder- quality and availability offers valuable insights
forecasting long-term prediction decoder architecture. It utilizes of input data. for cybersecurity
cyber threats of cyber-attacks, multiple data sources, including planning, allowing
enabling proactive incident reports, scientific It may struggle with agencies to prioritize
planning and resource literature mentions, social media predicting entirely new, resources and develop
allocation for data on armed conflicts, and public zero-day attacks. defensive measures
cybersecurity holiday information. against potential future
agencies. The approach relies on attacks. However, it
historical data and should be used in
patterns, which may not conjunction with other
always reflect future security measures and
trends. expert knowledge for
comprehensive
cybersecurity strategies.
Alevizos et TTP-Based The study introduces The research employs a Partially The model's accuracy The CRI framework
al.[2] Cyber a Cyber Resilience Observable Markov Decision depends on the quality offers a dynamic,
Resilience Index (CRI) Process (POMDP) approach, and availability of quantifiable metric for
Index: A framework that incorporating MITRE ATT&CK threat intelligence data. | assessing cyber resilience,
Probabilistic quantitatively framework and threat intelligence providing organizations
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Quantitative
Approach to
Measure
Defence
Effectiveness
Against Cyber
Attacks

measures an
organization's defense
effectiveness against
cyber attacks using
threat intelligence and
probabilistic
modeling.

to model attack flows and calculate
the CRI.

It may require
significant
computational
resources for practical
implementation.

The approach focuses
on known attack
patterns and may not
fully account for novel
or zero-day attacks.

with actionable insights
for improving their
security posture. It
addresses limitations of
existing methodologies by
integrating threat
intelligence and
probabilistic modeling,
offering a more
comprehensive and
adaptable approach to
cybersecurity assessment.

Xing et al.[18]

Hierarchical
Network
Security

Measurement
and Optimal
Proactive
Defense in
Cloud
Computing
Environments

The study introduces
a hierarchical
network security
measurement and
optimal proactive
defense system for
cloud computing
environments, using
risk values as
indicators to evaluate
security situations.

The research employs a
combination of methods,
including:

*A Partially Observable Markov
Decision Process (POMDP)
approach
* Fuzzy logic for risk assessment
*Hierarchical analysis for
calculating importance weights of
evaluation factors
*A cloud platform posture fusion
algorithm for multi-region cloud
platforms

The model's accuracy
depends on the quality
of input data and expert
judgments.

It may require
significant
computational
resources for large-
scale networks.

The approach primarily
focuses on known
vulnerabilities and

threats.

This hierarchical
approach to network
security measurement in
cloud computing
environments offers a
comprehensive and
adaptable framework for
assessing and improving
cybersecurity posture. It
integrates multiple
techniques to provide a
more nuanced
understanding of security
risks, enabling proactive
defense strategies.
However, its
effectiveness relies
heavily on accurate input
data and expert
knowledge.

Dekker et al.[8]

A threat-
intelligence
driven
methodology to
incorporate
uncertainty in
cyber risk
analysis and
enhance
decision-
making

The study introduces
a threat intelligence-
driven methodology
called TIBSA (Threat
Intelligence Based
Security Assessment)
to incorporate
uncertainty in cyber
risk analysis and
enhance decision-
making.

The research employs a
combination of methods,
including:

* Partially Observable Markov
Decision Process (POMDP)
approach
* Benefit-cost analysis (BCA) for
evaluating security control
effectiveness
* Scoring models for assessing
Tactics, Techniques, and
Procedures (TTPs)

* Integration of threat intelligence
data

1. The model's accuracy
depends on the quality
and availability of
threat intelligence data.
2. Significant expertise
may be required to
interpret results
accurately and
effectively.

3. The approach
primarily focuses on
known threats and
TTPs, potentially
overlooking novel
attack vectors.

TIBSA offers a
comprehensive
framework for assessing
cybersecurity risks by
incorporating threat
intelligence and
uncertainty factors. It
provides a more nuanced
understanding of an
organization's security
posture, enabling better-
informed decision-
making. However, its
effectiveness relies
heavily on the quality of
input data and expert
knowledge in interpreting
the results.

Rehman et
al.[14]

Proactive
defense
mechanism:
Enhancing loT
security through
diversity-based
moving target
defense and
cyber deception

The study introduces
a proactive defense
mechanism for loT
security, combining

diversity-based
Moving Target
Defense (MTD) and
cyber deception
techniques within an
SDN-based loT
framework.

The research employs:

* Diversity-based MTD to
periodically change system
components
* Cyber deception using decoy
nodes
* Hierarchical Attack
Representation Model (HARM)
for scalable security modeling
* Novel security metrics including
Attack Cost (AC), Return on
Attack (RoA), and Risk (R)

The effectiveness may
depend on the quality
of diversity
implementation and
decoy design.
Frequent adaptations
could potentially
impact network
performance and
service quality.
The approach may
require significant
computational
resources for large-
scale 10T networks.

This integrated approach
offers a promising
solution for enhancing
loT network security by
combining MTD and
cyber deception
techniques. It provides a
comprehensive
framework for assessing
and improving security
posture while addressing
scalability issues.
However, careful
consideration must be
given to balancing
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security improvements
with potential
performance impacts.

IV. PrRoPOSED OD-DRUNN-BASED PROACTIVE DEFENSE MECHANISM FOR CYBER-SECURITY

In this paper, the proactive defense mechanism is derived by using OD-DRUNN with an XAl approach for the
cyber-security of organizations. The structural design of the proposed research framework is displayed in Fig. 1.

Traffic Pattern Analysis

Dataset

—)
[
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 S—
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FI1G.1: STRUCTURAL DESIGN OF THE PROPOSED FRAMEWORK

A. Dataset

Initially, the input data is obtained from the dataset. The dataset contains user device details and packet details. The
initial input data is denoted as 2

B. Pre-processing

In this section, the null columns of the input data files are removed for reducing the training time of the threat
detection process. The null value removed data is represented as™i.

C. Feature extraction

Here, from "1, the features, such as user id, original host, response host, flow duration, forward packets total,
backward packets total, forward header size maximum, and so on are extracted.

1)

Where, 7« indicates the extracted feature set and @n defines the n-number of extracted features.
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D. Traffic Pattern Analysis

In this section, the traffic pattern of the data transfer is assessed in ¢ using the MPMST to improve the proactive
defence mechanism. The conventional MST model is a cost-effective approach. However, the complexity is very
high because the cycle in the graph and the edges are with the same weight. So, this research methodology uses the

Parameterized Muller function for the weight initialization for graph construction. At first, the graph % is

constructed by considering vertex Viand edgesEd .

5,(@)= (€. V,) )

)
Then, the weight ! value for the edges is assigned using the parameterized Muller function, which is derived in
equation (3),
Ed - Ed—l

“TE E
d-1 d-2

@)

According to the a)‘, graph is restructured. Then, whether the tree is formed or not is checked, and the checking
condition is presented in equation (4),

{A if tree == formed

N,  otherwise 4

Here, A denotes the formed tree for further process and N, specifies the discarded tree. The pseudocode of
MPMST is given below,

Pseudocode for MPMST

Input: @,
Output: Wy
Begin

InitializeV, , E4and @,
For each @, do
Construct 5g(we)
E, By
Ed—l - Ed—2

#constructed graph checking
if (tree = formed ){

AI
}else {
NI

}Yend if
End for

Estimate @, =
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Return Wi
End

By utilizing the connected edges of the tree, the traffic behavior is taken and it is denoted asW,; .

E. User Behavior Analysis

Here, from we, the user behavior is also analyzed to enhance the proactive defense mechanism using MPMST,
which is explained in section D above. The obtained user behavior is denoted as Bur .

F. Classification

In this section, the potential vulnerability threats are detected to preserve the cyber-security of organizations using

OD-DRUNN with the XAl approach. For detection of vulnerabilities, the combination of 7¢ ,W” , and Bir are

considered as input, which is denoted as “x_ The conventional DRNN remembers important things about the input

they received. But, DRNN has a vanishing gradient problem. So, this research methodology uses the Unit vector
function. Also, the conventional DRNN was challenging for large sequences. Therefore, this research methodology
uses the Ordinary Differential Equation based isolation of some repeated parameters stored in the memory. The
structure of the OD-DRUNN is shown in Figure 2.

I?OI.EI = {vaAnm}

Unit Vector

Recurrent (Ordinary
Differential Equation)

F1G.2: STRUCTURE OF OD-DRUNN

Originally, s given to the input layer. Then, the output of the input layer Soijs given to the hidden layer. In the
hidden layer, the recurrent connection of the previously hidden outcome is passed to the current hidden layer. Before
that, the previous connection parameters are isolated using an ordinary differential equation, which is derived in
equation (5),

d- j+H B

—J_i =aj) +a=""

dj (5)

i
Here, 1" indicates the previous stored parameters and & denotes the constant value. The final obtained parameter

t
is denoted as’ . Then, the derivation of hidden layer Bs and output layer °are given in equation (6), (7), and (8),
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By =x(¢-§oi+§0-8d—1+5) (6)
v,=By.p+e (7)
Sot = SOﬂmax (Ut) (8)

Where, K defines the activation function, ¢and € represent the weight and bias value, ' defines the function of

the output layer, and SOt indicates the softmax activation function. Finally, the gradient of the direction vG(cy)
is analyzed by unit vector, which is derived in equation (9),

Pl
VG(.)=1" el
C, else

ifG>y

9)

Where, VG(gD‘) denotes the gradient value of the functions, £ defines the hyper-parameter, and C indicates the

normal gradient function. The final outcome Mout g expressed in equation (10),

770ut = {Nm’ Anm} (10)

Here, N» denotes the normal class and A defines abnormal types, such as Bruteforce, Bruteforce-XML, Probing,
and XMRIGCC CryptoMiner. The pseudocode for the OD-DRUNN is given below,

Pseudocode for OD-DRUNN

~

N)
Input: X
Output: 770Ut = {Nm’ Anm}

Begin

Initialize gO‘, B, and %o

S
Foreach * do

s+ )
dJ_i :ajj+a=£t
Derive dJ
Estimate B, = K(gp.goi +¢.Byy + 5)
Perform output layer Sot
Derive G(gf)t)
i (G =2 )
G
vG(got) = Z_
G|
}else {
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VG(got) = CI
}Yend if

End for
UOUI = {Nm’ Anm}

Return
End

The XAl output is also obtained and the obtained output pattern is compared with the historical data pattern. If it is
varied, then the output is neglected and the input pattern is corrected; otherwise, the obtained output is considered
as final output.

G. Assessment of Severity

Here, the severity level of the obtained class is assessed using the polarity score = ¢, which is expressed in
equation (11),

wver ] (x(aN
s (S "

Where, 4 denotes the combination of the total number of output classes and probability of obtained output,

X (A“m) and Y(A“m) indicate the probability functions, I defines the total number of output classes. According to

the NS”, abnormal class is defined as low LW, high Hy , and moderate M. f L, is obtained, then normal security is
followed; otherwise, security is ensured by encryption with blockchain concept-based data storage.

H. Encryption

Here, Hs and M. classes of potential vulnerability threats related to input data £z are encrypted to ensure security
using 2COC. But signing with a broken random number generator compromises the key. So, this research
methodology uses the Tuna Swarm Optimization (TSO) algorithm for private key generation. It has unique and
efficient features. But the optimizer is affected by the pre-mature convergence problem. So, this research uses the
Bernoulli Distribution (BD) function for the determination of optimal individual selection in the updation process.
Also, in ECC, the same curve points are repeatedly generated for the different users. So, this research methodology
uses the Cycloid Curve.

[0, =z —sin(z))
Cn = {co2 = (1—cos(r)) W)

C
Here, ~ " defines the curve plot, “®and ©©2 indicate the co-ordinates 1 and 2, ! defines the radius, 7 is the

pc
radius angle. The public key § generation is displayed in equation (13),

s =cteo (13)

pr
Where, O denotes the point on the curve value, and 95 indicates the private key, which is generated using the
BD-TSO algorithm. First, the tuna are considered as the generated numbers. Then, the position of the initialized

population is derived, and it is denoted as’~. Then, the fitness is evaluated. Here, a higher security level is

considered a fitness function7L fit. Then, updation derivation in spiral foraging is derived in equation (14),
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best best
V1~(Gp +U~‘O'p —O'p‘)+V2-0'p

O =
ptl best best best
Vl-(ap +U-‘0'p —O'p‘)+V2-O'p71

(14)
V, =V +1-v). £
pMax (15)
V, =(1-V)-(1-V)-—£-
pMax (16)

best
Where, CTﬂ”signifies individual population of P +1 iteration, the current optimal individual is specifiedas # , Vi
and V- are weight coefficients, U specifies the distance parameter, # denotes the current iteration, Pwax s the

maximum iteration, and V defines the constant value. Then, the population position is updated in the parabolic
foraging mechanism, which is derived in equation (17),

o+l (o) —0 )+, | - (0" ~0,), ifl <05
p+l . i >
¥l o, i, =05 (17)

¥, =pp (- p, ) (19)

(t) t
l; specifies the random number, Py specifies the probability parameter for the initialized population © , and

Here,
¥ defines the Bernoulli distribution function. Then, the input data is encrypted using equations (19) and (20),

Q, =¢,(H, M, )+rand = &% 20

Where, Q and Q, specify the ciphertext 1 and 2, and the random number is denoted as rand  The encrypted

data is securely stored in blockchain with delegate proof of stake concept. During data access by the authorized
person, the data is decrypted. The decryption process is expressed as,

SOZ(Hg’Me):QZ _‘fpr*Ql

The performance of the research approaches is analyzed in the further section.

(1)

V. RESULT AND DISCUSSION

Here, the performance of the proposed methodologies is evaluated, and the proposed framework is implemented in
the working platform of Python.

A Dataset description

For the performance assessment, the research work uses the HIKARI-2021 datasets, which are publically available,
and the source link is provided under the reference section. Here, 80% of the data is used for training purposes, and
the remaining 20% is used for testing purposes.

B. Performance analysis

1) Performance analysis of behavior and traffic pattern analysis
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Here, the performance of the proposed MPMST is compared with the existing MST, B-Tree, Splay tree, and block
tree.

1250 -

1000 -

750 +

Tree Construction Time (ms)

-
=] =]
L L

0 T T T T T
Proposed MPMST MST B-Tree Splay tree Block tree
Techniques

F1G.3: TREE CONSTRUCTION TIME ANALYSIS

The tree construction time of the proposed and existing methodology is graphically displayed in Figure 3. The tree
construction time of MPMST is 856ms, which is lower than the conventional model because the weight is initialized
by the Parameterized Muller function.

2) Performance analysis of classification

In this subsection, the performance of the proposed OD-DRUNN is analyzed with the existing Deep Recurrent
Neural Network (DRNN), Convolutional Neural Network (CNN), Deep Learning Neural Network (DLNN), and
Acrtificial Neural Network (ANN).

TABLE 2: PERFORMANCE ANALYSIS OF PROPOSED AND EXISTING CLASSIFIERS BASED ON STATISTICAL METRICS

Metrics Proposed OD-DRUNN | DRNN CNN DLNN ANN
Precision 98 95.9 92 90 89.6
Recall 97.9 94.6 92.2 89.7 87
F-measure 98.4 95.6 921 90.3 88.3
Accuracy 99.2 97 95.3 92 88.3
McCC 98.1 96 93.3 91 89.3
FNR 0.0591 0.0854 | 0.1078 0.1248 0.1305
FPR 0.0624 0.0962 | 0.1145 0.1296 0.1452

Table 2 shows the classification performance of the proposed and existing classifiers in terms of precision, recall,
F-measure, accuracy, Mathew’s Correlation Coefficient (MCC), False Negative Rate (FNR), and False Positive
Rate (FPR). Here, the accuracy of OD-DRUNN is 99.2%, which is higher than the existing research methodologies
because the vanishing gradient and long sequence challenges are solved by unit vector function and ordinary
differential equation. For the remaining metrics, the OD-DRUNN also achieved higher performance.
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FIG.4: GRAPHICAL PLOT FOR (A) TRAINING TIME, AND (B) PACKET DELIVERY RATIO ANALYSIS

Figure 4 displays the graphical plot for training time and packet delivery ratio. Here, the training time of the OD-
DRUNN is 48762ms, which is lower than the existing methodologies. The packet delivery ratio of the proposed
approach is 97.8%, which is higher than the existing methodologies.
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F1G.5: PICTORIAL REPRESENTATION OF ERROR ANALYSIS

5767



J. Electrical Systems 20-3 (2024):5757-5770

The error value of the proposed OD-DRUNN is analyzed with the existing classifiers based on Mean Square Error
(MSE), Mean Absolute Error (MAE), and Root MSE (RMSE). The OD-DRUNN has 1.8 MSE, 2.2 MAE, and 2.9
RMSE, which is lower than the existing research methods.

3) Performance analysis of security

Here, 2COC is analyzed with the Elliptic Curve Cryptography (ECC), Rivest Shamir Adleman (RSA), Data
Encryption Standard (DES), and EIGamal approaches.

TABLE 3: SECURITY ANALYSIS

Methods Security level (%)
Proposed 2COC 98.8

ECC 95

RSA 93.2

DES 90.3

ElGamal 88

The security level of the proposed and existing research methodologies is shown in Table 3. The security level of
the 2COC is 98.8%, which is higher than the existing methods. Because, the key compromising problem is solved
by using the BD-TSO, and the curve is plotted by utilizing a cycloid curve. The average security level of the existing
research methods is 73.3%, which is lower than the proposed methodology.

2000
1750 4
1500 4 XA ’V,
4
= 1250 4 :‘: }:‘4
2 % 9
& 1000 - <X G
] i o
750 .‘ Proposed 2COC
<X ECC
500 1 .’.‘4 BV RSA
250 »"‘ DES
. !!!’: Lfammal
Encryption Decryption
Metrics

FIG.6: ENCRYPTION AND DECRYPTION TIME ANALYSIS

Figure 6 displays the encryption and decryption time analysis. The time taken for the encryption and decryption by
2COC is 986ms and 997ms, which is lower than the existing research methods. The average encryption and
decryption time for the existing methodologies are 1662ms and 1686.5ms, respectively.

C. Comparative analysis

TABLE 4: COMPARATIVE ANALYSIS OF PROPOSED AND STATE-OF-ART WORKS

Author’s name Methods Accuracy Precision | Recall | F-Measure
Kure et al.[10] Decision Tree (DT) 93% - - -
Alqudhaibi et al.[4] Linear classifier 66.25% 18.25% 36% 13%
Yeboah-Ofori et al.[19] ML model 66% - - -
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Kim et al.[9] System-independent data- - - - 0.628
driven approach

Thapa et al.[16] Deep Learning (DL) based 96.62% 0.93 0.93 0.93
Ensemble models

Proposed model XAl with OD-DRUNN 99.2% 98% 97.9% 98.4%

Table 4 shows the comparative analysis of the proposed and existing research frameworks based on precision,
recall, F-measure, and accuracy metrics. Based on all the metrics, the proposed methodology achieved higher
performance than the existing methods because it preserves the data by XAl and improves the DRNN. The existing
DL-based ensemble model achieved 96.62%, which is higher than the other existing methods but is also lower when
compared with the proposed model.

VI. CONCLUSION

This paper proposed an OD-DRUNN with XAl of proactive defense mechanism in the cyber-security of
organizations. Here, the performance of the proposed methodology was assessed with the existing conventional
methods and state-of-art works. Based on both comparisons, the proposed approaches achieved higher performance.
The accuracy, packet delivery ratio and training time of the OD-DRUNN were 99.2%, 97.8%, and 48762ms,
respectively. Also, the error value was also lower for the proposed methodology. Hence, it showed that the research
was highly helpful for real-time potential cyber threat detection.

Future scope: However, the framework concentrates on specific threats only. In the future, the proposed research
will be enhanced by considering various potential threats in proactive defense mechanisms.
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