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Abstract: - The rapid advancement of information technology has completely transformed the healthcare sector, demanding creative
solutions to tackle a wide range of challenges. Electronic Health Records (EHR) are essential in contemporary healthcare systems, enabling
the storage, retrieval, and sharing of data about patients among healthcare providers. Ensuring the confidentiality and safety of EHR data
is a major challenge because of the sensitive nature of health-related information and the growing number of cyber threats. Our paper
introduces a new framework for enhancing the security of Electronic Health Records by leveraging the use of blockchain technology and
the Inter Planetary File System (IPFS). The framework utilizes the immutability and decentralized nature of blockchain to guarantee data
integrity and audibility, while IPFS offers a distributed and resistant tamp storing solution for data stored off-chain. Explaining the structure
of our proposed framework, which involves combining blockchain and IPFS components, and examining how it tackles important security
and privacy issues in EHR systems. Furthermore, a demonstration of the framework's implementation is provided, along with an assessment
of its performance, scalability, and security aspects. The study illustrates the potential and success of utilizing blockchain and IPFS to
secure Electronic Health Records, leading to improved data security and compatibility in healthcare systems.

Keywords: Electronic Health Records, Blockchain, InterPlanetary File System (IPFS), Security, Privacy, Data Integrity,
Decentralization, Healthcare Systems.

1. Introduction

In recent years, the volume of digital data has been growing rapidly, doubling annually and significantly impacting
our daily lives. It is evident that data is the key driver of the future economy. Big companies need increasing
amounts of data as the use of machine learning algorithms improves[1]. The social media industry is currently
experiencing criticism for the sale of user data. In the future, major corporations and large companies might be
willing to pay for access to our data, given its inherent value. Ensuring a private and secure access control designs
is crucial in the healthcare sector. In the era of big data, vast amounts of health information are stored and accessed
over the Internet. Cloud networking is becoming more and more essential in this process[2].

Despite being user-friendly and dependable, traditional EHR (electronic health record) systems pose various
privacy and security concerns. Health records are filled with sensitive information regarding patients and their
diagnoses, making it one of the most critical data collection methods. HR data is now more vulnerable to breaches
because of the internet and digital healthcare system advancements. It is important to consider the safety and
confidentiality of EHR data when evaluating a decentralised and trust-based approach.

Nevertheless, obstacles remain, such as storing and processing information, and security. The framework we have
developed tackles these challenges by combining blockchain technology for health record security and IPFS for
decentralised storage[3].

However, blockchain is viewed as a trustless system; it does assume certain factors such as device security and
the intentions of the miners. Eliminating these trust elements can be categorised under zero trust architecture.
There have been few studies exploring the combination between blockchain technology and zero trust principles.
A model was proposed in reference that utilises blockchain technology to enable the implementation of the zero
trust framework. This framework primarily emphasised implementing a zero trust architecture, utilising
blockchain to guarantee access management, user authentication, and transaction security. In a separate study,
Samaniego and Deters introduced a model called Amatista, which integrates zero trust in blockchain to serve as
a middleware for loT devices[4]. This model utilised the zero trust structured mining process, where block and
validation of transactions occur at distinct trust levels.

Digitising patients data as well as streamlining clinical workflows has revolutionised the healthcare industry with
the widespread implementation of EHR (electronic health records). Nevertheless, conventional EHR systems are
frequently centralised and susceptible to data breaches, unauthorised access, and tampering. Securing and
safeguarding sensitive health data is crucial for upholding patient trust and meeting regulatory standards.
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Blockchain technology has proven to be a valuable solution for improving the safety and integrity of EHR systems
due to its decentralisation, immutability, and transparency. Storing EHR data on a distributed ledger can help
prevent unauthorised modifications, create an auditable trail of unauthorized access and changes, and facilitate
safe transmission of patient information between healthcare providers. Moreover, the Interplanetary File System
(IPFS) provides a decentralized and content-addressable storing solution that complements blockchain features.
It offers effective and tamper-resistant storing for off-chain data linked to EHRs.

Integration of Elliptic Curve Cryptography (ECC) in the suggested framework for Electronic Health Records
(EHR) improves the security and privacy of patient data stored on IPFS, while also utilizing blockchain technology
for the accuracy of data and auditability. This thorough method guarantees the protection of sensitive healthcare
information from unauthorized access, tampering, and data security breaches[5].

Despite being user-friendly and dependable, traditional EHR systems (electronic records) come with various
privacy and security concerns. Health records are repositories of highly confidential patient information and
diagnoses, making them one of the most sensitive forms of data collection. With the evolution of the internet and
digital healthcare systems, HR data has become more vulnerable to breaches . It is crucial to consider the safety
and confidentiality of HR data when evaluating a decentralized and trust-based approach.

Nevertheless, there are still obstacles to overcome, such as storing and processing data, as well as security. Our
framework aims to tackle these challenges by combining blockchain technology for medical record security and
IPFS for decentralized storage[6].

However, blockchain is viewed as a trustless system, although it does rely on factors such as device security and
the intentions of the miners. Eliminating these trust elements can be categorized under zero trust architecture.
There have been few studies exploring the combination of blockchain and zero-trust principles. A model was
proposed in reference that utilizes blockchain to enable the implementation of the zero-trust framework. This
framework primarily emphasizes implementing zero trust architecture, utilizing blockchain to guarantee access
management, user authentication, and transaction security. In a separate study, Samaniego and Deters introduced
a model called Amatista, which integrates zero trust in blockchain to serve as a middleware program for 10T
devices. This model utilized the zero trust structured mining process, where block and transaction verification
occur at distinct trust levels[7].

1.1 Functional and Non-Functional Requirements of EHR

To guarantee the efficiency, usability, and compliance of electronic health record (EHR) systems, it is crucial to
specify both functional and non-functional needs[8]. The functional and non-functional requirements which are
relevant to EHRs are broken down as follows:

Functional Requirements:

® Data Capture: Patient health data, such as demographics, medical histories, prescription histories, allergies,
test results, and treatment plans, should be able to be captured by the EHR system.

® Patient Management: Processes for patient registration, admission, discharge, and transfer should be supported
by the system. It should also make it possible to keep track of referrals, appointments, and patient interactions.

® Clinical Documentation: The development and administration of clinical documentation, such as progress
notes, diagnosis reports, plans for treatment, and summary of discharge, ought to be made easier by the EHR
system.

® Order Entry and Management: Electronic order entry and management for prescription drugs, lab tests,
imaging studies, treatments, and referrals should be available to healthcare practitioners[9].

® Decision Support: To help healthcare providers make well-informed decisions about patient care, the system
should include support for clinical decision features including alerts, warnings, and clinical guidelines.

® Interoperability: To ensure the smooth sharing of health data with different systems and organizations, the
EHR system should embrace standards for interoperability such as HL7 FHIR (Fast Healthcare Interoperability
Resources).

® Privacy and Security: To preserve the confidentiality, availability, and integrity of patient health information,
the system should abide by privacy and security regulations such those outlined in HIPAA (Health Insurance
Portability and Accountability Act).

Non-Functional Requirements:

2357



J. Electrical Systems 20-7s (2024): 2356-2368

® Performance: In order to support the demands of numerous users at once, the EHR system needs to be scalable
and responsive. It should guarantee prompt access to patient information with less latency and downtime.

® Usability: Healthcare professionals should find it simple to navigate, enter data, and obtain information from
the system with its intuitive workflow and user interface.

® Reliability: The EHR system must be dependable and always open to allow for constant access to patient
medical records. It should be equipped with reliable disaster recovery and backup systems.

® Compliance: The system ought to adhere to industry norms and legal mandates that oversee electronic health
records (EHRs), including Meaningful Use standards, HITECH (Health Information Technology for
Economic and Clinical Health Act), and HIPAA.

® Data Integrity: Patient health information should be accurate, consistent, and comprehensive according to the
system's procedures, which should include version control, audit trails, and data validation.

® Interoperability: To promote data interchange and interoperability, the EHR system should interact with
medical equipment, other healthcare IT systems, and external data sources with ease.

® Security: Strong authorization, control of access, encryption, and auditing should all be implemented by the
system to guard against cyberattacks, illegal access, and data breaches[10].

1.2. Traditional Electronic Health Record Systems

For the past few years, there have been boundaries in the level of care that health practitioners can provide due to

the lack of complete and accurate health records data[11]. This paper overlooks non-electronic options and solely

focuses on current Electronic Health Records (EHR). The EHR refers to a comprehensive digital record that

includes a patient's physical examination, medical history, investigations, and treatment details. Each hospital has

its own unique Record Management Software[12]. Some people opt for a company that provides cloud services,

others prefer storing data within in their databases, and some choose to store data in a format that meets insurance

agencies' requirements. The data usually stays on a server owned or leased by the hospital.
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Fig.1. Existing EHR
1.3 Classification of Security Incidents in EHR
Classifying security incidents with a focus on electronic health records, or EHRs is essential to comprehending
the various threats and vulnerabilities that may affect the availability, confidentiality, and integrity of patient
health information[12]. The following categorization applies to security incidents in EHRs:
Unauthorized Access:
e Summary: Unapproved individuals are able to access patient health records without proper authorization.
e For instance: Healthcare staff inappropriately accessing patient records.
e External attackers are taking advantage of vulnerable authentication mechanisms to gain unauthorised access
to EHR systems.
Data Breach: Description: The unfortunate occurrence of sensitive patient health information being disclosed to
individuals or entities who are not authorised to access it.
e Instances: Hacking attacks aimed at EHR databases with the intention of pilfering patient records.
e Instances of unauthorised parties receiving leaked patient information by insiders.
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Malware Infection:

e Description: EHR systems or devices are infiltrated by harmful software, which undermines their functionality
and security.

e Instances: Ransomware attacks that encrypt EHR data and demand payment for decryption.

e Malicious software has been discovered that is designed to surreptitiously obtain login credentials for
electronic health record (EHR) systems[13].

Phishing and Social Engineering:

e Explanation: Attackers employ cunning strategies to deceive individuals into revealing sensitive information
or carrying out harmful actions.

e Instances: Phishing emails that mimic genuine organisations in order to deceive healthcare personnel into
disclosing EHR login credentials[14].

e Social engineering attacks involve persuading employees to bypass security controls or disclose confidential
information.

Insider Threats:

e Description: Individuals who are trusted within an organisation may misuse their access privileges, either
intentionally or unintentionally, causing harm to the confidentiality, integrity, or availability of EHR data[15].

e Instances where employees improperly access patient records for their own benefit or out of personal curiosity.

e Careless actions resulting in unintentional removal or alteration of EHR data.

Denial of Service (DoS) Attacks:

e Attackers aim to disrupt the availability of EHR systems or services, hindering legitimate users from accessing
patient information.

e Instances: EHR servers becoming unresponsive due to Distributed Denial of Service (DDoS) attacks flooding
them with malicious traffic.

e Application-layer attacks can be a significant concern for EHR software, as they have the potential to overload
server resources and negatively impact performance[16].

Concerning Data Integrity Compromise:

e Unauthorised modifications or alterations have been made to patient health records, which has compromised
their accuracy and reliability.

e Instances of individuals without proper authorization altering patient records in order to hide medical mistakes
or instances of malpractice[17].

e Manipulating EHR data to alter treatment plans or insurance claims.

Physical Security Breaches:

e Description: Unauthorised access or theft of physical devices that store EHR data, such as computers, laptops,
or storage devices.

e Instances of laptops or mobile devices being stolen, which unfortunately may contain patient health
information that is not encrypted.

e Preventing unauthorized individuals from gaining physical access to EHR server rooms or data centers is of
utmost importance.

Through the classification of security incidents in EHRs, experts can delve into trends, pinpoint common attack

vectors, and devise strategies to minimize risks and bolster the security of EHR systems[18]. This classification

framework can provide valuable insights for the development of security policies, procedures, and technical

controls to effectively safeguard patient health information.

1.4 Major lIssues Arising from Existing Model

* The fragmentation of the patients' healthcare data. Patients transitioning between different healthcare providers

often results in the misplacement of their previous medical records. The data has to be spread out among the

different organizations. This leads to the fragmentation of the patient's medical information among different

hospitals, medical apps, and other healthcare providers[19].

* Transferring medical records from one organization to another can be quite challenging. Patients may encounter

difficulties accessing their health records, leading to the inconvenience of having to repeat tests at different

organizations.

* Difficulty in accessing crucial information during emergencies.

* Data leaks from healthcare facilities that sell patient information to companies for their own gain.
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» Hospital authorities are capable of manipulating data. Having access to health information of patients is
limited[20].

2. Literature Review
Numerous research projects have delved into the utilization of blockchain technology in the healthcare sector,
with a specific emphasis on enhancing the security of EHRs, managing patient consent effectively, and promoting
interoperability among various healthcare entities. In addition, there have been research endeavors to utilize
decentralized [21]storage solutions such as IPFS to tackle the scalability and privacy issues of conventional
medical information management systems. Nevertheless, current methods frequently do not have a complete
framework that combines blockchain and IPFS to offer full safety and confidentiality for EHRs[22].
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3. Proposed Framework

Figure 2 shows a graphic depiction of the suggested framework for the health care chain. Information requests are
sent from the Dapp to the fabric networks through the composer API, which is run by the Decentralised app
development admin[23]. The Angular framework can access data within an on-chain database on the basis of the
current state offered by the API by utilising the composer to make GET calls. The smart contract composer's
primary goal is to use blockchain technology to create decentralised applications. Network participants can use
chain codes, or smart contracts, to validate medical data submissions using the Hyperledger Fabric platform.
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Figure 2. Framework Proposal [24]
It was decided to use this technology for decentralised database systems. Hyperledger is used to store health
records, whereas Bitcoin was created for monetary transactions.
A blockchain with permissions driven by Hyperledger Fabric is part of the system architecture that allows web
apps for individual organisations with 3 peer nodes to be created. Three peer nodes are used by the organisation;
two serve as ordering nodes for registration of stakeholders and one as a verifying peer node. Different users of
this system have access to IPFS, the pertinent database, which is used for decentralised storage of information.
One way to verify the scalability of the system is to add more peers to different places on different machines[24].
Skilled contractors can use this framework for accessing and employing ledgers. Through the application's smart
contracting mechanism, peer nodes that have connections update the ledger. Peer nodes Pn0, Pn1, and Pn2 are all
three peer nodes in the organisation. These nodes each have copies of their smart contracts and their own
ledger[25].
3.1. Components of the framework
Our multi-tier framework includes the following essential elements:
3.1.1 Exploring Blockchain-Based Health Record Security

° Blockchain technology is used to maintain the truthfulness and immutability of health information. Every
transaction is securely connected to the one before it, forming an immutable chain of records[26].
° Smart Contracts: It regulate access control, enabling authorised parties to securely communicate with

EHRs. These contracts establish specific rules and permissions[27].

3.1.2. Decentralised Storage Using IPFS

° IPFS offers a decentralized cloud storage solution known as InterPlanetary File System. The health

information is encrypted, broken down, and distributed throughout the IPFS network to ensure both fault tolerance

and redundancy of data.

3.1.3. Access Control Security

e Our framework emphasises patient confidentiality and authority in the architectural design. Patients provide
access to their electronic health records using secure authentication methods[28].

e Emphasising Accountability and Transparency: Every access request and modification is securely recorded on
the blockchain, ensuring transparency and accountability.

BlocFERM -SC

The doctor gets the patient's permission before accessing the patient's IPFS health record. As shown in figure 3,

role-specific access control authorizations give the patient the ability to accept or reject requests from those who
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are authorised. The doctor can create, record, and examine patient records when the patient gives permission. The
patient wants to keep his record on file after the write operation[29]. The patient-centric health data for a given
session can only be viewed by researchers, pharmacists, and insurance agents inside this framework if their object
ID matches the owner's ID and the patient's information. A lab technician is permitted to amend the patient's
medical record after receiving clearance from both the patient and the physician. Via a smart contract, the
certificate authority provides policies, control of access, and protection agreements; all are managed by the
Hyperledger Network fabric[30].

By changing the settings for privacy, an individual can control the privacy of their private information. Prior to
being submitted to the medical record chain network, each level in our framework are configured to modify the
circumstances during the transfer of privileges to another authorised user[31].

BlocFERM Algorithm

4. Implementation

Our EHR framework prototype has been developed using open-source blockchain technology platforms like
Hyperledger Fabric[32], in addition to utilizing IPFS for decentralized storage. The prototype involves smart
contracts for overseeing patient consent, medical professional access, and sharing information permissions. We
performed performance evaluations to evaluate the scalability and effectiveness of our framework across different
workload scenarios[33]. Moreover, security assessments were conducted to pinpoint and address potential
vulnerabilities, guaranteeing strong protection against digital hazards and malicious activities. The system
effectively showcased the following:

e Ensuring Data Privacy: Healthcare professionals securely accessed patient records with authorization.

e Immutability: Health records are secure and cannot be altered thanks to blockchain-based validation.

e Decentralized Storage: IPFS guarantees data availability even in the face of network disruptions[34].

4.1 Ensuring that authorized users have access

Patients grant stakeholders access to their medical records in a regulated setting, allowing them to view, amend,
and limit access as needed. The ability to manage and limit access to one's medical information is provided to
patients by the ability to decide who is permitted access[35]. Furthermore, according to the job type and
permission type that have been mutually agreed upon by verified individuals, patients can authorise access to their
medical records. Patients can opt out of having their medical records shared with other providers of healthcare by
refusing to give specific doctors access to them. Smart contracts will respond to requests, validate them, update
data, and grant access permissions whenever users interact with the system. The step-by-step procedure for putting

role-based access control and privileges into place is shown in Figure 3[36].
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Figure 3. Access control with smart contract
Accessibility to the records, as illustrated in Fig. 3, is the responsibility of the data owners SC. When request has
been made, the data owner examines the records that the role-assigning SC posts on a public medium, such as a
database or website. The data owner verifies with the user that the role has been authorised and that the
permissions have been assigned. The user's credentials are authenticated using the data from the role-assigning
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SCI[37]. A user can access the records if they can demonstrate their legitimacy. Nevertheless, if the user cannot
be found in the role-assigning SC or does not meet the prerequisites, no privilege is awarded to them. The
authority granted to the role to grant access to users can also be withdrawn by the resource owner.
4.2 Evaluating performance
Medical records, particularly medical imaging data, tend to be quite extensive. Storing information directly in the
blockchain is not practical due to cost, space, and time constraints[38]. Therefore, the suggested system guarantees
scalability by storing the encrypted data off-chain in IPFS and only storing the appropriate IPFS hash in the
blockchain. To assess the system's performance and efficiency, we measured the time taken for retrieving the
image files from IPFS. While bigger files typically begin loading in 5 to 7 seconds, the complete image may
occasionally take up to 1 minute to appear on the screen[39]. The collected data has been depicted in a chart in
Fig. 4. Based on the chart, it's clear that there is a direct relationship between file size and latency. Larger files
result in longer retrieval times. On the other hand, retrieving the same files from IPFS for the second time is much
faster due to IPFS caching the data locally after the initial delivery, which helps reduce latency. Either way,
enhancements are necessary to efficiently retrieve larger files.
5. Results and Performance Analysis
A dataset retrieved from US health records, sourced from the Kaggle platform, encompassed a variety of images
and texts of varying lengths. These health records were employed for testing objectives. The performance of a
blockchain-based application was assessed using Hyperledger Caliper, a tool designed to gauge the efficiency of
Hyperledger technology. Caliper conducts an analysis of multiple metrics, including throughput, latency, and
success rates (averages, minimums, maximums, and percentiles). Additionally, it provides insights into resource
allocation, such as CPU memory, within the system[40].
The following metrics are used to obtain the outcome from Hyperledger Calliper reporting benchmarks:
1. Success and failure rates.
2. Transaction and read throughput.
3. Metrics for read/transaction latency (min, max, avg, %ile).
4. Use of resources (CPU, memory, and network).
An essential component of the suggested application is scalability. By requesting services from various numbers
of peers, the proposed architecture was put to the test. Initially, three peer nodes and one organisation were used
to assess the network's performance. In order to compare peers among nodes and finally ascertain the efficiency
of the system, the benchmark report was helpful.
The initial study measured transaction latency using a Hyperledger fabric[41]. The latency of a transaction can be
determined by measuring how long it takes to complete. It is dispersed throughout the network's nodes. The health
chain network's transaction latency may be computed when there are n nodes by using TrLn, TrCtn, and TrStn,
where TrLn denotes the transaction latency, TrCtn the network nodes' confirmation time, and TrStn the transaction
submission time in seconds. The link between TrLn, TrRCtn, and TrStn is depicted in Equation 1.

TrLn = TrCtn — TrStn @
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Figure 4. Latency of organization peer nodes for sample set of Transactions.
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The network ledger has been refreshed with eight batches of transactions within the organization, with peer nodel
processing transactions valued between 5 and 55, as shown in Figure 15. According to the configuration, the first
five transactions were handled within 101 seconds, while the subsequent 55 transactions took an average of 160
seconds. To determine transaction time, additional transactions ranging from 55 to 400 were included in the
experimental outcome[42].

In Figure (Throughput comparative analysis with 1 org), it is evident that the transaction success rate is greater
for the peer node of organization 1 compared to those of organization 2 and organization 3.
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Once assets are loaded and written into a database, the system evaluates the latency of these assets. In a blockchain
network comprising n nodes, As_Ln represents the Asset Latency. The response time, TrRsn, is quantified in
milliseconds, while the asset submission time, Tr_As_Sn, is also measured in milliseconds[43].
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Figure 5. Average time taken for asset submission and response.

Figure 5 illustrates the duration required for assets to be recorded in the blockchain utilizing a sample collection
of transactions. As a result, the system exhibits the ability to manage substantial data volumes with negligible
latency[44]. To scrutinize the variability in asset latency, the investigation was broadened to encompass a
spectrum of user counts spanning from 20 to 120, along with data sizes ranging from 200 k bytes to 20,574 k
bytes.

Conclusion and Future Directions

Presented in this paper is a new framework for enhancing the security of Electronic Health Records through the
utilization of blockchain and IPFS technologies. Our framework tackles important security and privacy issues in
EHR systems by utilizing the immutability and transparency of blockchain, along with the decentralized storage
capabilities of IPFS. By implementing a proof-of-concept and evaluating performance, we have shown the
practicality and success of our method in improving the security and integrity of EHR data. For upcoming projects,
we aim to improve our framework by delving into advanced cryptographic methods, maximizing resource
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efficiency, and incorporating new healthcare interoperability and data exchange standards. Our multi-tier
framework provides a promising solution for improving EHR security, privacy, and accessibility. Future tasks
include conducting scalability testing, ensuring interoperability with current systems, and incorporating user
feedback to enhance the implementation.
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