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Abstract: - Quantum protocols for generating shared secret keys represent an effective method of ensuring secure information transmission
using quantum communication channels. However, they are limited in scalability due to the physical constraints of quantum channels,
which necessitates the use of classical communication channels for exchanging information between participants. This leads to the necessity
of developing security threat models and network protection, especially in the case of hybrid networks, where quantum channels are used
alongside classical ones.

The peculiarity of constructing quantum key distribution protocols is associated with the costliness of implementation and implies the
inevitable use of classical communication channels for key distribution.

This paper addresses the task of ensuring the security of communication between subscribers not directly connected by quantum channels,
through intermediary nodes, and analyzes threats from internal and external adversaries. Special attention is paid to situations where both
types of adversaries have information about the processes and protocols in the network.

The paper examines widely used key distribution protocols employed in practice. It describes the main security requirements applied to
key distribution protocols, and presents the results of an analysis of the compliance of the discussed protocols with these requirements
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I. INTRODUCTION

Research into quantum computing is currently being actively pursued on a global scale. The development of
computers based on quantum computation models is anticipated to negatively impact various cryptographic systems
and key distribution protocols. While these quantum computers offer considerable benefits to information
technology, particularly when paired with artificial intelligence, they also pose the risk of being utilized as powerful
surveillance tools [1]. This has spurred a competition between quantum computers and the development of
quantum-resistant cryptographic techniques.

Quantum key generation protocol operates by utilizing a physical channel that allows the transmission of single
photons between two protocol participants. However, the process of key generation itself requires the presence of
a classical communication channel [2],[3], through which participants exchange public key information and
subsequently conduct further information exchange. Thus, participants of the quantum protocol are connected both
by a quantum communication network and a classical one.

Despite the reliability of such quantum communication, the quantum communication channel possesses a number
of operational limitations, preventing its application as an alternative to existing secure communication networks.
Specifically, connecting a large number of participants pairwise via quantum communication channels would be
physically impractical. Therefore, in practice, architectures resembling "stars" or various types of trees are likely to
be used.

Hence arises the challenge of ensuring secure communication among subscribers not directly connected by quantum
channels, through other subscribers who do have such channels. Moreover, the compromise of intermediate nodes
should not lead to the compromise of information transmitted between subscribers connected in the quantum
network through that node.

This challenge is pertinent even in cases where there are only two protocol participants, but they are located at
significant distances from each other, as in this scenario, due to the limitation on the length of the quantum channel
between the endpoints, intermediate nodes would need to be established [4]. Within the framework of the
considered model, such nodes can be equated to full-fledged protocol participants.
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To assess the security of such hybrid communication networks, it is necessary to construct a threat model defining
the capabilities of potential information security violators. Let's define such a model for an insider threat and an
external adversary. A significant difference between them lies in the fact that an insider threat has access to a
quantum communication channel with at least one legitimate user, and in the worst case scenario, if they are the
center of a network built according to the "star" topology, they have access to all quantum communication channels
of other users. Meanwhile, an external adversary may possess significant resources, both technical and financial, as
well as high scientific potential.

Naturally, the most dangerous scenario for the communication network is one in which both external and internal
malefactors have exhaustive information about all processes and protocols in the secure communication network,
besides the secret keys of other users, and act in concert.

Il. METHODOLOGY

2.1. Enemy model

The adversary does not possess the technical capability to compromise the quantum properties-based key
distribution protocol. The adversary can use any available combination of standard operations to construct new
messages from those they know. It is assumed that the adversary always knows the structure of messages observed
in the communication channel. The only unknowns to the adversary may be specific values of individual message
fragments. In particular, they can extract parts from intercepted messages, combine them to form new ones, decrypt
and encrypt messages using known keys, compute hash values, and so forth. Additionally, keys, random tags,
subscriber identifiers, etc., are always considered by the adversary as indivisible fragments, meaning they can only
extract them from protocol participants' messages as whole entities.

If encrypted information is present in a certain message, the adversary can only use it in its encrypted form unless
they possess the corresponding decryption key. More precisely, it is assumed that all cryptographic algorithms have
perfect properties - all one-way functions are indeed one-way, the publicly accessible catalog of public keys is
public and protected from substitution, and only those possessing the secret key can decrypt the message.

It is assumed that the adversary has full control over all communication channels. This implies that the adversary
can eavesdrop on all messages, delete messages from communication channels, redirect them to other recipients,
and generate and send messages to any participants.

The adversary has financial resources comparable to the value of the protected information. For specificity, we
make the assumption, as in [5], that they have access to the world's most powerful computational systems, which
they can exploit for one year to attack individual cryptographic primitives and protocols as a whole.

The adversary can impose a certain (limited) amount of open data for transmission in a secure (encrypted) form.
This allows them to conduct attacks on encryption algorithms with knowledge of pairs of plaintexts and ciphertexts.
The number of such imposed messages is limited by the communication system's operating speed and the amount
of memory available to the adversary for storing the results of their actions. To estimate the amount of memory
available to humanity, it should be noted that the volume of the entire Internet by the end of 2022 was about 90
Zettabytes (approximately 27 bytes), and by 2025, the volume of data created only by connected 10T devices will
reach 79.4 Zettabytes [6]. On the other hand, if there is a constant communication channel operating at a speed of
10 Gigabits per second between participants of the secure communication network, then approximately 2% bytes of
data can be transmitted over it in a year. Therefore, let's assume that the adversary can utilize a data storage capacity
of about 2% bytes.

2.2. Insider Intruder Model

The intruder does not possess the technical capability to compromise the quantum properties-based key distribution
protocol.

The intruder can view all messages passing through their portion of the network, including those addressed to other
users, and can decrypt those for which they possess the corresponding keys.

The intruder has complete control over their segment of the communication network, including the ability to delete
messages from communication channels, redirect them to other recipients, and generate and send messages to any
participants.
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2.3. Description of attacks

User impersonation [7] is an attempt to substitute one user for another. The intruder, acting on behalf of one party
and fully mimicking its actions, receives responses of a specific format necessary to forge individual protocol steps.
In protocols involving a third party, attacks based on substituting a trusted server are possible. For instance, one
party, having trusted relations with the server, acts on its behalf, substitutes its traffic exchange with other parties,
and as a result gains the ability to disclose values generated by the key center.

Message replay [8] involves reusing previously transmitted messages or parts thereof in the current or previous
protocol session. For example, retransmitting information from a previously conducted identification protocol could
lead to a repeated successful identification of the same or different user. In key exchange protocols, this attack is
often used to replay previously used session keys—a freshness-based attack.

Reflection attack [9] is a method targeting the "challenge-response™ authentication system, using the same protocol
in both directions. Each side uses the same "challenge-response” protocol to authenticate the other side. The essence
of the attack is to deceive the target into providing a response to its own challenge.

Message delay [10] involves intercepting a message by the adversary and imposing its delivery at a later time, also
a form of message replay attack.

Parallel session attack [11] entails the adversary intentionally opening multiple parallel sessions simultaneously to
use messages from one session in another.

Attack using chosen plaintexts [12] targets “request-response™ type protocols, where the adversary selectively
chooses requests to obtain information about the long-term key of the prover. This attack may include specially
crafted plaintexts if the prover must sign or encrypt a request, or encrypted texts if the prover must decrypt a request.
The adversary exploiting their means as part of the telecommunication structure ("man-in-the-middle™) [13].
Known session key attack aims to obtain information about the long-term key or any other key information allowing
the reconstruction of session keys for other protocol sessions.

Unknown common key attack [14] results in subject A believing they share a common key with B, while in reality,
B mistakenly assumes the key is used with subject E = A.

Binding-based attack [15] involves substituting one participant's public key with another public key possessing a
secret part known to the adversary. This enables the adversary to learn the contents of encrypted messages sent to
that participant.

2.4. Protocol Security Properties

Subject authentication [16] ensures one party's confidence by providing evidence and/or credentials of the identity
of the second party participating in the protocol, verifying that the second party indeed participated during the
current protocol run. Message authentication [17], [18] requires the protocol to provide means to ensure that the
received message or data segment was created by a specific party at some (usually unspecified) point in the past
and that this data has not been tampered with or forged. Replay protection [19] guarantees to one party that an
authenticated message is not stale. Depending on the context, this may mean: that the message was created during
this session; the message was created within a known recent time window; the message has not been received
before. Implicit (hidden) recipient authentication [20] ensures that the sent message is readable only by entities
authorized by the sender. Thus, only legitimate authorized participants will have access to the current information,
multicast message, or group communication. Source authentication [21] allows legitimate group members to
authenticate the source and content of information or group communication, even in cases where group members
do not trust each other. Authorization (by a trusted third party) [22] enables each protocol participant to verify that
another source is authorized by a trusted third party. Key authentication [23] is a property where one party is assured
that no other party, except for a specifically designated second party (and possibly additional identified trusted
parties), can access a particular secret key. Key confirmation [24] allows one party to ascertain that the second
(possibly unidentified) party indeed possesses a specific secret key (or all keying material necessary for its
computation). Backward secrecy [25] ensures that compromising long-term keys does not compromise keys from
past sessions. Key agreement [26] employs dynamic key management to derive new session keys. Secure
negotiation of security parameters ensures that declared capabilities and agreed parameters have not been tampered
with by an attacker. Confidentiality [27] is the property that specific data or information (typically sent or received
as part of "protected" message content or otherwise derived from exchanged data) remains inaccessible or
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undisclosed to unauthorized individuals, organizations, or processes and remains unknown to an attacker. (Limited)
Denial of Service (DoS) resilience [28] protocols may be vulnerable to: memory distribution DoS; computational
power DoS; third-party spam (a situation where one or more hosts send a victim a large number of packets).
Accountability [29] ensures that the actions of a system entity can be uniquely traced back to that entity, which may
be held accountable for its actions.

I1l. RESULTS

31 Existing protocols

Currently, there are protocols that satisfy most of the requirements. In the article, two of them will be examined:
the Needham-Schroeder protocol [30] and Kerberos [31]. When describing the protocols, the following conventions
will be used:

- Alice, Bob - network subscribers;

- Trent - the trusted center;

- A, B - subscriber identifiers;

- Ka - subscriber A's secret key;

- K - session key;

- {M}« - information M encrypted with key K;

- Re - randomly generated non-repeating data by user B;

- t - timestamp;

- L - key lifetime.

3.2 Needham-Schroeder Protocol

Formal representation of the protocol [30]:
Step Action
Alice - A,B,R, — Trent
Trent > {R,, A, B, {K}KA}KA, {t, A, B,{K}x,}x, — Alice

Alice - {t, A, B,{K}x,}x, = Bob
Bob - {Ry}x — Alice

Alice - {Ryz — 1}x = Bob

Protocol idea: The secret key of each user is pre-known to a trusted third party (usually a server). A user wishing
to initiate secure communication with another user sends a corresponding request to the server, containing user
identifiers along with some unique (pseudo) random value. The server generates a session key for communication
between the subscribers by encrypting it with the keys of both users, so that each can obtain the value of this key
and also confirm the source of the message (the authenticity of the second user). The protocol is based on symmetric
encryption algorithm. It is protected from replay attacks by introducing a timestamp in some messages.

3.3 Kerberos Protocol

Formal representation of the Kerberos Protocol [31]:
Step Action
Alice » A,B — Trent
Trent - {t,L,K,B}g,,{t,L, K, A}g, — Alice
Alice - {t, A}, {t,L,K, A}g, — Bob
Bob = {t + 1}x — Alice

Protocol Overview: Similar to the Needham-Schroeder protocol, the trusted third party generates a session key with
a limited lifetime. Users authenticate each other by comparing values encrypted with the session key. In this case,
instead of a random unique value, a timestamp is used.

34 Security Properties of Protocols
1. Subject Authentication:
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1.1 In the Needham-Schroeder protocol, the center cannot authenticate the subject's authenticity at step 1. However,
by sending a response encrypted with the subject's secret key, it prevents the use of this data by a party without the
subject's secret key. At step 2, the subject ensures that the message came from the center because the response
contains encrypted random data generated by the subject at step 1. Subsequent steps authenticate subjects by
confirming possession of secret keys. At the last step, the initiating subject authenticates itself by confirming a
random sequence generated by the responding subject on the session key received from the center in encrypted
form.

1.2 In the Kerberos protocol, similarly, the trusted center encrypts data with the secret keys of the subjects.
Therefore, no one except the subjects can use the data obtained from the center. Authenticity of the subject is
verified in the last step using a timestamp change.

2. Message Authentication: The authenticity of data in both protocols is confirmed by encryption with the users'
secret keys.

3. Replay Protection:

3.1 In the Needham-Schroeder protocol, the center does not keep track of previously sent messages and responds
to any incoming requests from subscribers. However, the subscriber ensures that the response is received for its
message by the uniqueness of random data resent at step 1 and returned at step 2. The second subscriber also verifies
that the initiating party is authentic at the time of exchange by comparing the values of unique random data at steps
4 and 5.

3.2 The Kerberos protocol provides this property using timestamps, which requires participants to synchronize the
current time.

4. Implicit (Hidden) Receiver Authentication: If the subscribers' secret keys have not been compromised before the
exchange, then no one except them can use the messages encrypted by the center for the subscribers and authenticate
themselves.

5. Source Authentication: In both cases, subscribers transmit information encrypted with the secret key they are in
contact with. Since this key is known only to the responding subscriber and the center, the transmission of the
correct message confirms that the initiating subscriber can interact correctly with the center, thus the provided
identifier is authentic.

6. Authorization (by a Trusted Third Party): Both protocols use a trusted third party to prove the authenticity of
subscribers.

7. Key Authentication: In both protocols, the session key is transmitted only when encrypted with the secret key of
one of the subscribers and cannot be compromised without compromising the secret key of one of the subscribers.
8. Key Confirmation: Both protocols provide confirmation of the correctness of the session key by encrypting
random data or a timestamp.

9. Backward Secrecy: In both protocols, compromising a user's secret key compromises all past, current, and future
sessions.

10. Session Key Generation: The purpose of the protocols is to obtain new session keys. Session keys are generated
by the center, making it the sole node responsible for changing the session key.

11. Protected Negotiation of Security Parameters: The extension capability introduced in Kerberos version 5 allows
subscribers to negotiate the primitives and other session parameters used.

12. Confidentiality: Compromising protected data in both protocols requires compromising the secret key of one of
the users. An internal intruder can also disclose the session key to unauthorized parties, but this will compromise
the information already known to them.

13. (Limited) Denial-of-Service (DoS) Resilience: Both protocols are not protected from such attacks because any
unauthorized participant can initiate a session on behalf of any other subscriber. Protection against attacks can be
implemented in the center by limiting the number of sessions opened for each user or other methods.

14. Sender Invariance — The party is confident that the message source remains the same as the one that started the
message, although the actual identity of the source is not important to the recipient:

14.1. In the Needham-Schroeder protocol, the initiating subscriber confirms its authenticity by knowing the session
key issued by the center.

14.2. In the Kerberos protocol, subscribers exchange messages encrypted with the session key received from the
center at the final stage.

15. Proof of Message Source:
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15.1. At the third step of the Needham-Schroeder protocol, the message may be a replay of a previously transmitted
message. This will be detected due to the expired timestamp. Further messages to the intruder also make no sense
to spoof, as the session key value at the time of their transmission is already determined.

15.2. In the Kerberos protocol, the authenticity of the subscriber is guaranteed by sending their identifier in
encrypted form (on the session key), and in the final stage, by confirming possession of the session key when
encrypting the modified timestamp.

16. Proof of Message Receipt — In both cases, parties confirm the correctness of the generated session key.

The comparison results of the protocols are presented in the table below. In it, the symbol "+" denotes security
properties provided by the protocol, "-" denotes those not provided, and "?" denotes properties whose provision
depends on the protocol's implementation.

Table I: Ensuring the Required Security Properties of the Nidhugg-Schroeder and Kerberos Protocols.

Ne Security Properties Needham-Schroeder Kerberos
Protocol Protocol
1. Subject Authentication + +
2. Message Authentication + +
3. Replay Protection + +
4, Implicit Recipient Authentication + +
5. Source Authentication + +
6. Authorization + +
(dedicated trusted third party)
7. Key Authentication + +
Key Correctness Confirmation + +
Backward Secrecy - -
10. New Key Establishment + +
11. Secure Parameter Negotiation Capability - +
12. Confidentiality + +
13. Denial of Service (DoS) Protection ?
14. Sender Invariance + +
15. Message Source Proof + +
16. Message Receipt Proof + +

The protocols described above do not fully meet the requirements outlined in this section, specifically in terms of
properties 9, 11, and 13 (see Table I). Let's take a closer look at these properties.

35 Backward Secrecy

The protection against replay attacks can be implemented by using a mechanism called "rolling code,”" where
encryption keys are changed upon request by either party when there is suspicion of key compromise, after a certain
period of time, or under other conditions (in extreme cases, a new key is generated for each communication session).
Additionally, the session key can also be regenerated during the session to localize the consequences in case of
compromise (in extreme cases, each message between users is encrypted with a separate key).

One of the most promising ways to ensure the secure alteration of the master secret key is through multi-factor
authentication mechanisms, significantly complicating the task of an attacker to interfere with this process.

3.6 Secure Parameter Negotiation Capability

The Needham-Schroeder protocol, in its original form, does not provide users with the ability to define a set of
cryptographic primitives for future use. However, this can easily be addressed by introducing additional steps in
the protocol or by adding necessary data to the messages exchanged in existing steps. For example, at step 2, the
initiating user can append information about their cipher suite to the message, and the second user can select
cryptographic primitives and return them in the subsequent step.

3.7 Denial of Service (DoS) Protection
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The ability to send an unlimited number of messages to one user on behalf of others can be limited by the server's
capabilities. Old messages will be discarded by any user due to timestamp inconsistencies. Therefore, an attacker,
who loses the ability to generate new requests because the server stops responding, will not be able to cause denial
of service to a legitimate network subscriber.

IV. CONCLUSION

with these requirements. By evaluating the strengths and weaknesses of protocols like Needham-Schroeder and
Kerberos, we've gained valuable insights into their applicability and effectiveness in real-world scenarios.
Furthermore, it's worth highlighting that this research contributes to the broader field of network security and
cryptography, shedding light on the practical implications of key distribution protocols. By addressing fundamental
security requirements and assessing protocol performance, we pave the way for future advancements in secure
communication protocols. moving forward, the next phase will involve the development of a quantum key
distribution protocol.
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