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Abstract: - In the realm of electronic health record (EHR) management, ensuring robust security and validation mechanisms is
paramount due to the sensitive nature of healthcare data. This research focuses on the performance evaluation of a genetic algorithm-
driven blockchain encryption approach for enhancing EHR security and validation. The proposed method leverages genetic algorithms
to optimize encryption parameters within a blockchain framework, aiming to safeguard patient privacy and prevent unauthorized
access. By integrating advanced cryptographic techniques like Elliptic Curve Cryptography (ECC) and Keyed-Hash Message
Authentication Code (HMAC)-based authentication, along with machine learning for data classification. The evaluation of the
approach holds significant promise in advancing secure EHR management practices, addressing critical challenges in data privacy and
integrity within healthcare environments. Finally, as a result, this study presents a comparative analysis of cryptographic systems
genetic algorithm-driven blockchain encryption (GADBE)+ECC and GADBE+ Advanced Encryption Standard (AES), focusing on
the scaling of encryption and decryption times relative to key sizes and data volumes. Results show that both systems exhibit increasing
times with larger key sizes and data sizes. ECC consistently demonstrates superior speed over AES, with decryption times ranging
from 0.4 to 3.5 seconds for key sizes from 128 to 512 bits, indicating potential performance advantages of ECC in cryptographic
applications.

Keywords: Genetic Algorithm, Blockchain, electronic health records (EHRs) Management, Encryption, Security,
Health care.

. INTRODUCTION

In the modern era, effectively managing and securing electronic health records (EHRS) presents substantial
challenges due to the sensitive nature of healthcare data [1][2]. As healthcare organizations transition towards
digital systems for managing patient information, the importance of implementing strong encryption measures
cannot be overstated [3-5]. Robust encryption techniques are essential to protect patient privacy and to mitigate the
risk of unauthorized access or data breaches [6][7]. Ensuring the confidentiality of EHRSs is crucial not only for
maintaining patient trust but also for complying with stringent healthcare regulations designed to safeguard
sensitive medical information [8][9].

The increasing adoption of electronic platforms in healthcare underscores the urgent need for advanced
encryption methods tailored specifically for EHR management [10][11]. Healthcare data is highly valuable and
susceptible to cyber threats, making encryption a fundamental component of secure information management
practices [12][13]. By addressing the unique security challenges associated with EHRs through effective encryption
strategies, healthcare organizations could enhance data protection, minimize risks, and uphold the integrity of
patient records in an increasingly digital healthcare landscape [14-16]. For handling all these challenges Genetic
Algorithms and blockchain technologies can enhance EHR management and validation by providing a secure,
decentralized, and immutable platform. Through blockchain, EHR data can be encrypted, stored, and shared
securely among authorized parties, ensuring data integrity and privacy. Smart contracts can automate validation
processes, improving efficiency and transparency in healthcare data management. Figure 1 illustrates the
robustness of the blockchain-enabled system for managing Electronic Health Records (EHR).
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Figure 1: Design and structure of blockchain-enabled systems for managing electronic health records

[17]
A. Genetic Algorithms and Blockchain Encryption

Genetic algorithms (GAs) are a subset of evolutionary algorithms inspired by natural selection processes
[18][19]. These algorithms utilize principles such as selection, crossover, and mutation to evolve towards optimal
solutions for complex problems [20][21]. In the context of blockchain encryption for EHR management, genetic
algorithms could be applied to optimize cryptographic techniques and enhance security measures [22][23].
Figure 2 shows the workflow of the genetic algorithm.

Dataset collection
Initial Population

— Fitness Function using
Fandom Forest

F 3

Features in dataset

Stopping
rriteria

Optim al feature subset

—— Selection, Crossover, Mutation, Reproduction

Figure 2: Workflow of genetic algorithm [24].

Blockchain technology, initially developed as the underlying framework for cryptocurrencies like Bitcoin,
has gained attention across various industries due to its decentralized and immutable nature [25][26]. In
healthcare, blockchain offers a promising solution for securely storing and managing EHRs by creating a tamper-
resistant ledger of transactions [27-29]. However, one of the primary challenges associated with blockchain in
this context is ensuring robust encryption methods to protect sensitive patient data from unauthorized access and
breaches [30][31]. Figure 3 shows the use of blockchain algorithms in the field of healthcare.
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Figure 3: Blockchain algorithm for healthcare [32].
B. Encryption Security in Cryptography

Encryption plays a pivotal role in ensuring the confidentiality and integrity of EHRs. However, traditional
encryption methods may not be sufficiently robust to address evolving cybersecurity threats [33][34]. The
healthcare sector is particularly vulnerable to data breaches, highlighting the critical need for advanced
encryption techniques that could withstand sophisticated attacks and ensure data privacy [35][36].

Developing advanced encryption techniques tailored for EHR management is essential to address the unique
security requirements of healthcare data [37]. Unlike other forms of data, EHRs contain extremely sensitive
information, including medical history, diagnoses, and treatment plans [38]. Any compromise in data security
could have severe implications for patient safety and confidentiality [39]. Therefore, implementing effective
encryption strategies is crucial for maintaining trust and compliance with privacy regulations. This research's
main aim is to evaluate the performance of genetic algorithm-driven blockchain encryption for EHR
management. By harnessing the power of genetic algorithms, this study seeks to enhance the security and
efficiency of EHR systems while ensuring compliance with healthcare data protection standards [40].

The relevance of this research extends beyond the realm of theoretical cryptography to practical applications
in healthcare data management and information security. Healthcare organizations are increasingly adopting
digital solutions for EHR management, emphasizing the urgent need for robust encryption technologies that
could mitigate risks associated with data breaches and unauthorized access.

The potential impact of this research lies in its ability to contribute to the development of innovative
encryption solutions tailored for healthcare environments. By evaluating the performance of genetic algorithm-
driven blockchain encryption, this study aims to provide insights into enhancing data privacy, integrity, and
accessibility within EHR systems. The findings of this research could inform best practices for secure and
efficient healthcare data management, benefiting patients, healthcare providers, and regulatory authorities alike.

The intersection of genetic algorithms, blockchain technology, and encryption holds immense promise for
revolutionizing EHR management. This research endeavours to assess the efficacy and feasibility of genetic
algorithm-driven blockchain encryption in enhancing data security and integrity within healthcare systems,
paving the way for safer and more resilient healthcare data management practices. The contributions of the
research are as follows:

» The research contributes to establishing interoperability standards for blockchain-based EHR systems
enhanced by genetic algorithms. This would ensure seamless integration with existing healthcare IT
infrastructures and facilitate data exchange among different healthcare providers securely.

« The research contributions involve developing comprehensive evaluation frameworks to assess the
performance of genetic algorithm-driven blockchain encryption in real-world EHR scenarios. This includes
metrics for security, efficiency, scalability, and compliance with healthcare data regulations.

» The research contributes by demonstrating improved security and privacy of electronic health records
(EHRs) using genetic algorithm-driven blockchain encryption. This includes developing advanced encryption
methods that are resistant to attacks and unauthorized access.

Il.  RELATED WORK

This section presents a summary of previous research on evaluating the performance of genetic algorithm-
driven blockchain encryption for managing and validating electronic health records (EHRS).

Fatima and Siddiqi (2024) [41] analyzed a variety of machine-learning methods for making reliable illness and
side effect predictions. Various Machine Learning (ML) techniques were used to analyze the dataset. In terms of
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accuracy (89.32%), precision (84.04%), sensitivity (86.63%), and specificity (82.45%), the experimental findings
showed that the created Deep Belief Network (DBN) method is quite effective.

Garima Verma (2024) [42] implemented a new blockchain system to safeguard cloud-based health information,
which helps with authentication and provides records with integrity. The research employed an enhanced Blowfish
model, integrating blockchain with optimal encryption while ensuring authentication characteristics. The suggested
approach outperformed the other predefined models based on key generation time by 91.48%.

Ragab et al. (2024) [43] introduced a method for analyzing electronic health records (EHRs) that was both
blockchain-driven and privacy-preserving. This method is called BPEHR-SCADL, and it uses a deep learning
model in conjunction with a sine-cosine approach (SCA). The BPEHR-SCADL method mainly developed an
AFSA using an encryption methodology to ensure the safe transmission of electronic health records (EHRs). The
results showed that the BPEHR-SCADL method was superior to other contemporary techniques, with a maximum
accuracy of 98.65%.

Jakhar et al. (2024) [44] developed a blockchain-based access control system to safeguard healthcare data from
unauthorized access while maintaining data accessibility, integrity, and privacy using consensus-driven
decentralized data management built on top of peer-to-peer distributed computing platforms. This blockchain-
based system resulted in a framework that showed great promise in terms of accuracy, dependability, security,
regulatory compliance, and adaptability.

Miriam et al. (2023) [45] introduced the LGE-HES algorithm, which stands for Lionized Golden Eagle-centered
Homomorphic Elapid Security, to safeguard blockchain applications in healthcare networks. By executing a hash
function, the blockchain algorithm maintains the confidentiality of the medical picture. At least one malicious
message was successfully discovered in 94.9% of cases.

Miyachi and Mackey (2021) [46] recommended a privacy-preserving architecture called hOCBS, which is a
modular combination of off-chain with on-chain blockchain systems. It was tested on three distinct reference
models to show how blockchain technology may improve healthcare data management. Off-chain blockchain
System (OCBS) distributed governance would be a great match for the multi-party, rather complicated, and
regulatory-mandated current health information systems.

Ismail et al. (2020) [47] introduced BlockHR, a healthcare record management system that is patient-centric
and uses blockchain technology to provide efficient and cost-effective medical treatment. Patients may input their
social data, such as their sleeping patterns, physical activity, and present location, while healthcare professionals
can input their medical record data into the blockchain network. Therefore, the BlockHR management system
handled the present client/server's security, privacy, data fragmentation, and vulnerability concerns.

Fatima and Ahmad (2020) [48] improved the security of encryption keys in a remote cloud setting and
suggested a threshold secret-sharing technique that uses a Newton division difference interpolating polynomial
(TSSNIP). When it came to key splitting along with key reconstruction, the suggested approach employed an
interpolating polynomial that is Newton divided by difference. The findings showed that the suggested approach
for secret sharing with reconstruction takes much less time on average than all other secret sharing methods.

Cao et al. (2019) [49] developed a cloud-based eHealth solution dubbed Tamper-Proofing EHR (TP-HER) to
safeguard electronic health records (EHRs) against unauthorized access and change while also guaranteeing their
confidentiality. Results from experiments show that TP-EHR can outsource EHRSs into the cloud in under a second
for a doctor with access to a computer, in contrast to the usual three minutes it takes to complete a transaction in
Ethereum.

I1l. RESAERCH METHODOLOGY

This section is structured into four subsections. The first subsection discusses the dataset utilized for training
and testing the model. The second subsection details the proposed GADBE (Genetic Algorithm-Driven Blockchain
Encryption) model, which integrates genetic algorithms (GA), AES (Advanced Encryption Standard), and
blockchain technology in an ensemble approach. The third subsection presents the architecture of the proposed
system, outlining the components and their interactions within the GADBE model. Finally, the fourth subsection
describes the proposed algorithm, illustrating the flow of the architecture and how the various components work
together in the encryption and management of electronic health records (EHRS).

A. Dataset

Kaggle hosts MIMIC-I1I1, a popular healthcare dataset. "Medical Information Mart to Feed Intensive Care
111" is what it stands for. Electronic medical records of more than forty thousand patients in critical care are de-
identified and included in the MIMIC-III dataset. Information on the patient's demographics, vital signs, test
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results, drugs, treatments, and more is all part of it. MIMIC-IlIc is the acronym for "merged" and "aggregated,"”
and it describes the dataset that is the result of merging many subsets. Data scientists and researchers often use
MIMIC-IlIc to investigate and create models and applications for healthcare [50]. The MIMIC-111 dataset includes:

« Patient demographics (age, gender, ethnicity, admission/discharge dates)

» Clinical data (vital signs, lab measurements, medications, procedures, diagnoses)

» Notes and reports (progress notes, discharge summaries, radiology reports, nursing documentation)

» Procedures and interventions (surgeries, intubation, ventilation, dialysis, medication administration)

» Severity scores (SAPS, SOFA, MPM) to assess illness severity and predict outcomes.

» ICU-specific data (admission/discharge times, length of stay, ICU care team details)

« Data linkage for comprehensive analyses across different aspects of patient care

B. Proposed Genetic Algorithm Driven Blockchain Encryption (GADBE) Model

The GADBE model is designed to evaluate the performance of genetic algorithm-driven blockchain
encryption in electronic health record (EHR) management and validation. The model involves several key steps:
first, employing HMAC-based authentication for patient and doctor verification; then generating EHR data
followed by encrypting it using Elliptic Curve Cryptography (ECC) and uploading the encrypted and optimized
data onto a blockchain platform. Genetic algorithms (GA) are then utilized to optimize encryption parameters,
ensuring secure data transmission.

* GA

Genetic algorithms (GAs) are a type of evolutionary algorithm inspired by natural selection processes [51]. In
the context of optimizing encryption parameters for the performance evaluation of genetic algorithm-driven
blockchain encryption for EHR management and validation, GAs could be utilized to find the most effective set
of encryption parameters (such as key lengths, cryptographic algorithms, or encryption methods) that maximize
security and efficiency while minimizing computational overhead. GAs work by representing potential solutions
as individuals within a population, applying selection, crossover, and mutation operations to evolve towards
optimal solutions over successive generations. By using GAs in this context, the encryption parameters could be
dynamically adjusted and optimized based on predefined fitness criteria, leading to enhanced security and
performance of the blockchain-based EHR management system [52].

« ECC

Elliptic Curve Cryptography (ECC) is a type of public-key cryptography that utilizes elliptic curves over finite
fields to secure data through encryption [53]. ECC offers strong security with shorter key lengths compared to
other encryption methods like RSA, making it suitable for resource-constrained environments such as electronic
health record (EHR) systems. In the context of the performance evaluation of genetic algorithm-driven blockchain
encryption for EHR management and validation, ECC is used to encrypt EHR data securely before uploading it
onto the blockchain. The integration of ECC within this framework ensures that sensitive healthcare information
remains confidential and protected against unauthorized access. The performance of this encryption approach,
alongside genetic algorithms optimizing encryption parameters within blockchain systems, is evaluated to assess
its effectiveness in enhancing data security and integrity in healthcare settings [54].

 Blockchain

Blockchain is a decentralized digital ledger technology that stores records of transactions across a network of
computers, ensuring transparency, security, and immutability of data [55]. Encrypting and optimizing electronic
health record (EHR) data for blockchain upload and performance evaluation often entails employing cryptographic
methods such as Elliptic Curve Cryptography (ECC) for data encryption before blockchain network integration.
This encrypted data is then optimized using genetic algorithms (GA), which adjust encryption parameters to
enhance security and efficiency in data storage and validation within the blockchain. The combination of
blockchain technology, encryption methods, and genetic algorithms aims to provide a secure and scalable solution
for managing and validating sensitive healthcare data [56].

C. Proposed Architecture

This section presents a block diagram in Figure 4 illustrating the proposed architecture. Key verification
processes ensure data integrity and authenticity. When another medical centre requests EHR data, the model
facilitates the retrieval, decryption, and uploading of EHR data into the local database. Subsequently, data
collection occurs, followed by applying machine learning (ML) classification techniques using Logistic
Regression (LR) and Random Forest (RF). Finally, the model undergoes performance evaluation to assess its
effectiveness in securely managing and validating EHRSs.
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Figure 4: Proposed Architecture
Step 1: Start
Step 2: Patient Registration
At the beginning of the process, patients register at a medical centre to generate an Electronic Health Record
(EHR).
Step 3: Patient-Doctor Authentication
Authentication between patients and doctors is secured using the Hash-based Message Authentication Code
(HMAC).
Step 4: EHR Record Generation
EHR data is generated and prepared for further processing.
Step 5: EHR Data Encryption
The EHR data is encrypted using Elliptic Curve Cryptography (ECC), generating a public key and a private key.
Step 6: Genetic Algorithm Optimization
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A genetic algorithm optimizes the encryption parameters to enhance security and efficiency before the data is
stored on the blockchain.

Step 7: Data Upload to Blockchain

Encrypted and optimized EHR data is uploaded to the blockchain for secure, immutable storage.

Step 8: EHR Data Request and Verification

Another medical centre requests EHR data from the blockchain.

. A key verification condition is applied to authenticate the requesting medical centre.

. If the key is verified, data is sent; otherwise, the process ends.

Step 9: Decryption

The encrypted EHR data is decrypted using the private key generated during the encryption process.

Step 10: Database Upload

EHR data is uploaded to a database for persistent storage and later retrieval.

Step 11: Data Collection

The EHR data is collected from the database and split into two parts, namely train data and test data.

Step 12: Classification

Machine learning classifiers, namely Random Forest (RF) and Logistic Regression (LR), are applied for the
classification of the EHR data.

Step 13: Performance Evaluation

The performance of the classifiers is evaluated at this stage.

Step 14: The Process Ends

IV. RESULTS AND DISCUSSION

This section provides a brief description of the result gained from the proposed methodology using the MIMIC-
111 dataset.

A. Key Size vs Encryption/Decryption Time

The increase in encryption and decryption time with larger key sizes is a notable pattern, primarily due to the
heightened computational demands associated with larger keys. This effect is particularly evident in public key
cryptosystems such as ECC, where larger keys necessitate more intricate mathematical operations, especially in
tasks like point multiplication. Interestingly, when considering the GADBE+AES combination, slightly higher
computation times are observed at larger key sizes compared to AES alone. Given that AES is a symmetric key
algorithm typically not prone to significant time increases with key size, this difference likely stems from the
overhead introduced by GADBE. This disparity may indicate less optimization in the GADBE component when
paired with AES, or it could be influenced by specific parameters within the AES implementation (such as key
expansion) that impact performance as key sizes increase.

The plotted data in Figure 5 demonstrates the scaling of encryption and decryption times relative to key sizes
for GADBE+ECC and GADBE+AES systems. Encryption times for both systems increase as key sizes grow:
GADBE+ECC rises from 1.5 seconds at 128 bits to 3.8 seconds at 512 bits, while GADBE+AES increases from
1.7 seconds to 4.0 seconds over the same range. Similarly, decryption times also lengthen with larger key sizes:
GADBE+ECC decrypts in 1.2 seconds at 128 bits and 3.5 seconds at 512 bits, whereas GADBE+AES takes 1.3
seconds at 128 bits and 3.7 seconds at 512 bits. Notably, AES exhibits marginally longer times at higher key sizes
compared to ECC, suggesting that ECC could provide more efficient performance in terms of speed as key sizes
increase.

Key Size vs Encryption/Decryption Time
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GADBE+ECC Decryption
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—e— GADBE-+AES Decryption
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Figure 5: Key Size vs Encryption/Decryption Time
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B. Data Size vs Encryption/Decryption Time

The variation observed between these encryption systems involves a linear increase in processing time with
data size expansion. As both systems handle more data bits, the time required per bit increases proportionally.
Notably, there remains a consistent performance gap between ECC and AES, with ECC generally exhibiting greater
computational intensity than AES. However, ECC demonstrates better efficiency when handling larger data blocks,
showing less incremental time increase per block compared to AES. This finding could indicate that ECC is more
adept at managing larger data blocks efficiently within the context of GADBE, potentially due to improved
integration or reduced computational overhead per block.

The plotted data in Figure 6 illustrates how encryption and decryption times scale with increasing data size for
two cryptographic systems: GADBE with ECC and GADBE with AES. For encryption, both systems show a rise
in time from 1.0 seconds (ECC) and 1.1 seconds (AES) at 100 MB to 2.5 seconds (ECC) and 2.8 seconds (AES) at
300 MB. Similarly, decryption times increase from 0.8 seconds (ECC) and 0.9 seconds (AES) at 100 MB to 2.2
seconds (ECC) and 2.5 seconds (AES) at 300 MB. This pattern mirrors that of key sizes, indicating a linear
relationship between processing time and data volume. The slightly slower performance of AES compared to ECC
suggests a potential pattern towards higher computational overhead with AES encryption.

Data Size vs Encryption/Decryption Time

—e— GADBE+ECC Encryption
2.75 A GADBE+ECC Decryption
—e— GADBE+AES Encryption
—e— GADBE+AES Decryption

Time (seconds)

100 125 1so0 175 200 225 250 275 300
Data Size

Figure 6: Data Size vs Encryption/Decryption Time

C. Compressed Key Size vs Encryption/Decryption Time

The relationship between key size and encryption/decryption time remains consistent with uncompressed keys
despite compression of the keys, indicating that compression primarily reduces storage or transmission overhead
rather than computational complexity. Despite key compression, elliptic curve cryptography (ECC) retains a
performance advantage over other methods, likely due to its inherent efficiency in computational demands compared
to other algorithms processing equivalent key sizes, regardless of whether the keys are compressed or uncompressed.

The encryption and decryption times for GADBE combined with ECC and AES exhibit notable increases
when transitioning from smaller to larger key sizes. Specifically, the encryption time for GADBE+ECC rises from
0.5 to 1.5 seconds, while for GADBE+AES, it increases from 0.6 to 1.8 seconds. Decryption times rise from 0.4 to
1.3 seconds with GADBE+ECC and from 0.5 to 1.6 seconds with GADBE+AES. Despite employing compressed
key sizes, figure 7 illustrates that ECC consistently outperforms AES, likely due to ECC's lower computational
demands.

Compressed Data Size vs Encryption/Decryption Time
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Figure 7: Compressed Key Size vs Encryption/Decryption Time
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D. Compressed Data Size vs Encryption/Decryption Time

The observed variations highlight the efficiency gains of data compression before encryption. Smaller
increases in processing time for compressed data compared to uncompressed data indicate the significant time
savings achieved by reducing the amount of data that needs to be encrypted and decrypted. This underscores the
advantage of applying compression before encryption to streamline processing. Additionally, the slight
outperformance of ECC over AES suggests that ECC's inherent efficiency in compression extends not only to data
but also to key compression, demonstrating a consistent performance advantage in scenarios involving compressed
data environments. Therefore, employing ECC for both key and data compression could be beneficial for optimizing
processing efficiency in encrypted systems.

In Figure 8, the plotted graph illustrates the encryption and decryption times for two encryption methods,
GADBE+ECC and GADBE+AES, across varying data sizes. For encryption, GADBE+ECC exhibits a time range
of 0.3 seconds at 50 MB up to 1.0 seconds at 150 MB, while GADBE+AES ranges from 0.4 seconds at 50 MB to
1.2 seconds at 150 MB. In terms of decryption, GADBE+ECC ranges from 0.2 seconds at 50 MB to 0.8 seconds at
150 MB, and GADBE+AES from 0.3 seconds at 50 MB to 1.0 seconds at 150 MB. The data highlights that even
with compressed data sizes, ECC maintains a slightly better time efficiency compared to AES, which is consistent
with previous observations.

Compressed Key Size vs Encryption/Decryption Time
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Figure 8: Compressed Data Size vs Encryption/Decryption Time

E. Compression Ratio Comparison

The variations in compression ratios, including AES achieving higher ratios and differences across key sizes,
can be attributed to various factors within the GADBE system. The integration of AES might facilitate a more
streamlined data handling process, potentially leading to more compact representations or the optimization of
compression algorithm parameters. Furthermore, the variable compression ratios across different key sizes could
stem from the differing efficiencies of each cryptographic algorithm within the system, as they manage redundancy
and data structures differently depending on the length of the encryption key.

The bar plot in Figure 9 illustrates the comparison of compression ratios achieved by two methods:
GADBE+ECC and GADBE+AES. The compression ratios for GADBE+ECC fall within the range of 2.0 to 2.5,
while those for GADBE+AES range from 2.1 to 2.7. Notably, despite GADBE+AES exhibiting slightly slower
processing times consistently, it achieves a generally higher compression ratio than GADBE+ECC. This finding
suggests a discernible trade-off between time efficiency and data reduction effectiveness across these methods,
emphasizing the need to balance processing speed with compression performance depending on specific
application requirements.
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Figure 9: Compression Ratio Comparison

F. Comparison of Random Number Generators

Table 1 compares several random number generators according to the distribution of bits they produce
statistically. The proposed method has been tested along with Linear Congruential and Blum Blum Shub generators.
The number of '0' u '1' bits created by each generator, together with the resultant difference, is listed in the table. It
is worth mentioning that the Blum Blum Shub generator always shows more '0" bits than '1' bits, regardless of the
bit length (32, 64, 128, 256, 512). The results produced by the Linear Congruential approach are more evenly
distributed bits, whilst those of the Proposed approach display intermediate qualities. The variations that have been
seen indicate that these algorithms generate bits in different ways, which might mean that their usefulness varies
depending on the needs of the application, whether it's for cryptographic security, randomness, or bias. A visual
depiction of comparative table 1 is shown in Figure 10.

Table 1: Comparison between random number generators

S.No No. of Bits Random Generator No. of ‘0" No. of '1' Difference

Blum Blum Shub 17 15 2
Linear Congruential 13 19 6
1 32 Proposed Method 17 15 2
Blum Blum Shub 34 30 4
Linear Congruential 32 32 0
2 64 Proposed Method 31 33 2
Blum Blum Shub 70 58 12
Linear Congruential 62 65 3
3 128 Proposed Method 63 64 1
Blum Blum Shub 144 112 32
Linear Congruential 131 128 3
4 256 Proposed Method 120 136 16
Blum Blum Shub 276 236 40

Linear Congruential 260 252

5 512 Proposed Method 259 254
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Figure 10: graphical representation of random number generators

G. Avalanche Effect in Encryption Algorithms

In encryption algorithms, the avalanche effect is a desired attribute that causes a substantial change in the output
(ciphertext) from a little change in the input data (plaintext). Because it guarantees that even little changes to the
input result in an entirely different encrypted output, this feature is critical for strong security. Figure 11, which is a
graph format derived from Table 2, shows the avalanche percentages for several encryption techniques that display
this pattern. A stronger avalanche effect is indicated by higher percentages, such as 66.4% for the Proposed Method,
53.5% for the Hybrid Encryption Framework, and 49.3% for Blowfish. This indicates that these algorithms are great
at spreading input changes throughout the output space, making the system more secure and resistant to
cryptanalysis. This quality is critical for determining how effective encryption methods are in preventing
unauthorized access to critical information.

Table 2: Avalance effect

Avalance Effect

Encryption Algorithms Avalanche percentage

AES 48.2
Triple DES 32.5
Rivest Cipher 46.2
Blowfish 49.3

Hybrid Encryption
Framework 53.5
Proposed Method 66.4

70

60 Avalanche percentage
50
40
30
20
10

0
Triple DES Rivest Blowfish  Hybrid Proposed
Cipher Encrption  Method
Framework

Figure 11: Avalance effect graphical representation

V. CONCLUSION

The performance evaluation of genetic algorithm-driven blockchain encryption for electronic health record
(EHR) management and validation presents a critical exploration of leveraging advanced technologies to enhance
data security and integrity in healthcare systems. This research assessed the effectiveness of integrating genetic
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algorithms with blockchain encryption to optimize EHR management, ensuring robust data protection and
validation. By combining genetic algorithms for encryption parameter optimization and blockchain technology for
secure data storage and verification, this research underscores the potential of innovative approaches to address the
evolving challenges of healthcare data security in the digital age. This study contributes valuable insights into the
practical application of innovative technologies like genetic algorithms and blockchain in safeguarding sensitive
patient information and ensuring the reliability of electronic health record systems. Finally, the resulting comparative
analysis of cryptographic systems GADBE+ECC and GADBE+AES reveals notable patterns. Encryption and
decryption times scale with key sizes and data volumes: GADBE+ECC and GADBE+AES show increasing times
with larger key sizes and data sizes. ECC consistently outperforms AES in speed across these metrics, with ECC
decryption times ranging from 0.4 to 3.5 seconds at 128 to 512 bits, while AES times were generally longer.
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