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Abstract: - With the outbreak of COVID-19, digital contact tracing (DCT) applications have been implemented to track the transmission
of the highly contagious disease. However, there has been significant resistance to using these apps due to individuals' concerns about
disclosing personal information. This study aimed to examine individuals' intentions to reveal their details on DCT applications. A
conceptual framework was developed incorporating theories of dual calculus, Hofstede's cultural theory, information boundary theory, and
individual factors. A quantitative approach was employed, using a random sampling methodology to gather data from 533 respondents.
The proposed framework was validated through partial least squares path modeling. The findings revealed that COVID-19-related stress,
lack of transparency, and uncertainty avoidance negatively predicted intentions to disclose personal information. Conversely, collectivism,
expected community-related outcomes of sharing information, expected personal outcomes of sharing information, and information privacy
concerns positively predicted intentions to disclose personal information. This research provides insights into the factors that influence the
widespread acceptance of DCT applications and can assist related authorities in ensuring their successful implementation.

Keywords: Digital Contact Tracing, COVID-19-related Stress, Information Privacy Concerns, Dual Calculus, Hofstede's
Cultural Theory Partial Least Squares Path Modeling

I.INTRODUCTION

As the COVID-19 pandemic spreads globally, it instigates widespread fear, anxiety, and apprehension among the
public, particularly impacting specific groups such as the elderly, caregivers, and individuals with pre-existing
health concerns. COVID-19 containment represents a critical challenge [1]. Notably, carriers of COVID-19 can be
infectious without exhibiting symptoms, making it essential to trace and inform individuals who have encountered
a positive COVID-19 patient. Manual contact tracing methods prove insufficient in effectively monitoring the
virus's spread [1]. Digital Contact Tracing (DCT) applications are employed to track individuals' movements in
public places, aiding in the implementation of self-isolation restrictions and avoidance of COVID-19 diagnosed
cases [2]. However, the use of COVID-19 DCT applications is intricate, as users may undergo surveillance, and the
anticipated health benefits are geared towards the greater societal good rather than individual advantages [3]. These
applications necessitate the disclosure of personal information to trace interactions and capture locations [4],
offering potential efficiency improvements over manual contact tracing. Nevertheless, the implementation of DCT
apps raises significant privacy concerns, with individuals fearing the leakage or misuse of their private information
[5]. DCT apps require access to confidential usage details, including position history and contact information, for
effective contact tracing and prompt disclosure warnings. The apps must strike a balance between gathering
necessary information, such as aggregate locations of infected users, and respecting user privacy. However, the
more information users disclose, the higher the privacy threats they face [6]. This presents a classic privacy
dilemma, requiring an understanding of how individuals weigh trade-offs between privacy and utility. Public
opinions on these trade-offs will significantly impact the acceptance rate of these applications [6].While the
deployment of DCT applications varies among countries, some nations encounter substantial opposition due to
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unresolved concerns about trust, consumer protection, and actual benefits [7]. To the best of the authors' knowledge,
not many studies have examined how people reconcile privacy concerns with using contact tracing apps in the
context of COVID-19. No such study has been conducted in Malaysia. Previous research has focused on contact
tracing, symptom tracking [19][20]-[22], and the correlation between app usage and viral epidemiological spread
[23]. Existing work often emphasizes discrepancies between applications in different countries [24], or delves into
legal and ethical aspects such as data protection [24], [25], [26]. Addressing the question of how people perceive
disclosing personal information in favor of DCT applications is crucial. Considering these concerns supports the
decision-making process for the successful adoption of such apps during the COVID-19 pandemic. Understanding
these factors provides insights for developers and decision-makers to consider when introducing DCT applications
and promoting their adoption [27].

Hypotheses Development

Mobile Applications have revolutionized the way people shop, study, and joey. it's vital to understand how end-
users see these services. so, academics are becoming more interested in examining different elements of these
Applications [28]. Attempts are being made by several nations to halt or slow the spread of the COVID-19
worldwide pandemic. These efforts include social distance, avoiding crowds, and identifying and isolating cases
that have been reported [29]. "Contact tracing” is one of the crucial actions to take in this case [29] [30]. "The
discovery and follow-up of individuals who may have been in contact with an affected individual” is how contact
tracing is defined [31]. This includes contact identification, listing, and follow-up. A DCT application is a useful
tool for reducing the likelihood of interpersonal interaction. It is crucial to the quick isolation of those who are
affected. It is crucial to the quick isolation of those who are affected. Additionally, using a stochastic propagation
model to simulate the spread of COVID-19, DCT Applications have demonstrated effectiveness in controlling a
new epidemic in the majority of cases and lowering the active number of reproduction[30]. Apps like TraceTogether
(Singapore) [32], CovidSafe (Australia) [33], Stop-Covid (France) [34], arogya Setu (India) [35], and MySejahtera
Malaysia (Malaysia) [36] are examples of DCT applications that have been adopted by various nations.
Accurately identifying potential contacts using the DCT Application is highly beneficial for public safety;
nevertheless, user adoption is hampered by the publication of personal information that could violate user
confidentially. The majority of information that has been made public may reveal personal information overtly or
covertly by fusing together several data sets. Social stigma, online transgressions, and gossip based on vague facts
can all result from privacy problems [37][38].

By encouraging users to assess their risk of contracting COVID-19, the Malaysian government launched the
MySejahtera application in an effort to track the COVID-19 outbreak throughout the nation. Additionally, this
application provides the Ministry of Health (MOH) with the information needed to implement suitable and effective
defensive measures [31]. Examining the driving elements and their interactions both internally and externally is
necessary to understand how people behave when releasing personal information.

The way that different countries and businesses respond to contact tracing varies greatly. The most well-known are
the "data-first" strategy, which places emphasis on maintaining data monitoring and making it available to
academics and health authorities, and the "privacy-first" strategy, which offers consumers more control over their
personal data[25].

Singapore is one example of a data-first approach; under this strategy, the government keeps a map of all cases
that is accessible to the public [39].

A privacy-first strategy is adopted in a number of other countries, including the UK, France, and Australia; it forbids
sharing collected data with the general public and grants access to health institutions. There is still variance, though,
with some nations agreeing to provide the data to scholars and other interested parties while others enact laws
limiting access to the information[40][41]. Implementations by Google and Apple fall firmly on the privacy-first
end of the spectrum; they create no open communication or location data archives and only co-locate data. These
systems are primarily based on the concept conceived by the Decentralized Privacy-Preserving Proximity Tracing
(DP-3 T) protocol and applied in countries like Germany, Italy, and Japan, as well as several U.S. states [25].
There has been pressure on certain major nations to alter their strategies entirely. Germany transitioned entirely to
a privacy-first strategy after initially favoring a data-first strategy. In the meantime, significant technological
difficulties and issues with their data-first contact tracing applications were encountered by Australia and the United
Kingdom [43]. Similar technology problems have surfaced in a number of nations that have chosen to prioritize
data. Because of this, it has become necessary to steer clear of Google and Apple's operating system frameworks
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and instead develop proprietary software that works around the privacy and security aspects of smartphones [25].
Asia has the widest range of nations that prioritize privacy and data security. The decision-making process must
take into account the democratization plan as well as these countries' prior experiences with SARS and MERS [25].
Even in its early stages, the experimental use of digital contact tracing and exposure notification is one of the most
contentious and divisive. In order to notify them or medical officials when they come into contact with any specific
person, it entails using citizens' personal digital devices, such as cellphones, to track their physical activities and
contacts with other citizens [25].

There have been concerns raised about the moral and legal ramifications of digital DCT applications, and stringent
guidelines for data collection and use are needed to safeguard the public's right to privacy [44]. Furthermore, public
support is the primary determinant of a COVID-19 application's effectiveness [45].

New technology adoption is usually accompanied by high failure rates [6]. Therefore, in order to properly integrate
a DCT Application into deconfinement initiatives, it is crucial to assess the criteria that may either favor or
discourage its adoption [46]. A global analysis of 40 Android DCT applications' privacy and protection status was
conducted by Ruoxi Sun et al. [8]. Due to the usage of risky or non-best practice cryptographic methods, it was
discovered that over 50% of applications may be vulnerable to security risks.

Additionally, 72.5% involved processing private data in plain text that an attacker could be able to see.
Vulnerabilities that cause security issues, like activating backup permissions and potentially copying unencrypted
application data, affect about 40% of applications. Moreover, it is noteworthy that around 75% of the apps contain
at least one tracker that may result in serious privacy violations.

There has been discussion over the architecture, data management, efficacy, privacy, and security of the contact
tracing application since its inception [9][10]. The majority of these apps seem to protect user privacy, which means
that no personally identifiable information (PI1) will be shared without the express permission of the user. The
aforementioned data demonstrate how the epidemic has altered peoples' decisions about sharing personal
information [11]. However, the adoption of these apps has mostly been impacted by privacy concerns over contact
tracing [12].

Consequently, the key to using technology to build a lasting relationship is comprehending self-disclosure behavior.
To maintain more consistent relationships with their consumers, for instance, businesses would like further
information about them, such as names, habits, product preferences, physical locations, and email addresses [13].
The adoption of COVID-19's digital DCT Application was examined in a study by S. Sharma et al. [2], and a survey
of the majority of proposed DCT Applications was carried out by N. Ahmed et al. [14], with a greater emphasis on
potential security concerns. As this was going on, Jung et al. evaluated the privacy implications associated with the
sharing of contact trace data on COVID-19 patients in South Korea [15]. The Extended Unified Theory of
Acceptance was used in the study by S. Sharma et al. to investigate people's expectations of these Applications [16].
A few research have concentrated on creating legal justifications for handling personal data during pandemics or
drafting legislation to meet privacy concerns [17]. Other research has focused on implementation and usability
difficulties [14], or vulnerability and privacy issues in design [18].

Hofstede’s Cultural Perspectives

Cultural issues pertain to the prevalent beliefs, viewpoints, and principles within a community. At the global,
organizational, community, and individual levels, as well as in the context of information systems, culture plays a
major influence in the adoption of new technology [47]. The acceptability and implementation of technology by
society is significantly influenced by societal norms and expectations [47], [48].

In light of the foregoing, Hofstede's Cultural Theory can investigate how cultural differences affect perceptions of
DCT applications and information privacy [49]. According to Hofstede's [50] theory of culture, collectivism is the
extent to which an individual prioritizes the good of society over their own interests. In a collectivist society,
decisions and actions are made with the best interests of the community in mind [49][51][52]. According to privacy
study based on Hofstede's cultural theory, collectivists are more likely to approve of the sharing of personal
information since they value societal welfare [53]. According to this view, individualism is also defined as the
extent to which people join groups within a community. Individuals in communities that prioritize individualism
are seen as essential components of themselves and their close family members; hence, a high level of individualism
indicates that personal goals take precedence over shared objectives [54]. In nations like the US, Australia, and the
UK, where individualism is highly valued, people tend to be self-oriented. Nonetheless, in nations like Latin
America where people value more affiliation over individualism—collectivist nations—people have a strong desire
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to be a part of their communities [55]. In the context of COVID-19 social digital tracking, countries and Individuals
and nations differ in cultural dimensions like individualism versus collectivism when it comes to COVID-19 social
digital tracking. Shavneet et al.'s study demonstrated the influence of these factors on the adoption of DCT
applications during the COVID-19 pandemic. Given the same circumstances under which digital contact tracing
applications operate, the following theory is put forth..

H1: Collectivist behavior of individuals positively influences people's attitudes toward disclosing their personal
information on DCT Applications.

H2: Collectivist behavior negatively influences people's privacy concern about sharing their personal information
on DCT Applications.

The main goal of Hofstede's Cultural Theory is to combine a society's tolerance for ambiguity and uncertainty. It
expresses how much a specific culture's populace is accustomed to ambiguity and the unknown. People from
cultures that are risk-averse find it difficult to deal with uncertainty. In order to protect themselves from the
unknown, societies that avoid high levels of confusion see ambiguity as a danger and uphold the law [31]. Avoiding
a lot of ambiguity is common in highly regulated cultures [56]. Data protection becomes more of a concern in strong
ambiguity-avoidance cultures, according to Cao and Everard [57]. Higher concerns about identity privacy are a
result of avoiding ambiguities, according to another study on privacy [58]. These folks are less likely to do contact
tracing and to have positive attitudes. Risk-averse people are less likely to utilize the program because it is new and
demands personal information [2]. Given the same circumstances under which digital contact tracing applications
operate, the following theory is put forth.

H3: Uncertainty avoidance behavior of individuals postivlay influences people's attitude toward disclosing their
personal information on DCT Applications.

Calculus Privacy Perspective

The notion of privacy calculus, which proposes that an individual's decision to disclose information in a particular
situation is based on a comparison of perceived risks and anticipated rewards, is a prominent method for evaluating
information disclosure activities by individuals [35][60][61][61]. It proves that online self-disclosures are the main
focus of the cost-benefit trade-off [62]. The social position hypothesis states that men and women behave differently
in social situations because of differing societal and cultural expectations. This leads to differences in the privacy
calculation between genders [63].

The willingness of smartphone users to divulge their location and other personal information as a need for the
successful launch of mobile location-based advertisements (MLBA) is one example of the privacy calculus use
cases [60]. Additionally, this idea has gained widespread acceptance as a means of characterizing consumers'
intentions to divulge personal information in a variety of settings, such as social commerce [16], location-based
services [65][66][67], and electronic commerce [64].

Regarding the gathering and management of data, the virtual world has presented a number of privacy challenges
[68]. Research has shown that when people are concerned about their privacy, they are less inclined to provide
personal information on the internet [69]. Among the several behavioral perspectives regarding the exposure of
personal information are privacy considerations. The majority of individuals are worried about sharing personal
information and are growing more antagonistic toward technologies that can do so [2]. As a result, studies on online
privacy protection have focused more on examining and evaluating people's unfavorable opinions regarding data
disclosure [70].

According to Ketelaar and van Balen [71], end users' privacy concerns are the reason behind their unfavorable
attitude toward disclosing personal information on telephone-embedded surveillance systems. The following theory
is put forth in relation to contact tracking applications during the COVID-19 pandemic.

H4: Uncertainty Avoidance positively influence people’s security concerns about sharing their personal
information on DCT Applications.

When it comes to the disclosure of personal information, a person decides whether to share personal information
after being fully aware of the expected personal consequences [72]. For instance, people consent to disclose their
personal data in exchange for specific financial or social benefits, with the understanding that there won't be any
unfavorable effects in the future. [73][2]. According to Chung [74], the expected personal outcome is a way for
people to support each other by sharing personal information. Furthermore, research by Atkinson et al. [75] revealed
that those with less health problems are more willing to provide personal information to virtual health communities
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in order to receive psychological support from other members of these communities. It is noteworthy, therefore,
that people want to provide personal information in order to benefit themselves.

According to Min et al., people disclose more personal information on social networking sites (SNS) because they
believe these platforms are helpful for showcasing themselves [76]. When it comes to mobile applications,
customers are more likely to give personal information to the service provider in exchange for tailored offerings
like product recommendations or vouchers at a discount. They understand the benefits of providing their
information to the mobile app after receiving the services [77]. People are more willing to give their personal
information on DCT applications when it comes to COVID-19 because of the personal benefits of information
sharing [2]. Given the same circumstances under which digital contact tracing applications operate, the following
theory is put forth.

H5: Personal expected outcomes of sharing information positively influence people's attitudes toward disclosing
personal information on DCT Applications. Another concept included in the privacy calculus model is the
anticipated social benefit of sharing personal data. Its main goal is to explain how attitudes toward disclosing
personal information to the public relate to the advantages that the community enjoys [78]. For instance, in the
online realm, people can only receive and offer social assistance if they are willing to share their knowledge and
personal information for the good of the greater community [79]. It is anticipated that people would make use of
contact tracking applications in order to aid the larger community and stop the COVID-19 virus from spreading.
Individuals who have a strong emotional bond with their communities are more inclined to lend support and assist
in resolving issues [78]. However, it is the individual's responsibility to utilize the app to assist the group and provide
location and health information. People who are committed to monitoring positive patient interactions on behalf of
the community are probably going to see the application favorably [2]. Given the same circumstances under which
digital contact tracing applications operate, the following theory is put forth.

H6: Expected community benefits of sharing information positively influence people's attitude toward disclosing
personal information on DCT Applications.

Information Boundary Perspective

The theory of contact privacy management, also known as information border theory, explains how individuals
decide what personal information should be disclosed and to whom [80][59]. Petronio is credited with founding
this notion [50, 51]. People create guidelines based on research on interpersonal communication to determine what
information they are willing to disclose [81]. These guidelines are predicated on the importance of the data to be
disclosed, the participant's personality, the surrounding circumstances, and an interconnected risk-benefit analysis.
For example, a person with higher privacy sensitivity might not feel at ease disclosing health-related data to health
information systems [82]. This gives rise to a novel idea: data-use transparency. Gaining the trust and confidence
of users requires transparency. When users have greater control over their personal data and processes are
straightforward, reversible, and consistent, users are more likely to feel confident in an application. Users can view
the data that has been gathered about them and receive alerts about the methods and purposes of data collection
thanks to data-use transparency features [83]. According to earlier studies, using techniques to improve openness
may help allay privacy concerns since they promote reciprocity and boost the perception of procedural fairness
[65][86]. It also increases people's willingness to pay for services on websites that make their personal information
easily accessible and comprehensible[87]. Transparency, though, may also have the opposite outcome. People's
level of anxiety may increase dramatically if they become aware of the extent to which information is gathered and
utilized [88]. By learning about user behaviors and issues, data can also be used for other advantageous goals (such
as enhancing overall service) [82]. However, it can be managed to gain direct financial gain through the selling of
information to third parties or through the use of targeted adverts. People are more concerned about what
information is collected and how it will be used when services are opaque [85][89]. Transparency-enhancing tactics
have been studied in the past in an effort to reduce privacy concerns and boost service usage [83][90][87]. Privacy
guarantees are part of this [90]. Control can enhance risk-taking and lessen the sense of danger. This conduct has a
stronger real-world basis. Nonetheless, the relationship between control and objective risks is invariably inverse.
The impression of power is frequently deceptive; even in the face of significant hazards that may come from
information recipients beyond the sender's control, people may feel strongly in control when determining what to
tell and to whom [91].

This exemplifies the power paradox. Individuals who believe they have more control over the disclosure of personal
information tend to be less aware of how easily such information can be accessed and used by others [91]. The DCT
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Application's unclear and opaque nature would ultimately make it more difficult for individuals to assist with digital
contact tracking initiatives. Due to the global decline in public trust, a lot of people have thought about the debate
over data and privacy balance, which will surely assume the worst of their government's efforts. COVID-19
functions as a formidable barrier to public institution trust on a national and international level[25]. If the authorities
can ensure complete transparency and regulatory guarantees against the misuse of data emanating from this
ecosystem, the adoption rate among users can be greatly accelerated [83]. As DCT Applications work in a similar
context, the following hypothesis is proposed.

H7 Privacy concerns influences positively data transparenc of DCT applications.

H8: Compliance with Data Transparency rules and regulations positively influences people's attitude toward
disclosing personal information on DCT applications.

According to earlier studies, people's perceptions of the hazards they face influence their preventive behavior
[93][94]. For example, Renwen Zhang's study found that stress-buffering affects people's decision to disclose
personal information on Facebook in relation to their activity on social media networks. Most of the time, people
would rather share everything with those who give them social support than very little with strangers [95].
Regarding COVID-19, there is evidence of increased levels of depression and post-traumatic stress symptoms
(PTSS) after COVID-19 infection, even if there is currently little knowledge on the direct impact of COVID-19 on
mental wellness.

Regarding the indirect effects of COVID-19, there is evidence of a rise in anxiety and depression symptoms as well
as a detrimental effect on general mental health, especially among medical professionals [96]. Consequently, the
likelihood that someone may install the software increases with their level of anxiety regarding the COVID-19
crisis' consequences [46]. Given the same working environment of digital contact tracing applications, the following
conjecture is put forth.

H9: Personal stress of COVID-19 influences people's attitudes toward disclosing personal information on DCT
Applications.

I1.RESEARCH MODEL

Mobile applications have revolutionized the way people shop, study, and engage with others. It is vital to understand
how end-users perceive these services, prompting academics to examine various elements of these applications
[28]. In the context of the global COVID-19 pandemic, nations are employing different strategies to halt or delay
its spread, including social distancing, preventing large gatherings, and identifying and isolating reported cases [29].
A crucial step in this situation is "contact tracing" [29] [30], defined as the discovery and follow-up of individuals
who may have been in contact with an affected person, involving the identification, listing, and follow-up of
contacts [31]. Digital Contact Tracing (DCT) applications serve as effective tools to minimize potential interactions
among individuals and play a crucial role in the rapid isolation of infected individuals. They have demonstrated
efficiency in managing new epidemics and reducing the active number of COVID-19 cases through a stochastic
propagation model [30]. Different countries, including Singapore, Australia, France, India, and Malaysia, have
adopted DCT applications like TraceTogether, CovidSafe, Stop-Covid, Arogya Setu, and MySejahtera Malaysia,
respectively. While accurate detection of possible contacts through DCT applications is beneficial for public safety,
the disclosure of personal information poses a challenge to user adoption. Privacy risks, such as social stigma and
online violations, arise due to the potential misuse or leakage of personal data [37][38]. In Malaysia, the
MySejahtera application, launched by the government, aims to track the country's COVID-19 outbreak and provide
the Ministry of Health with necessary details for defensive measures [31]. Understanding how people behave
toward disclosing personal information involves exploring influencing factors and their internal and external
interactions. Notably, different nations and companies exhibit varying approaches to contact tracing. The "data-
first" approach emphasizes data preservation and accessibility to health authorities, while the "privacy-first"
approach prioritizes user control over their data [25]. The implementation of digital contact tracing has faced ethical
and legal concerns, demanding strict conditions on data collection to protect privacy interests [44]. Public support
is crucial for the effectiveness of COVID-19 applications [45], and analyzing parameters influencing DCT
application adoption is essential for successful implementation [46]. Studies, such as those by Ruoxi Sun et al. [8],
have analyzed the security and privacy status of DCT applications globally, revealing potential security threats and
handling of confidential information. Privacy concerns, especially related to contact tracing, significantly impact
the acceptance of these applications [12]. This study aims to contribute to the understanding of individuals' behavior
regarding personal information disclosure during the COVID-19 pandemic in Malaysia.
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Hofstede’s Cultural Perspectives

Cultural attitudes profoundly impact the adoption of new technology, with Hofstede's Cultural Theory providing
insights into information privacy issues and attitudes toward DCT applications [49]. Collectivist behavior positively
influences people's attitudes toward disclosing personal information on DCT applications (H1), while it negatively
influences privacy concerns (H2). Uncertainty avoidance behavior positively influences people’s attitudes toward
disclosing personal information (H3).

Calculus Privacy Perspective

The privacy calculus theory, assessing information disclosure actions based on cost-benefit analysis, is applied to
DCT applications. Uncertainty avoidance positively influences people's security concerns (H4). Personal expected
outcomes of sharing information positively influence attitudes toward disclosing personal information (H5), and
expected community benefits of sharing information positively influence attitudes toward disclosure (H6).

Information Boundary Perspective

Information boundary theory explores how individuals decide when, to whom, and what personal information to
reveal. Privacy concerns positively influence data transparency (H7), and compliance with data transparency rules
positively influences attitudes toward disclosing personal information (H8).

Stress-buffering due to personal stress of COVID-19 positively influences attitudes toward disclosing personal
information on DCT applications (H9).

111.CONCEPTUAL FRAMEWORK

The research objective of this study is to examine and explore the variables that form and affect the attitude of
individuals in Malaysia towards revealing their personal information on DCT Applications apps. Fig. 1 shows the
theoretical model of this study in which “Intention to disclose personal information” was treated as a dependent
variable and other constraints as independent variables.

‘
Privacy Calculus Theory Control Variables

Community Expected
Benefits

Health Condiﬁons| [Gender| [ Age ]

Personal Expected
Benefits

Privacy Concerns

H5+

‘eofeasnfancaass s’

Information Boundary Theory

i Intention to Disclose
H8+!
Use of Data _ P y Personal Information
i ~— o

H2- ] ; _—

COVID-19-Related Stress
H1+
Hofstede’s Cultural Ha+

Theory
Collectivism

Uncertainty
Avoidance

Fig 1: Theoretical Model

IV.RESEARCH METHOD

A full survey was conducted through a Google Form and distributed via social media networks such as Facebook,
WhatsApp, and Twitter. The survey aimed to gather insights into the attitudes of individuals, specifically university
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students in Malaysia, toward disclosing personal information on DCT applications. The survey yielded a total of
576 participants, and after data cleaning, 533 valid responses were obtained. No incentives were provided to
participants, as they were deemed aware of the study's importance.

Participants And Procedures

The research specifically targeted university students in Malaysia, given their familiarity with mobile applications.
The majority of university students are also generally in good health conditions, leading to potential disinterest in
using DCT applications due to perceived low COVID-19 infection risk.

Sample Selection

The study employed a stratified random sampling method to ensure a representative sample. The target population
was students from the University of Kuala Lumpur (UniKL), chosen due to easy access and existing contact with
this university. UniKL comprises 12 campuses, 14 institutes, and 140 programs. Students from different levels and
institutes were selected, and Table 1 provides details of the sample demographics.

Table 1: Participants Demographic Profile

Qualification N % Gender N %
Bachelor 315 58.76866 Female 281 52.42537
Diploma/ Certificate 158 29.47761 Male 255 47.57463
Don't wish to indicate 9 1.679104 Qualification N %
Master 13 2.425373 Bachelor 315 58.76866
PhD 10 1.865672 Diploma/ Certificate 158 29.47761
Foundation 31 5.783582 Don't wish to indicate 9 1.679104
Master 13 2.425373
Age N % PhD 10 1.865672
18-21 252 47.01493 Foundation 31 5.783582
22-31 256 47.76119 Health Status N %
32-41 20 3.731343 Excellent 202 37.68657
42-51 7 1.30597 Fair 10 1.865672
52-61 1 0.186567 Good 109 20.33582
Poor 2 0.373134
Very good 213 39.73881
Table 2: Research Constructs Abbreviation
Constructs Abbreviation
Transparency TP
Collectivism CS
Information Privacy Concerns IPC
Expected Personal Outcomes of Sharing EPO
Expected Community-Related Outcomes of Sharing ECO
Intention to disclose personal information IDI
COVID 19 Related Stress COS
Uncertainty Avoidance uc
V.RESULTS

Table 3 shows that the loadings for all the items exceeded the recommended value of 0.5. Therefore, the items in
the model fulfilled all the requirements except the item IPC2 which was eliminated from the scale due to low
loadings.

Table 3: Cross-Loading Values of Research Constructs

Indicators | COS CS ECO EPO IPC IDI TP ucC
COSs1 0.889
COS2 0.778
COS3 0.910
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Cs1 0.768
CS2 0.785
CS3 0.851
CS1 0.897
ECO2 0.910
ECO3 0.822
EPO1 0.893
EPO2 0.898
EPO3 0.860
IDI1 0.823
IDI2 0.852
IDI3 0.842
ID14 0.747
IPC1 0.693
IPC2 0.478
IPC3 0.875
TP1 0.877
TP2 0.904
TP3 0.781
uC1 0.609
ucz2 0.780
UC3 0.853
uC4 0.832

Table 4: Confirmatory Factors Values

Cronbach's Alpha | Composite Reliability | Average Variance Extracted (AVE)

COS |0.829 0.895 0.741
CS 0.732 0.844 0.643
ECO |0.850 0.909 0.770
EPO | 0.860 0.915 0.781
IPC 0.583 0.733 0.50

IDI 0.836 0.889 0.667
TP 0.814 0.891 0.732
ucC 0.771 0.855 0.599

Table 5: Discriminant Validity
COS CS ECO EPO IPC IDI TP ucC
COS |0.861
CS 0.500 | 0.802
ECO |0.440 |0.545 |0.877
EPO |0.341 |0.523 |0.781 0.884
IPC 0.290 |0.382 | 0.552 0.596 0.701
IDI 0.429 |0.575 | 0.769 0.715 0.439 0.817
TP 0.415 |0.597 | 0.470 0.515 0.427 0.465 0.856
UCl |0.498 |0.567 |0.404 0.378 0.277 0.419 0.551 0.774

The structural equation model was the SEM analysis' second key procedure. Following the validation of the
measurement model, the structural model representation was created by identifying the connections between the
constructs. The structural model, according to Hair et al [98], offers details on the relationships between the
variables. Hair et al. [98] advised evaluating the structural model by using a bootstrapping approach with a resample
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of 5,000 to look at the beta (B), R% and associated t-values. They also suggested that the effect sizes (f2) and
predictive relevance (Q?) be reported. The p-value, according to Sullivan and Feinn [100], indicates if an impact
occurs but does not indicate the size of the impact. Figure 1 depicts the PLS bootstrapping (T Statistics) findings
obtained using PLS 3.0. Table 6 shows the structural model assessment which provides the indication of the
hypothesis tests. Hypotheses H1, H9, and H9 were rejected. COVID19 related stress, transparency, and
uncertainty avoidance insignificantly predicted Intention to Disclose, PI. Collectivism, expected community-related
Outcomes of Sharing information, Expected Personal Outcomes of Sharing information, and Information Privacy
Concerns predicted Intention to Disclose significantly. Hence, H2, H3, H4, H6, and H9 were accepted with
(DO D000 OOD OOt OOOOn oo 0p < 0.001); (DD OOOD 0D Ot DO000nonop < 0.001)
(DOoOOo00000ot 000O00n0n0op <0.001); and (COOC 00000000t DOO0O0000p < 0.001)
respectively. On the other hand, Information Privacy Concerns was found to significantly predict Collectivism,
Transparency, and Uncertainty Avoidance. Hence, H5, H7, and H9 were supported with (D000 00000000t
OO0000000p<0.001); (00000000000t 000000000 0p<0.001); and (D OO OO O OO OOO0
OO OOO0 Dp <0.001) respectively.

Table 6: Hypothesis Testing Results

H B T Statistics P Values Decision

H1 COS-> IDI 0.053 1.488 0.137 Not supported
H2 CS-> IDI 0.158 3.963 0.000 Supported

H3 ECO-> IDI 0.451 8.451 0.000 Supported

H4 EPO-> IDI 0.256 4971 0.000 Supported

H5 IPC ->CS 0.388 8.950 0.000 Supported

H6 IPC -> IDI 0.065 3.201 0.001 Supported

H7 IPC->TP 0.433 10.881 0.000 Supported

H8 IPC-> UC 0.281 5.975 0.000 Supported

H9 TP ->IDI -0.012 0.346 0.730 Not supported
H9 ucC -> IDI 0.031 0.769 0.442 Not supported
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A. Model Fit Indicators: Goodness of Fit

According to Hair et al. [100], there has been a controversy about the usage of goodness-of-fit within PLS-SEM.
PLS-SEM does not have a well-defined global goodness-of-fit metric; it is mostly used for theoretical testing and
confirmation. However, some studies, such as Henseler [101] have begun to construct goodness-of-fit
measurements inside the PLS-SEM framework. The standardized root means square residual (SRMR), which
evaluates the squared disparity between observed and model-implied correlations, was established by Henseler et
al. to assess a model, with values less than 0.08 considered a good fit. Fit values can be used to test the model's
fitness if the PLS is consistent. We may infer that the data fits the model well because the SRMR was equal to 0.08.
The R2 value represents how much variance independent variables is explained by independent factors. As a result,
a higher R2 value increases the structural model's prediction power. It's critical to make sure the R2 values are high
enough for the model to have at least some explanatory power [102]. For the explained variance of a given
endogenous construct to be considered adequately, Miller and Falk [102] advised that the R? values be equal to or
greater than 0.10. R? is large, according to Cohen [103]When it is more than 0.26 with acceptable power above
0.02, and R2 is considerable, according to Cohen, when it is bigger than 0.65 with acceptable power above 0.19. In
contrast, Hair et al. [100] suggested that R2 must be more than 0.75 to be considered significant, with acceptable
power above 0.25. The structural model's R findings are shown in Table 7, suggesting that all of the R2 values were
high enough for the model to reach an acceptable degree of explanatory power. Exogenous constructs were found
to explain 0.65 (65%) of the variation in endogenous construct intention to reveal.

Table 7: Goodness of Fit result

R Square
Collectivism 0.146
Intention to disclose PI 0.651
Transparency 0.182
Uncertainty Avoidance 0.077

This study also assessed effect sizes (f2). An effect size determines whether an exogenous latent construct has a
substantial, moderate, or weak impact on an endogenous latent construct [104]. Hair et al. [100] recommended
testing the change in the R2 value. [105] Cohen suggested a guideline to measure the magnitude of the 2 of 0.35
(large effects), 0.15 (medium effects), and 0.02 (small effects). Table 5 shows the results of f2. Table 8 shows
moderation effect values. The effect sizes (2) were also evaluated in this study. The effect size of an external latent
construct on an endogenous latent construct determines whether it has a significant, moderate, or mild influence
[104]. Hair et al. [98] suggested that the change in the R2 value be tested. [105] Cohen proposed a scale of 0.35 for
big effects, 0.15 for medium effects, and 0.02 for tiny effects for calculating the size of the f2 (small effects) [105].
The results of f2 are shown in Table 5. The values for the moderating effect are shown in Table 8.

Table 8: Moderation Effect VValues

CS IDI TP ucC

COS 0.005

CS 0.034

ECO 0.204

EPO 0.066

IPC 0.171 0.222 0.083
IDI

TP 0.000

uc 0.001

VI1.DISCUSSION

The research delves into the perspectives of Malaysian university students regarding the disclosure of personal
information on government-managed tracking applications amid the COVID-19 pandemic. The key findings can
be categorized into several themes.
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Insignificant Factors

The study identifies that stress related to COVID-19, data transparency, and uncertainty avoidance do not
significantly influence the intention to disclose personal information. Notably, there are discrepancies in the
findings on transparency and uncertainty avoidance, suggesting a potential high level of trust in government-
developed tracking applications or a perception that the collected personal information is less critical.

Significant Factors

On the contrary, factors such as collectivism, expected community-related outcomes, expected personal outcomes,
and concerns about information privacy emerge as significant predictors of the intention to disclose personal
information. Privacy considerations play a substantial role, aligning with existing research.

Public Trust and Awareness

The study observes that privacy breaches, a concern raised in other studies, are not deemed significant by
respondents, possibly attributed to government sponsorship and associated campaigns. The acceptance of tracking
applications during the pandemic, despite privacy concerns, stands in contrast to apprehensions highlighted in other
research.

Theoretical Contribution

The study makes a theoretical contribution by proposing a comprehensive model integrating dual calculus theory,
Hofstede's cultural theory, information boundary theory, and individual factors. It emphasizes the pivotal role of
privacy concerns in shaping attitudes and underscores the need for improved coordination among public health
authorities in implementing tracking applications.

Implications for Practice

Practical implications underscore recommendations for designers and developers of Digital Contact Tracing (DCT)
applications. Strategies include adopting privacy-by-design approaches, enabling user-friendly features like
subscription cancellation and data deletion, and implementing clear agreements on transparency and accountability.
The study advocates for a privacy-first approach in the development life cycle and stresses the importance of
engaging users through various media channels.

VI1.CONCLUSION

The study concludes by summarizing the main insights, emphasizing the significance of privacy in users'
willingness to share personal information for COVID-19 control. Recommendations include further research on
risk assessment, the establishment of transparent laws and regulations, and the necessity of managing the
relationship between DCT application end-users and service providers. Acknowledging limitations in participant
demographics, the study suggests exploring other age groups and integrating smart contracts to address privacy
concerns. In essence, the discussion highlights the intricate interplay of factors influencing individuals' attitudes
toward disclosing personal information on tracking applications, with privacy considerations emerging as a central
and nuanced aspect. The findings contribute to both theoretical understanding and practical applications in the
dynamic landscape of DCT application development and implementation.
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