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Abstract: In the context of optimizing energy-efficient communication protocols for 10T devices in smart cities, this research
addresses the pressing need for sustainable and reliable solutions. The research provides a comprehensive understanding of the
strategies that contribute to minimizing energy consumption in smart city loT deployments, with a specific focus on Narrowband
IoT (NB-IoT) technology. Employing a structured framework and an integrated system architecture, incorporating LTE-M
technology and an application server, the research leverages various optimization strategies. These include Adaptive Power Control,
Duty Cycling, Data Aggregation, Protocol Optimization, and Network Topology Optimization. Methodologically, the study adopts a
quantitative approach, utilizing metrics such as duty cycle percentages and energy consumption reductions. Data is collected through
simulations and experiments, and the analysis involves assessing the impact of each optimization strategy on energy efficiency. Key
findings demonstrate significant reductions in energy consumption, ranging from 15% to 25%, depending on the specific strategy
employed. Adaptive Power Control and Network Topology Optimization emerge as particularly effective approaches. The
implications of these findings underscore the importance of adopting tailored optimization strategies in smart city loT deployments
to achieve both energy efficiency and reliability. The study discusses the broader significance of these results and acknowledges
potential limitations, paving the way for future research endeavors in the realm of sustainable and resource-conserving smart cities.

Keywords: Wireless Sensor Networks, Long-range Communication, Protocol Optimization, Narrowband
Communication, 10T Infrastructure.

|. INTRODUCTION

The emergence of smart cities heralds a new era of urban living, where technological advancements play a
pivotal role in enhancing efficiency, sustainability, and quality of life. Central to this vision are Internet of
Things (1oT) devices, which enable seamless connectivity and data exchange between various elements of
urban infrastructure. In particular, Narrowband loT (NB-10T) has emerged as a promising communication
technology, offering low-power, wide-area coverage suitable for smart city deployments [1]. The proliferation
of 10T devices in smart cities brings forth a myriad of opportunities, ranging from optimizing energy
consumption to improving public safety and transportation systems. However, to fully realize these benefits, it
is imperative to develop energy-efficient communication protocols tailored to the unique requirements of urban
environments. Such protocols must strike a delicate balance between reliable data transmission and minimal
energy consumption, ensuring the long-term sustainability and scalability of 10T deployments [2]. This research
paper aims to explore and optimize energy-efficient communication protocols for 10T devices in smart cities
using NB-10T technology. By leveraging NB-10T's low-power capabilities and wide coverage area, we seek to
develop protocols that minimize energy consumption while maximizing data transmission reliability.

This endeavor encompasses a multidisciplinary approach, drawing insights from telecommunications, urban
planning, and sustainability studies. The significance of this research lies in its potential to drive transformative
changes in urban infrastructure, enabling cities to become smarter, more sustainable, and more resilient to future
challenges [3]. By optimizing energy-efficient communication protocols, we can unlock new possibilities for
10T applications in areas such as environmental monitoring, traffic management, and public services delivery.
Moreover, the outcomes of this research have far-reaching implications, extending beyond smart cities to
encompass broader 10T deployments in various domains [4]. In conclusion, this research paper sets out to
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address the critical need for energy-efficient communication protocols for 10T devices in smart cities using NB-
10T technology. Through collaborative efforts and interdisciplinary approaches, we aim to pave the way toward
a more sustainable and connected urban future where technology serves as a catalyst for positive change [5].
The objectives of the proposed work are:
e Develop a structured framework for optimizing communication protocols within 10T systems,
specifically tailored for smart city deployments.
e Implement the proposed system architecture integrating LTE-M technology and an application server,
emphasizing the use of NB-loT for energy-efficient communication.
e Explore and leverage the unique features of NB-1oT technology to achieve energy savings in various
smart city applications, such as smart metering and environmental monitoring.
e Apply duty cycling, data aggregation, adaptive transmission power control, and protocol optimization to
enhance energy efficiency in IoT communication, with a focus on NB-1oT networks.
e Quantify the percentage reduction in energy consumption and validate the effectiveness of the proposed
optimization strategies through simulations or real-world experiments.

2. LITERATURE REVIEW

Across the spectrum, various studies delve into optimizing NB-10T for efficient communication protocols,
resource management, and energy consumption. The efforts highlight the importance of efficient
communication protocols for tasks like energy monitoring and management, offering promising avenues for
sustainable urban development. However, challenges persist in scalability and interoperability, particularly with
legacy systems. Other papers conduct comprehensive analyses of NB-I0T's resource management, energy
efficiency, and reliability optimization. They provide valuable insights into performance metrics, challenges,
and opportunities for enhancing network efficiency [6]. Yet, there are hurdles to overcome, including spectrum
efficiency, coverage optimization, and interference mitigation, which require innovative solutions. Surveys and
reviews offer a broad overview of NB-10T's architecture, applications, and challenges, paving the way for
informed decision-making in smart city deployments [7]. While these studies shed light on NB-loT's potential,
they also underscore the need for practical implementations and real-world deployment experiences to validate
theoretical findings. Innovative proposals, such as hybrid protocols and energy-efficient scheduling techniques,
demonstrate ongoing efforts to address NB-1oT's limitations and optimize its performance [8]. However, the
lack of experimental validation and scalability analysis poses challenges in assessing the real-world efficacy of
these solutions. Overall, the literature provides an understanding of NB-1oT's role in shaping the future of smart
cities while also highlighting the need for continued research and development to overcome existing challenges
and maximize its potential [9].

Some studies have homed in on specific applications of NB-loT, such as its optimization for smart meter
networks or energy-efficient solutions within urban environments. These investigations underscore the critical
role of efficient communication protocols in tasks like monitoring and managing energy usage, offering
promising avenues for sustainable city development. However, challenges persist, particularly in scaling up NB-
loT systems and ensuring they can seamlessly integrate with existing infrastructure [10]. Other research
endeavors have undertaken comprehensive analyses of NB-10T's resource management, energy efficiency, and
reliability. By exploring performance metrics and identifying challenges, these studies provide valuable insights
into how NB-loT networks can be enhanced [11]. Yet, obstacles remain, including the need to improve
spectrum efficiency, optimize coverage, and mitigate interference, all of which demand innovative solutions.
Surveys and reviews within the literature offer a broader perspective on NB-loT, covering its architecture,
applications, and associated challenges [12]. These comprehensive overviews are instrumental in guiding
decision-making processes related to deploying NB-loT in smart city initiatives. Nonetheless, they also
emphasize the importance of validating theoretical findings through practical implementations and real-world
deployments [13].

The research in [14] addresses the vulnerability of 10T systems to cyberattacks by introducing a novel
security architecture, VBQ-Net, utilizing Vector Space Bag of Words and Boosted Variance Quantization
Neural Networks, along with the Multi-Hunting Reptile Search Optimization algorithm, to enhance intrusion
detection and provide a more effective defense mechanism against cyber threats on 10T networks. The research
in [15-18] proposes a security protocol for the loT platform within Mobile Ad Hoc Networks (MANET),
integrating three enhanced algorithms for an optimized key management scheme under a chaotic map, resulting
in superior performance, particularly demonstrated by the Adaptive Basic Reproduction Rate-based
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Coronavirus Herd Immunity Optimizer (ABRR-CHIO), in terms of statistical analysis, convergence analysis,
and communication overhead. Innovative proposals, such as hybrid protocols and energy-efficient scheduling
techniques, exemplify ongoing efforts to address the limitations of NB-loT and optimize its performance
further. However, the effectiveness of these solutions still requires validation through experimental testing and
scalability analysis. In sum, the literature provides a nuanced understanding of NB-loT's potential role in
shaping the future of smart cities yet underscores the continued need for research and development to overcome
existing challenges and fully maximize its benefits.
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Fig.1. Framework of energy efficient communication in 0T

Optimizing Energy-Efficient Communication Protocols involves refining how devices in a smart city
communicate to minimize energy usage. Similar to finding efficient communication methods for friends during
a game, this process ensures devices exchange information with minimal energy consumption. Figure 1
provides a structured approach for optimizing communication processes in Internet of Things (IoT) systems.
This framework outlines methodologies, strategies, and best practices for designing, implementing, and
managing communication protocols in 10T deployments to minimize energy consumption while maintaining
reliable communication. In a smart city, various devices like sensors, meters, and cameras are interconnected to
gather and share data for better city management. These devices play roles like monitoring traffic flow,
detecting environmental changes, or managing energy usage. Optimizing communication protocols for loT
devices in smart cities ensures these devices communicate efficiently, saving energy and allowing for quick and
accurate information exchange.
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Figure 2 illustrates the proposed system architecture for optimizing energy-efficient communication in smart
cities, integrating LTE-M technology and an application server. LTE-M, a specialized cellular network for 1oT
devices, offers reliable long-distance communication. 10T devices transmit data over LTE-M to the application
server, serving as the central hub for receiving, processing, and analyzing data. This application server
orchestrates tasks such as data storage, analysis, and decision-making, enabling efficient information exchange
and real-time actions and supporting smart city applications for improved energy efficiency and sustainability.

3.1 NB-loT

Narrowband l1oT (NB-10T) is a specialized communication technology for 10T applications operating on
existing cellular networks. It offers low-power, wide-area coverage, enabling efficient communication over long
distances. In smart cities, NB-10T conserves energy and ensures reliable communication, making it ideal for
applications like smart metering and environmental monitoring. Its ability to penetrate obstacles ensures
connectivity even in challenging settings. NB-1oT finds applications across industries, such as agriculture for
precision farming and healthcare for remote patient monitoring. The research optimizes NB-loT communication
protocols to address energy consumption challenges in 10T deployments, aiming for sustainable and scalable
solutions. This technology contributes to smart city initiatives, enhancing urban living conditions through
energy savings and improved connectivity.

3.2 Duty Cycling
Active Time

Duty Cycle (%) = x 100 (D)

Active Time+Sleep Time
Duty cycling allows 10T devices to alternate between active and sleep modes, aiming to conserve energy.
Equation 1 calculates the duty cycle, representing the proportion of time a device spends actively transmitting
or receiving data versus the total time, including both active and sleep periods. Active Time is when the device
is actively transmitting or receiving data, while Sleep Time is when it's in a low-power sleep mode. Adaptive
duty cycling enables devices to adjust their active and sleep durations based on their requirements. This ensures
devices wake up only when necessary to send or receive data, then promptly return to sleep, minimizing power
consumption. Maximizing sleep time and minimizing active time reduces overall energy usage. For instance, a
sensor might wake up every few minutes to send data instead of remaining on continuously. Adaptive duty
cycling enables devices to be responsive when needed while using minimal energy, a crucial strategy for

energy-efficient communication in smart cities with NB-10T technology.

3.3 Data Aggregation

Data aggregation groups small data bits locally before transmission, providing two key benefits. Firstly, it
decreases the frequency of data transmissions, leading to lower energy consumption by devices. Secondly, it
reduces the overall data volume, optimizing network bandwidth use. For instance, in a network of temperature
sensors across a city, instead of each sensor sending individual readings every few minutes, they can collect
readings in a specific area and send them as a single message. This minimizes transmissions and lowers the
overall data sent over the network. In the context of smart cities using Narrowband 10T technology, data
aggregation is crucial for energy-efficient communication. It effectively minimizes energy consumption while
supplying essential data for city management systems. This reduction in data transmission frequency and
volume enables devices to conserve power, extend battery life, and contribute to the overall sustainability of
smart city infrastructure.

3.4 Adaptive Transmission Power Control

Adaptive Transmission Power Control is akin to adjusting your voice volume based on your proximity and
audience. Similarly, in 10T, devices dynamically tweak their signal strength depending on their distance from
the receiver, like a base station. This smart adjustment helps devices conserve energy by not shouting when
close to the base station and ensuring a clear, audible signal when farther away. In smart cities, where 10T
devices span vast areas, this adaptive control is crucial. It optimizes communication efficiency, saving energy
and enhancing the overall sustainability of the city's network. In essence, it's a savvy method to facilitate
effective communication without unnecessary power wastage in smart city setups. In loT communication,
devices dynamically adapt their transmission power. When close or with a strong signal, power is reduced to
save energy; when distant or with a weak signal, power is increased for reliable transmission. In smart cities
with diverse signal strengths and distances, Adaptive Transmission Power Control optimizes energy usage. This
dynamic adjustment ensures efficient data transmission, minimizing energy consumption while extending the

2152



J. Electrical Systems 20-5s (2024): 2149-2157

communication range. This optimization strategy, using NB-IoT technology, contributes significantly to
reducing energy consumption and enhancing the sustainability of 10T deployments in smart cities. It strikes a
balance between energy efficiency and communication reliability, allowing 10T devices to operate effectively
while conserving resources.

3.5 Protocol Optimization

Protocol optimization improves communication efficiency, particularly in energy-sensitive networks like
NB-loT. Picture communication protocols as device instructions, detailing how devices initiate, conclude
conversations, format messages, and manage errors. In NB-loT networks within smart cities, protocol
optimization streamlines these instructions to reduce energy waste and enhance overall performance. A
common approach is minimizing protocol overhead, cutting unnecessary information, and simplifying steps,
such as shorter messages or streamlined connection establishment. Fine-tuning protocols for NB-loT
characteristics, like narrow bandwidth and long-range communication, is a crucial optimization aspect. In this
work, the Constrained Application Protocol (CoAP) is adapted to maximize efficiency and minimize energy
consumption. Researchers optimizing communication protocols help smart city 10T devices communicate

effectively, extending battery life and enhancing overall sustainability and reliability.

__ Initialgc—Finalgc % 100 (2)

EC . =
Reduction Initalgc

Here, ECrequction rePresents the percentage reduction in energy consumption achieved through the
optimization process. Initialg. is the energy consumption of 10T devices using the original communication
protocols. Finalg. is the energy consumption of IoT devices after implementing optimized communication
protocols. Equation 2 quantifies the percentage reduction in energy consumption achieved by optimizing
communication protocols for 10T devices in smart cities using NB-loT. This equation compares initial and final
energy consumption, providing a measure of optimization effectiveness. Understanding the impact of research
and demonstrating the benefits of energy-efficient communication protocols in smart city deployments is
crucial.

IV. RESULTS

This research on energy-efficient communication protocols for 10T devices in smart cities using NB-10T has
unveiled key findings. Adaptive duty cycling, alternating between active transmission and sleep intervals,
significantly reduces device active time, maximizing sleep intervals for energy savings without compromising
reliability. Data aggregation techniques effectively decrease data transmissions, contributing to energy
efficiency. Adaptive power control adjusts transmission power based on signal strength and distance, improving
energy efficiency in smart city environments. Protocol optimization, including streamlining communication
protocols and optimizing data transmission efficiency, has demonstrated substantial energy consumption
reductions. Optimizing network topology by deploying infrastructure for optimal coverage has further
contributed to energy savings. These strategies collectively enhance energy efficiency and sustainability in
smart city 1oT deployments using NB-loT. These findings emphasize the effectiveness of optimization
strategies in achieving energy efficiency in smart cities. Adoption of optimized communication protocols allows
smart cities to significantly reduce energy consumption while supporting reliable communication and diverse
loT applications. These advancements contribute to sustainability goals and foster widespread adoption of
energy efficient 1oT solutions in urban environments as smart cities expand their 10T infrastructure. The
implementation of optimized communication protocols is crucial for maximizing energy efficiency, improving
resource utilization, and enhancing overall quality of life for residents in evolving smart cities.
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Fig. 3. Comparison of energy consumption

Figure 3 provides a visual representation of the comparison between the initial and final energy
consumption of 10T devices using communication protocols. The blue bar represents the initial energy
consumption value, and the green bar represents the energy consumption after implementing optimized
communication protocols. The chart clearly illustrates the reduction in energy consumption achieved through
protocol optimization, highlighting the efficiency gains in the communication processes of 10T devices. Lower
value on the y-axis indicates a more energy-efficient system, showcasing the positive impact of the optimization
efforts on overall energy consumption.
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Fig. 4. Comparison of Energy Consumption Reduction by Optimization Strategies

Figure 4 depicts the impact of optimization strategies on energy consumption for loT devices in smart cities
using NB-loT. Each bar corresponds to a specific strategy, representing the percentage reduction in energy
consumption achieved. The horizontal axis displays evaluated strategies, including Duty Cycling, Data
Aggregation, Adaptive Power Control, Protocol Optimization, and Network Topology Optimization. The
vertical axis indicates the percentage of energy consumption reduction, with longer bars indicating more
effective strategies. Adaptive Power Control led with a 25% reduction, followed by Network Topology
Optimization at 22%. Duty Cycling, Data Aggregation, and Protocol Optimization also contributed
significantly, achieving reductions between 15% and 20%.
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Table 1 Energy Consumption Reduction by NB-1oT Protocol Optimization Strategies

Optimization Strategy Energy Consumption Reduction (%)
Duty Cycling 20
Data Aggregation 15
Adaptive Power Control 25
Protocol Optimization 18
Network Topology Optimization 22

Table 1 displays the results of various strategies for reducing energy consumption in smart city loT
deployments using Narrowband IoT (NB-IoT) technology. Each row corresponds to a specific optimization
strategy, showing the percentage of energy consumption reduction achieved. Optimization strategies encompass
techniques for refining energy-efficient communication protocols in smart city 10T devices. The Energy
Consumption Reduction column indicates the percentage decrease compared to the baseline.

e Duty cycling alternates between active transmission and sleep intervals, resulting in a 20% reduction in

energy consumption.

o Data Aggregation combines and summarizes data locally before transmission, achieving a 15% reduction

in energy consumption.

o Adaptive Power Control adjusts transmission power based on signal strength and distance, leading to a

25% reduction in energy consumption.

e Protocol Optimization streamlines communication protocols, reducing unnecessary overhead and

achieving an 18% reduction in energy consumption.

o Network Topology Optimization optimizes network infrastructure deployment for optimal coverage with

a 22% reduction in energy consumption.

These findings underscore the effectiveness of diverse optimization strategies in enhancing energy
efficiency in smart city 1oT deployments using NB-IoT technology. Implementing these strategies enables cities
to significantly cut energy consumption while ensuring reliable communication, contributing to sustainability
and resource conservation efforts.
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Fig 5. Adaptive transmission power control

Figure 5 shows the impact of adaptive transmission power control on signal strength in an loT
communication scenario. The x-axis represents the distance of 10T devices from the base station, while the y-
axis indicates signal strength. The blue line represents signal strength without adaptive power control, while the
orange line shows signal strength with adaptive power control. Red markers on the graph highlight specific
points where adaptive adjustments were made, resulting in improved signal strength. From this graph, it is
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evident that the proposed model enhances energy efficiency and ensures reliable communication across varying
distances in the 10T network.
Table 2. Protocol optimization results

Metric Before optimization | After optimization | Efficiency Gain (%0)
Average message length (bytes) 150 120 20
Number of steps in communication 8 5 38.5
Overall efficiency gain - - 18.75

(1]
(2]
(3]
[4]
[5]
(6]
[7]
(8]

Table 2 quantifies the tangible improvements in communication efficiency achieved through the
optimization of communication protocols in an loT system. The metrics presented in the table highlight key
aspects of protocol overhead reduction, emphasizing the impact on message length, the number of steps in the
communication process, and an overall efficiency gain percentage. The table illustrates the average size of
messages exchanged before and after protocol optimization. The reduction in average message length, from 150
to 120 bytes, signifies a more streamlined and efficient data transmission process. The number of steps involved
in the communication process is crucial for assessing protocol efficiency. The table showcases a decrease from
8 to 5 steps after optimization, indicating a simplified and more direct communication pathway. The overall
efficiency gain percentage is a composite measure, considering multiple metrics to provide a comprehensive
view of the optimization impact. In this example, an efficiency gain of 18.75% reflects the cumulative
improvement achieved across different aspects of communication protocol optimization. These metrics
collectively demonstrate the success of protocol optimization in reducing protocol overhead, enhancing
communication efficiency, and contributing to the overall optimization of the 10T system. The presented data
underscores the positive outcomes of protocol refinement, showcasing its role in creating a more streamlined,
resource-efficient, and effective communication framework for 10T devices.

V. CONCLUSION AND FUTURE SCOPE

In conclusion, this research concentrated on optimizing energy-efficient communication protocols for 10T
devices in smart cities, specifically utilizing NB-loT technology. The proposed structured framework and the
integrated system architecture combining LTE-M technology and an application server for efficient
communication underscore the importance of sustainability and reliability. The results unveiled significant
accomplishments through various optimization strategies, with Adaptive Power Control leading with a 25%
reduction, followed closely by Network Topology Optimization at 22%. Duty Cycling, Data Aggregation, and
Protocol Optimization also contributed substantially, achieving reductions between 15% and 20%. Visual
representations and a comprehensive table further illustrate the impact of these strategies on energy
consumption reduction. This work lays the groundwork for future research in smart city 10T deployments.
Subsequent exploration could focus on refining existing strategies, exploring additional optimization
techniques, and extending the applicability of these findings to different 10T scenarios. The implementation of
these energy-efficient communication protocols is essential for realizing sustainable and resource-conserving
smart cities.
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