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Abstract: - The advancements in technology has led to advancements in threats and vulnerabilities as well. Academic websites are not spared 

from this. This study aims to evaluate the common vulnerabilities and exposures of private higher educational institution’s website using Open 

Web Application Security Project. Seven private higher education institutions were evaluated using Open Web Application Security Project 

Zed Attack Proxy and Open Web Application Security Project top 10. The top vulnerabilities the higher educational institutions were exposed 

to were broken access control, insecure design and software and data integrity failures. There were two higher educational institutions with 

high level of risks. Also, a total of thirty-two risks or vulnerabilities were identified in the study.  The identification of vulnerabilities or 

exposures in websites will help the private schools to become aware of possible cyberattacks to their institution’s website. This will help the 

institution to identify and prevent further loss or damage.      
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I. INTRODUCTION 

 Accessibility from a range of devices with installed web browsers, such as desktops, smartphones, or tablets, is 

one of the key benefits of web applications. This enables users to access the application whenever and from 

anyplace they have an internet connection [1]. 

However, the increased usage of electronic devices has led to the introduction of increasingly sophisticated and 

cutting-edge Windows, Web, and mobile applications. As a result, it is critical to understand security strategies for 

protecting our website from hackers and exploits [2]. 

Even in the process of developing and coding technology, mistakes occur. The remnant of these errors is often 

referred to as a bug. Although flaws don't necessarily cause harm, many of them can be exploited by malicious 

actors; and these are referred to as vulnerabilities. Vulnerabilities can be used to make software behave in ways 

that are not intended, such as gathering knowledge about the security measures that are already in place [3]. [4] 

defined vulnerability as is a hole or a weakness in the application, which can be a design flaw or an 

implementation bug, that allows an attacker to cause harm to the stakeholders of an application. Also, it is a 

system susceptibility or flaw in the design of the hardware or software and can be exploited to gain unauthorized 

access [5].  

Cybersecurity is seen as a contest of intelligence between a hacker trying to uncover gaps and a designer trying to 

close them. The advantage that the attackers have is that they only need to locate one weakness, whereas the 

designer needs to identify and address every vulnerability to ensure successful security. Also, Web applications do 

present several security issues as a result of improper coding. Websites rely on databases to send important data to 

actors, who are then susceptible to at least one of the numerous hacking approaches, put your sensitive 

information at considerable danger by launching a web attack [6]. Web application vulnerabilities are the primary 

cause of the majority of security risks on the internet [7]. The findings of this risk assessment can assist system 

managers and developers in becoming aware of potential dangers so they can take steps to mitigate and prevent 

them [8]. 
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Academic institutions are not spared from this. The goal of higher education has always been to provide students 

with the knowledge and skills they need to comprehend socioeconomic issues and apply their learning for 

resource usage that promotes harmony, prosperity, and inclusive progress. The characteristic has to do with 

teaching students these values and abilities so they can become capable and original thinkers who are self-assured 

enough to see issues and look for solutions [9].  

 Due to the pandemic, universities and colleges resorted to online education. Classes were conducted synchronous 

and asynchronously. The use of academic websites was utilized to enhance and deliver quality education and 

information over the internet. With the use of these technologies, security may be at risk. They could be exposed 

to attacks and other security threats.  

A nonprofit organization called OWASP (Open Web Application Security Project) focuses on enhancing software 

security. It identifies the most serious security risks to web applications and ranks them according to how 

frequently they occur and how severely they have an effect [10]. It offers details about common vulnerabilities 

and resources, such as testing tools and programs that are intentionally insecure, in order to help educate 

developers about potential security issues that could be present in their code [11]. 

Effective use of these technologies enables firms to pinpoint gaps in their security, fix vulnerabilities, and improve 

overall security posture [12]. By fixing vulnerabilities, timely updating in accordance with technology is 

necessary to reduce cyberattacks [13].  

The aim of the study is to evaluate the websites of private Higher Educational Institutions (HEIs) in Region 1 

using the OWASP Zap and OWASP Top 10. Through this study, these HEIs will be able to determine the different 

exposures and vulnerabilities they are at risk for attack. The HEIs will be able to take proactive steps to strengthen 

their defenses and mitigate potential risks. 

II. LITERATURE REVIEW 

2.1 OWASP ZAP 

OWASP Zed Attack Proxy (OWASP ZAP) is a free open source tool being maintained by OWASP teams. It is a 

penetration testing tool which aids online application developers and security experts in identifying and locating 

vulnerabilities. Insecure deserialization, compromised authentication, exposed sensitive data, security 

misconfigurations, SQL injection, cross-site scripting (XSS), and components with known vulnerabilities are just 

a few examples of the problems it can find in online applications [14].  

2.2 OWASP Top 10  

The OWASP Top 10 is a frequently updated report that highlights the 10 most important vulnerabilities to web 

application security. A group of international security specialists from several countries put together the report. In 

order to reduce and/or mitigate security threats, OWASP refers to the Top 10 as an "awareness document" and 

advises that all businesses include the report into their procedures [15]. Every 3-4 years, OWASP releases a study 

listing the top 10 security risks. The study has been updated since the top 10 dangers were first released in 2003. 

Figure 1 presents the updated top 10 vulnerabilities from 2017 to 2021 [16]. Because OWASP's security standards 

are thorough and specific dependent on the configuration of the website page and server, the OWASP TOP 10 

approach is effective as a security standard for carrying out penetration testing on a website [17]. 
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Fig. 1: OWASP Top 10 for 2021 

The main reason behind broken access control vulnerability is failing to adhere to secure design principles like 

enforce appropriate input validation and take action to limit critical information disclosure, setting up secure 

sessions, and management, control of the readability of the directory [18]. 

Also, [19] stated that 80 percent of the websites that underwent normal testing still had vulnerabilities to SQL 

injection attacks, indicating that this significant threat exists for web applications. Attackers can gain access to 

private data, including databases, through flaws in web programs. This enables the attacker to get data straight 

from the database. 

III. METHODOLOGY   

This study utilized the conceptual framework as shown in Figure 2. The steps involved are internet research, 

vulnerability scanning using OWASP ZAP and report analysis. 

 

Fig 2: Conceptual Framework  

In the internet research phase, a review of researches, blogs and articles was undertaken to have an understanding 

of the common vulnerabilities and exposures. Also, private HEIs websites within the region was considered for 

the study.  

For vulnerability assessment, the websites was evaluated using the OWASP Zed Attack Proxy (OWASP Zap) 

2.12.0 tool. It is a free open source vulnerability tool on Windows 10 operating system. A session was persisted in 

order to save the analysis session. The website was the starting point of the scan.  

After the assessment, alerts or vulnerabilities were automatically generated by the assessment tool as shown in  

Figure 3. 
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Fig. 3: Vulnerability Analysis Result  

Figure 4 presents the ZAP scanning report which shows the alert counts by risk and confidence with the alert’s 

risk level.  

Figure 5 presents the alert counts by alert type wherein the percentages represent the total number of alerts 

included in the report. 

 

Fig. 4: Alert Counts by Risk and Confidence  

 

Fig. 5: Alert Counts by Alert Type 
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IV. RESULTS AND DISCUSSION 

The results of the vulnerability assessments performed on the selected higher educational institutions (HEI) is 

presented. As presented in Figure 6, out of the selected HEIs, HEI5 got the highest number of vulnerabilities of 19, 

HEI4 got a total to 15 vulnerabilities, HEI2 got 13 vulnerabilities, HEI1 and HEI3 got 12 vulnerabilities each and 

HEI6 got the lowest number of vulnerabilities which is 11.  

 

Fig. 6: Vulnerability Summary for the HEIs 

Vulnerability Analysis of HEI1. 

Out of the 12 vulnerabilities identified, 33.3% were classified as medium, while 41.7% were low. 4 vulnerabilities 

were also considered as informational. The threat level for the server could be said to be medium since most of the 

vulnerabilities were medium as shown in Figure 7. 

 

Fig. 7: Vulnerabilities in HEI1 

Vulnerability Analysis of HEI2 

Figure 8 presents the vulnerability analysis of HEI2. Out of the 13 vulnerabilities, 1 of the severity was posted as 

high, 4 were posted as medium 4 were low and 4 were informational. The threat level for this HEI was high 

because the most severe among the identified vulnerabilities was high. 
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Fig. 8: Vulnerabilities in HEI2 

Vulnerability Analysis of HEI3 

For HEI3, out of the 12 vulnerabilities identified, medium, low and informational was able to get 4 severities each. 

The threat level for HEI3 was medium because the highest vulnerability identified was also medium as shown in 

Figure 9. 

 

Fig. 9: Vulnerabilities in HEI3 

Vulnerability Analysis of HEI4 

As presented in Figure 10, HEI 4 was posted with 3 severities as medium, 7 or 20% of severities as low and 5 or 

46.7%of severities as informational. The threat level for HEI4 was low. 

 

Fig. 10: Vulnerabilities in HEI4 
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Vulnerability Analysis of HEI5 

The vulnerability analysis of HEI5 is presented in Figure 11. Out of 19 vulnerabilities, 1 has a risk factor of high, 

3 has a risk factor of medium, 9 had a risk factor of low and 6 were informational. The threat level of HEI5 which 

got the highest number of vulnerabilities among the selected HEIs was high. 

 

Fig. 11: Vulnerabilities in HEI5 

Vulnerability Analysis of HEI6 

Figure 12 shows the vulnerability analysis of HEI6. It can be seen that out of the 11 vulnerabilities, 3 has a severity 

of medium, 7 has a severity of low and 5 were informational. HEI6 got the lowest number of vulnerabilities 

among the selected HEIs. The threat level of HEI6 is low. 

 

Fig. 12: Vulnerabilities in HEI6 

Vulnerability analysis of HEI7 

Figure 13 presents the 16 vulnerabilities of HEI7. 37.8% has a severity of medium, 5 had a severity of low and 5 

were also informational. The threat level of HEI7 was medium. 
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Fig. 13: Vulnerabilities in HEI7 

Figure 14 presents the top 10 web application security risks present in the selected HEIs. A01 (Broken Access 

Control), A04 (Insecure Design) and A08 (Software and Data Integrity Failures) were all present in the selected 

HEIs. Security misconfiguration was present in HEI2, HEI3, HEI4, HEI5 and HEI6.  Injection was found to be 

vulnerable in HEI2, HEI3, HEI5 and HEI7. HEI1, HEI5 and HEI7 was found to be vulnerable with Cryptographic 

failures. Out of the selected HEIs, HEI5 got 6 out of 10 from the OWASP top 10 web application security risks. 

This was the most vulnerable among all the HEIs.  

 

Fig. 14: OWASP Top 10 

Figure 15 shows the vulnerabilities that were identified during the scanning of the selected HEIs. There was a total 

of 32 vulnerabilities. 

 

Fig. 15: Vulnerabilities Listing 
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V. CONCLUSIONS 

The study aimed to evaluate the websites of private HEIs in Region 1 to determine the different exposures and 

vulnerabilities these HEIs may be at risk for attacks. The websites of private universities and colleges in Region 1 

were evaluated using OWASP Zap and OWASP Top 10. The websites utilized in the study has vulnerabilities. 

Broken Access Control, Insecure Design and Software and Data Integrity Failures were the top vulnerabilities the 

HEIs were exposed to. A total of 32 vulnerabilities were also determined in the study. Necessary actions must be 

taken by the website administrators to come up with solutions so as not to compromise the operations of the 

institutions. OWASP Zap is a suitable tool for website vulnerability and exposure evaluation. This tool may be 

utilized by other agencies, organizations, developers to evaluate the security of their websites. 
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