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Abstract: - Effective planning and implementation of smart security surveillance ensures campus protection for all genders. Thus, the 

integration of a reliable ICT infrastructure as the core foundation for the security and privacy of the institutions leads to a substantial 

transformation in the way individuals interact, increasing the confidentiality of the stakeholders. Hence, the study aims to assess the current 

state of ICT infrastructure and identify the parameters in the design of an IoT-based gender-responsive security surveillance system for 

Colegio de San Juan de Letran Manaoag. The study implemented a comprehensive review of related literature about maturity models and 

their capabilities. A focus group discussion was assembled to administer a semi-structured interview on the current state of the ICT 

infrastructure and conducted an online survey for the assessment of the ICT infrastructure among the administrators and staff of the MIS 

Department in identifying the strengths and weaknesses of the current ICT infrastructure. Employing the IT Infrastructure Maturity Model 

(ITI-MM) as a tool in determining the maturity levels of its capabilities. Based on the results, the ITI-MM model determined the current 

state of the ICT infrastructure, which is currently operating at maturity level 2, and identified the gaps in achieving the requirements 

between Level 1 and Level 2. In conclusion, the study indicated that measuring of the maturity level is applicable in integrating the 

proposed system for developing an IoT-based gender-responsive security surveillance system to enhance the security measures of the 

institution.     
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I. INTRODUCTION 

In schools, safety and security of all genders are significant concerns, and one of the important aspects is 

innovation in intelligent security surveillance. Hence, following high-profile instances of violence in schools, 

school administrators have become more dependent on a variety of surveillance techniques to ensure authority 

and discipline in their educational institutions[1]. Some individuals view a campus as a location for comfort, 

security, sustainability, recreation, and learning, enhanced by a variety of cutting-edge systems and 

technologies[2][3]. Utilizing the internet of things is inevitable, as it forms a core component of the smart 

campus[4]. The widespread adoption of the Internet of Things (IoT) has sparked a revolutionary transformation 

across all aspects of life[5]. In addition, the Internet of Things (IoT) is widely recognized as one of the most 

important areas of emerging technology, attracting considerable attention from different organizations[6]. With 

the integration of these technologies, methods of discipline, assessment, and supervision within school 

populations have progressively grown, often with comparatively less controversy and opposition than the 

application of surveillance technologies in broader society[7]. Hence, to address the violence, certain schools are 

adopting sophisticated artificial intelligence surveillance technology, incorporating facial recognition and 

geolocation tracking devices, as a means to enhance security measures[8]. Enhanced surveillance in public 

spaces serves as a significant deterrent against delinquent behavior, creating a safer environment for everyone 

involved[9][10][11].  

Thus, Colegio de San Juan de Letran Manaoag seeks to ensure that the environment is safe and secure for 

teaching and learning. The present challenge is how, with the current ICT infrastructure available, to 

successfully identify the incidences of bullying, sexual assault, sexual harassment, and other crimes utilizing 

video surveillance that undermine gender responsiveness in a campus setting. Information and communication 

technology is now considered a crucial element in educational institutions[12] Furthermore, ICT maturity 

models are gaining popularity in service science as they are employed to facilitate continuous improvement and 
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evaluate service organizations through self or third-party assessments[13][14].  According to [15], a maturity 

model is a method that has been shown to be useful in evaluating several facets of the procedures of an 

organization. The term maturity can be defined as the distinct levels of development that characterize a 

particular entity or dimension[16][17]. In this context, a maturity model serves as a framework or guide that 

enables a clearer comprehension of reality, and its primary objective is to explain a particular phenomenon and 

empower the ability to make predictions based on the insights gained from the model[18]. The maturity model 

enables the organization to comprehend processes better, establish standard measurements, and facilitate the 

implementation of potential enhancements[19].  

Hence, the study aims to assess the current state of the ICT infrastructure and identify the parameters using the 

maturity model in the design of an IoT-based gender-responsive security surveillance system for Colegio de San 

Juan de Letran Manaoag. Enhancing the ICT infrastructure and effectively addressing and preventing gender-

based violence, harassment, and discrimination necessitates overcoming the current system's limitations in 

identifying intruders, gender-based violence, or suspicious activity across all genders. Given these issues, it is 

important to scrutinize whether the current real-time video surveillance system can be enhanced to provide a 

more effective safety solution for the Colegio. 

II. METHODOLOGY 

A comprehensive review of related literature about the different infrastructure maturity models and their 

capabilities.  Additionally, this review focuses on analyzing the key influencing factors or dimensions as well as 

the assessment tools, which serve as the primary criteria for evaluation. The comprehensive synthesis of findings 

from multiple studies on infrastructure maturity models asserts that organizations need to fulfill all the goals of 

process areas from a specific perspective, as determined by the assessment tools in use, in order to attain a higher 

capability or maturity level. In the data collection, a focus group discussion was administered through a semi-

structured interview on the current state of the ICT infrastructure. The study conducted an online survey for the 

assessment of the current ICT infrastructure using the ITI-MM tool, a comprehensive and accurate assessment of 

the current ICT infrastructure maturity level. The IT Infrastructure Maturity Model (ITI-MM) method adopted in 

the assessment of the ICT infrastructure proved to be the most appropriate and effective tool for determining its 

maturity level. Through the use of the ITI-MM assessment tool[20], as depicted in Fig. 1 which consist of 

domains, levels, capabilities, and perspectives in assessing the criteria that are currently used by the institutions 

regarding ICT infrastructure. After a thorough review of related literature, a comparative analysis was used to 

analyze the criteria of the different IT infrastructure maturity models. Through a descriptive analysis to describe 

the current ICT infrastructure among the administrators and MIS Department staff. Using comparative analysis 

on the ITI-MM assessment maturity tool to measure the maturity level of the existing ICT infrastructure of the 

institution and determine the gaps between Level 1 and Level 2 assessments. 

 

Fig. 1. The ITI-MM Model. 
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III. RESULTS AND DISCUSSIONS 

Given that there are commonalities among the eight (8) maturity models analyzed, the ITI-MM is well-suited for 

the assessment of the ICT infrastructure as illustrated in Table I. The ITI-MM has significant implications for 

enterprise architecture and IT governance as well.  

TABLE I.  COMPARATIVE ANALYSIS ON MATURITY MODELS 

Maturity model Influencing Factors 

/ Dimensions 

Assessment Tool References 

Capability 

Maturity Model 

Integration 

(CMMI) 

IT Governance 

Service, Product, and 

SW Development 

Technology 

Infrastructure Tools 

and Services, CMMI 

Questionnaires, and 

Gap Analysis 

 

[21][22][23] 

[24][25] 

Autonomic 

Maturity Level 

 

Self- 

Configuration, Self- 

Optimization, Self-

healing, Self-

protection 

Self- 

Assessment 

Questionnaires and 

Define the Maturity 

Model  

 

[26] 

IT Infrastructure 

Library (ITIL) 

Service Life Cycle 

Approach Service 

Level Agreements 

(SLAs) 

Self- 

Assessment 

Questionnaires, 

Define the Maturity 

Model, and 

ITIL Tools 

 

[27][28] 

Green Maturity 

Model for 

Virtualization 

Resource Utilization Virtualization 

Performance 

Monitoring, 

Benchmarking and 

Define the Maturity 

Model 

 

[29][30] 

COBIT 5 IT Governance and 

Business Process 

 

 

 

Process Assessment 

Management 

(PAM), 

Define the Maturity 

Model, and 

Gap Analysis 

 

[31] [32][33] 

Gartner 

Infrastructure 

Maturity Model 

(GIMM) 

Technology 

Infrastructure, IT 

Service Management 

(ITSM) 

Define the Maturity 

Model, 

Customized Maturity 

Model 

Self- 

Assessment 

Questionnaires, 

Gap Analysis, and 

Gartner IT Score – IT 

Maturity Assessment  

 

 

[34][35][36] 
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NHS Infrastructure 

Maturity Model 

(NIMM) 

Technology Stack 

 

 

KPIs, Critical 

Success Factors, Best 

Practice, Standards, 

Patterns, and 

Practices, and 

Define the Maturity 

Model 

 

 

[37][38] [39] 

IT Infrastructure 

Maturity Model 

(ITI-MM) 

IT Governance and 

Enterprise 

Architecture, Low 

Cost, Scalability, 

Flexibility, and 

Agility 

 

 

 

Define the Maturity 

Model, 

Key Dimension, 

Self- Assessment, 

Create 

Assessment Criteria, 

Scoring Mechanism, 

Data Collection, 

Assessment 

Execution, 

Continuous 

Improvement, 

Validation, and 

Gap Analysis 

 

[20][40] 

 

Based on the comprehensive review of related literature, the assessment tool that is more applicable in the 

assessment of the ICT infrastructure was the ITI-MM because of its efficiency, low cost, agility, and easy-to-find 

ICT infrastructure performance indicator, which is needed in the study. 

Moreover, the respondents assessed their ICT infrastructure by scoring each capability from one (1) to five (5), 

using one or more perspectives to help them shape their ways of thinking. After completing the assessment 

session, respondents are required to utilize the provided numbers and lines of reasoning as argumentation to 

determine the rational maturity score for each capability. It is essential to note that each capability can only have a 

single maturity score. Applying the five (5) ITI-MM views to evaluate the capacity holistically, the ICT 

infrastructure capabilities that are acquired from the scores and lines of reasoning derived from each perspective 

are then utilized as argumentation to arrive at the final maturity level for a capability. 

TABLE II.  ITI-MM LEVEL 1 ASSESSMENT 

Domain 

Perspective

s/ 

Capabilitie

s 

Assessment Remarks 

 

Infrastructu

re 

Managemen

t 

 

 

Infrastructu

re Storage 

Platform 

Server 

Managemen

t Capability 

 

The server 

enables the 

availability 

of shared 

resources, 

internet 

connectivity

, and NAS 

functionalit

 

LEVEL 1 

ACHIEVED 
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y. 

 

Agility 

 

Procuremen

t Strategy 

Capability 

 

 

 

Making 

preparations 

in advance 

to guarantee 

timely, 

cost-

effective, 

as-needed 

acquisition 

of the 

products 

and services 

that the 

organizatio

n requires 

to function. 

LEVEL 1 

ACHIEVED 

 

Knowledge 

 

 

People and 

Skills 

IT Staff 

Training 

Capability 

 

Provided 

training and 

seminars to 

upgrade the 

knowledge 

and skills of 

IT staff. 

LEVEL 1 

ACHIEVED 

 

Knowledge 

 

 

People and 

Skills IT 

Staff 

Performanc

e Capability 

 

IT staff 

performanc

e 

managemen

t is present. 

LEVEL 1 

ACHIEVED 

 

Infrastructu

re 

Provisionin

g 

 

 

 

IT Security 

and 

Information 

Governance 

Surveillanc

e System 

Capability 

Analog and 

IP cameras 

on the 

current 

surveillance 

system are 

in place for 

monitoring 

and keeping 

track of the 

activities at 

the school.  

LEVEL 1 

ACHIEVED 

 

Infrastructu

re 

Provisionin

g 

 

End User 

Devices 

Email 

Capability 

 

 

Provide a 

new email 

account to 

students, 

administrati

on, faculty, 

and staff of 

LEVEL 1 

ACHIEVED 
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the school. 

 

Infrastructu

re 

Managemen

t 

 

Process and 

Automation 

Infrastructu

re Processes 

Documentat

ion 

Capability 

 

There is 

efficiency, 

productivity

, cost 

savings, 

compliance, 

reduced 

errors, and 

increased 

employee 

satisfaction 

and 

retention. 

LEVEL 1 

ACHIEVED 

 

Infrastructu

re 

Managemen

t 

 

 

 

IT Security 

and 

Information 

Governance 

Data 

Security 

Capability 

 

Safeguardin

g sensitive 

information 

from 

unauthorize

d access 

and misuse 

and 

reducing the 

risk of data 

breaches are 

present. 

LEVEL 1 

ACHIEVED 

The ITI-MM Level 1 and Level 2 assessments were based on the focus group discussion of the participants using 

the ITI-MM assessment tool, which determined the strengths and weaknesses as well as the recommendations for 

improving the current ICT infrastructure in the institution. As shown in  Table. II, the ITI-MM Level 1 

Assessment results, the infrastructure management domain capabilities in the context of infrastructure storage 

platform server management capability, and the server successfully fulfilling the criteria by providing access to 

shared resources, internet connectivity, and NAS functionality of Level 1 based on the assessment of the 

respondents. In addition, in the agility domain that has procurement strategy capability, preparation of the 

organization in advance is apparent regarding the guarantee of meeting the requirements, which are available and 

functional and defined as Level 1. Meanwhile, the knowledge domain people and skills IT staff training 

capability, trainings, and seminars are provided to upgrade the knowledge and skills of IT staff that satisfy the 

criteria in Level 1. Moreover, Level 1 was also achieved in the knowledge domain of people and skills for IT staff 

performance capability, where IT staff performance management is present. Additionally, the infrastructure 

provisioning has IT security and information governance capabilities, and the surveillance system capability 

encompasses both analog and IP cameras, effectively monitoring and recording school activities. This has 

satisfied the requirements of Level 1. Furthermore, the infrastructure provisioning domain, which consists of end-

user device email capability and provides new email to the students, administration, faculty, and staff, adhered to 

level 1. Meanwhile, Level 1 was achieved in process and automation infrastructure processes documentation 

capability. Having an effective, efficient system leads to productivity gains, cost savings, compliance, fewer 

errors, heightened employee satisfaction, and improved retention. Subsequently, the infrastructure management 

domain in IT security and information governance data security capability has met the requirements in Level 1. 
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TABLE III.  ITI-MM LEVEL 2 ASSESSMENT 

Domain 
Perspectives/ 

Capabilities 
Assessment Remarks 

 

Infrastructure 

Management 

 

 

Infrastructure 

Storage 

Platform 

Server 

Management 

Capability 

 

There is 

network 

security in 

place, such as 

the Fortinet 

Firewall. 

LEVEL 2 

ACHIEVED 

 

Agility 

 

 

Procurement 

Strategy 

Capability 

 

The 

procedure for 

tracking the 

supplier is 

fast and 

efficient. 

LEVEL 2 

ACHIEVED 

 

 

Knowledge 

 

 

People and 

Skills 

IT Staff 

Training 

Capability 

 

Consistently 

enacting an 

all-

encompassing 

training 

program for 

the IT staff. 

LEVEL 2 

ACHIEVED 

 

Knowledge 

 

 

People and 

Skills IT Staff 

Performance 

Capability 

 

There is a 

need to 

enhance skills 

and expertise 

through IT 

certifications. 

LEVEL 2 

NOT 

ACHIEVED 

 

 

Infrastructure 

Provisioning 

 

IT Security 

and 

Information 

Governance 

Surveillance 

System 

Capability 

 

The current 

surveillance 

system 

cannot 

identify 

intruders in 

real time, and 

there are no 

existing 

notifications. 

LEVEL 2 

NOT 

ACHIEVED 

 

Infrastructure 

Provisioning 

 

End User 

Devices Email 

Capability 

 

 

There is an 

established 

and 

standardized 

email 

provisioning 

process 

across all 

LEVEL 2  

ACHIEVED 
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accounts. 

 

Infrastructure 

Management 

 

 

Process 

Automation 

Infrastructure 

Processes 

Documentation 

Capability 

 

A paperless 

system is to 

be 

implemented. 

LEVEL 2 

NOT 

ACHIEVED 

 

Infrastructure 

Management 

 

 

Common 

Application 

and Services 

End User 

Devices Email 

Capability 

 

A firewall 

filtering 

measure is 

present. 

 

LEVEL 2 

ACHIEVED 

 

As shown in Table III, the results of the ITI-MM Level 2 Assessment from the respondents indicate capabilities 

in infrastructure management on infrastructure storage platforms and server management. Network security 

measures, including the utilization of the Fortinet firewall that adheres to Level 2 requirements, have been 

implemented. Moreover, in the agility domain, which consists of the procurement strategy capability, the 

procedure for tracking the supplier is fast and efficient. Level 2 criteria were attained. In addition, knowledge 

comprising the people and skills IT staff training capability and maintaining a continual and comprehensive 

training initiative for the IT staff, Level 2, was obtained. Furthermore, because the knowledge domain consisting 

of the people and skills required for IT staff performance capability, Level 2, was not attained, it is necessary to 

elevate skills and expertise via IT certifications. Moreover, in the domain of infrastructure provisioning within 

IT security and information governance surveillance systems, the existing surveillance system lacks the 

capability to promptly detect intruders and lacks any notifications in place, thus preventing it from reaching the 

necessary level 2. On the other hand, in the infrastructure provisioning domain consisting of end-user device 

email capability, an email provisioning process has been implemented and standardized across all accounts that 

meet the requirements in Level 2. Furthermore, due to the upcoming implementation of a paperless system, the 

infrastructure management on process automation infrastructure processes documentation capability did not 

reach Level 2. Moreover, the infrastructure management consisting of the common applications and services 

and end-user device email capability has obtained Level 2, since firewall filtering measures are present. The 

level of maturity based on the results of the domains, capabilities, and perspectives is at Level 2 (controlled). 

The typical incentive for progressing to this stage arises from a desire to attain a more enhanced and uniform 

perspective of the current infrastructure, coupled with a drive to assume greater command and authority. 

IV. CONCLUSION 

In conclusion, measuring the ICT infrastructure using the ITI-Maturity Model is also the most appropriate tool 

to use in determining the different capabilities of the domains in the current ICT infrastructure of the institution. 

The ITI-MM assessment through focus group discussion helped the school determine the current ICT 

infrastructure of Colegio de San Juan de Letran Manaoag. The ITI-MM model determined the current state of 

the ICT infrastructure and identified the gaps in achieving the requirements between Level 1 and Level 2. The 

researchers also found out that the identified parameters using the ITI-MM are significant to integrate into the 

proposed system. 

Furthermore, the maturity level in the domains, capabilities, and perspectives indicates that the current ICT 

infrastructure is applicable for developing a proposed system for an IoT-based gender-responsive security 

surveillance system to enhance the security measures of the institution.     
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