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Abstract: - Digital networks present a number of interesting research problems, one of which is the secure image transfer through various
channels of communication. In these circumstances, cryptography algorithms are commonly employed to securely encrypt and decode data
at both the sending and receiving ends. To determine the most effective method of image encryption, a wide range of modern algorithms are
analysed and compared. In this study, we describe several fuzzy modes of operation for image encryption. It guarantees the safety of digital
image transfer. The work's goal is to provide the most trustworthy image encryption possible; This is achieved by integrating image encryption
methods into a hybrid fuzzy based architecture. The proposed composite fuzzy-based encrypted systems (CFES) are recommended for use in
order to ensure the security of data on various communications media. The composite fuzzy-based encrypted systems provide strong security
while yet protecting users' privacy while viewing image content.
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l. INTRODUCTION

Images, audio, and video data [1] can be transmitted securely with the help of cryptographic algorithms [2] and
access control mechanisms [3]. It has become crucial for reliable apps or cloud services [4] to allow users to safely
share and save their multimedia files in intelligent applications [5]. Healthcare image encryption [6], [7] is one of
emerging applications that rely on image encryption. The development of secure scientific applications [8], space
image map to defence [10], weather image and predictions [11], and software-defined image network analysis [12]
all rely on the use of multimedia encryption. The corporate, governmental, and nonprofit sectors all have a need for
image cryptography for various security-related applications. There have been several advancements in the field of
image cryptography over the past decade, as evidenced by the proliferation of image encryption methods. Raster
images store information in blocks of pixels all of the same size and shape [13]. In this way, images sent via insecure
channels can be encrypted and decrypted quickly and easily using these pixels. Medical photographs, infrared
photos, logos, etc. can all benefit from its image encryption capabilities. Currently, RC6 (Rivest Cypher 6) [15],
[21] is the most used method for encrypting images, and it is used in a variety of fuzzy architecture modes[16],
which are, cypher feedback (CFB), cypher block chaining (CBC), electronic codebook (ECB),output feedback
(OFB). In addition to DES [23] and AES, the most widely employed encryption methods for protecting images are
RSA [24] and the advanced encryption standard (AES) [17], [18], [19], [20], [22]. All across the world, private
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information is encrypted using software and hardware that adhere to the Advanced Encryption Standard (AES). The
following section of this study introduces these state-of-the-art picture encryption methods and describes how they
are put into practice [25], [26], [27]. An experimental investigation of the four modes (ECB, CBC, OFB, and CFB)
is provided to discover hich is best suited to encrypting images. At this stage in the routing process, every node of
a cluster checks its degree to see if it should retransmit the route request message. This evaluation is performed by
taking into account a variety of characteristics, including the amount of distance travelled, the amount of residual
energy, the connection quality, and the total number of steps [28], [29], [30]. During the period designated for
communication security, symmetric cryptography is used to ensure the safety of intra-cluster communication.

The following is a brief overview for the contributions of the paper:

1. Illustrate the impact of fuzzy operations in ECB, CBC, OFB, and CFB on image encryption.

2. Describe the composite fuzzy-based encrypted systems, which combine the best features of both traditional
image encryption techniques and fuzzy logic modes of operation.

3. Determine the best efficient image encryption pictures for use in image security and privacy applications.

Examine the performance of composite fuzzy-based encrypted systems (CFES)

5. Carry out an empirical investigation of the different methods of encryption by using the selected group of
reference photos

B

The following is an outline of the many parts included in the paper: In the second section, the modes of operation
of several encryption schemes are presented. In the third section, we take a high-level look at the various picture
encryption methods that are currently in use. In the following section, compare and contrast the effectiveness of
several image encryption methods. In Section 5, we present the results and the entirety of our work.

1. MODES OF THE OPERATIONS OF ENCRYPTION TECHNIQUES

Any approach for encrypting pictures will execute encryption and decryption for images by taking into account
individual image blocks rather than the complete image. Numerous cryptographic algorithms use a method called
block-based ciphering as a means of achieving higher authentication levels and greater levels of secrecy. Techniques
for encrypting information need to make advantage of unique modes of operation regarding block cyphers.
Encryption and decryption must both use the same mode of operation for any technology to be considered secure.
The most recent study on picture security discovered that four fuzzy modes, which are utilised often, have a
tremendous amount of success. These modes are referred to as CFES based operation modes (i.e. CFES-ECB,
CFES-CBC, CFES-CFB, and CFES-OFB)

2.1. Composite Fuzzy-based Encrypted Systems -Electronic codebook (CFES-ECB)

The data is first divided into uniform chunks of size one and encrypted independently in this method of operation.
Due to the lack of connection between encrypted blocks, faults are less likely to spread. A single block's fault may
not propagate to the rest of the chain. The affected section is limited to the one block. Due to its error-preventing
mode of operation, the ECB will not allow the mistake in one block's fuzzy membership values to spread to other
blocks. The equations Eqn. (1) and (2) depict its action in detail. Equal-sized blocks of the source data (S.D.) are
created (SD1, SD2,...), and Ciphered blocks (CSD1, CSD2,...).

CSD; = Ex(SD;) (1)
SD; = D (CSDy 2

When the same key (‘'K") is considered in ECB, the divided blocks undergo the same protocol transformation to
become cypher blocks. In order to decode a partitioned block, the key 'K' must be used on all partitions. Therefore,
ECB may not always ensure the safety of data transfer through the internet. In spite of this, it is now widely
considered to be one of the least popular error access control encrypted systems. With ECP in operation, a codebook
may be built using the same encryption and decryption procedures for recurrent picture blocks. It may not be able
to protect the encrypted data from assaults using the ECB. In this case, the following operational modes are used.

Using a symmetric key and algorithm, a block cypher encrypts and decrypts data in blocks. Adding an initialization
vector (1V) to the input plaintext of a block cypher expands the cypher's keyspace, making brute-force key derivation
more challenging. This makes it harder to duplicate the key.
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2.2 Composite Fuzzy-based Encrypted Systems -Cipher blockchain (CFES-CBC)

Another form of operation, bits XOR operation of data, may solve the ECB image encryption issue. The XORing
with fuzzy membership values is performed between the source block and the previously encrypted block of data.
It's a loop that only ends when the XOR operation is performed on the data from the most recent block with the
encrypted data from the prior block. Image encryption and decryption using XOR bits is shown in Egn. (3)—(5),
which represent the 'CBC' operating mode.

CD, = IVec 3)
CD; = Ex(CD;_, XOR SD;) (4)
SD; = D (CD;) XOR CD;_, (5)

XORing together the currently encrypted block with the previously encrypted block yields the decrypted block in
CBC mode. The first cypher data (denoted 'CDQ") is derived from a randomly chosen initialization vector (IVec).
Data block 'DB1' is used to generate encipher data 'CD1' for the block of 'SD1' by applying XOR to the original
cypher data (or 1Vec). It continues in this fashion until all of the data has been encrypted, at which point the final
encipher block is acquired.

2.3 Composite Fuzzy-based Encrypted Systems -Cipher Feedback (CFES-CFB)

Initial encrypted data is produced by the CFB operating mode using the initialization vector (I\VVec). The equation
given in Eqn. (6) provides a good description of it.

CDy = IVec (7
ENC = Ex(CD;_1),j = 1,2, ... (8)
CD; = SD; XOR ENC; ©)

The first data block (SD1) and initial IVec are encrypted, and their resulting encrypted data is applied using an XOR
operation in the subsequent recursive phases. These iterative encryption and decryption procedures are carried out
in accordance with the aforementioned modelling phases for the data blocks (SD1, SD2,......), as illustrated in Eqgn.
(7) through Eqn. (10). The encrypted data blocks (CD1, CD?2,......) are obtained by applying the encrypted key K to
the original data blocks (SD1, SD2,......).

If an error of at least one bit is discovered in either the current or prior data block, it has the potential to propagate
through the CFB mode and into the subsequent fuzzy based ciphered blocks. This technique of encryption is not the
most secure.

2.4 Composite Fuzzy-based Encrypted Systems -Output Feedback (CFES-OFB)

In OFB's method of operation, the data blocks are collected at varying sizes.

I, = IVec (12)
I =Ex(li-1),j =12, ... (12)
CD; = SD; XOR I (13)
SD; = I; XOR SD; (14)

In contrast to the CFB mode, the OFB mode uses the encryption function as feedback rather than cypher data in an
effort to solve the fuzzy synchronised stream ciphering issue. Except for the feedback function, OFB is modelled
similarly to CFB. Eqgn. (11)—(14) are the equations used to model OFB.
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M. IMAGE ENCRYPTION TECHNIQUES

Image encryption is used to conceal information about the pictures themselves, block by block. These are outlined,
and the steps involved in implementing them are covered. The RC6 algorithm [19] is a cutting-edge method for
encrypting images; it provides robust protection for picture blocks in each of the modes discussed above.

A. Existing RC6 for Image Encryption

The RC6 method divides the original picture into smaller, more manageable chunks (say, 128-bit data blocks).
These divided blocks must not overlap, and once obtained, they are sent on to the first RC6 encipherment stage. In
the enciphering step, the original picture is decrypted using one of four operating modes: EBC, CBC, CFB, or OFB.
After then, the encrypted picture is built by piecing together all the encrypted pieces. The picture is encrypted before
transmission for further security. Once the encrypted picture reaches the receiving end, it is once again separated
into blocks of the same size as the original 128-bit block. Send all partitioned encrypted blocks that do not overlap
to the RC6 decryption step. At the decoding stage, the blocks are presented in the same operating modes that were
used during enciphering. At the end, the decrypted picture is constructed by combining blocks that have already
been received after decryption. The stages involved in these methods of procedure are shown in Fig. 1.

Using membership functions, the fuzzy logic approach to edge linking may ascertain whether or not a given pixel
is indeed part of an edge or a homogeneous area. This may be accomplished by comparing the pixel in question to
its immediate neighbours. The membership function for each input of the edge is a Gaussian with zero mean.

In this research, we provide the technique that provides substantial support for the increased user level security. The
proposed approach generates random keys that are both secure and computationally efficient. Fuzzy logic is
responsible for the development of this secure picture data access system.

B. RSA Image encryption Technique

Since the public key and private key are used for encryption and decryption on opposite sides of the connection,
RSA [20] is considered an asymmetric encryption method. Symmetric methods encrypt and decode with the same
key. Since the transmitter and receiver share the same secret, symmetric cryptography is not as effective as
asymmetric cryptography in preventing hacker attacks. RSA shows how to decipher an RSA encrypted message by
locating the public and private keys.

Encryption is the process of encoding a communication in a way that renders it unintelligible to an eavesdropper.
One of the most essential ideas in cryptography is encryption. Caesar was the first to use this practise in order to
encrypt his communications using the Caesar cypher.

C. Advanced Encryption Standards (AES) Technique towards Image Encryption

It is a kind of symmetric block cypher that falls within that category. It works well with encrypted picture data of
varying lengths. The AES [21] is built with varying key lengths; these variants include the AES-256, AES-192, and
AES-128 methods [22]. These techniques provide deciphering results after 10, 12, and 14 iterations, respectively.
There are four separate steps involved in each cycle: key addition,, row shift, column mix, and sub-byte. In AES-
128, for instance, there are ten rounds total, and although all four transformations may be tried in the first nine
rounds, only the mix-transformation is prohibited in the final round. To decode the message, we employ reverse
operations such as "inverse replace bytes," "inverse shift rows," and "inverse mix columns.". For the purpose of the
sub-byte transformation, the 8-bit substitution box is used to convert each 8-bit (byte) data block into a unique

variant.
D. Data Encryption Standards (DES) Technique towards Image Encryption

Data in both the public and private sectors may benefit from this kind of protection, making it the most popular of
its kind. The tiny amount of the data, however, makes it vulnerable to a brute force assault. The DES [23] uses a
64-bit key and a 56-bit critical length. Assume that a weak key is employed, which leaves the system open to attack
since it limits the key length to 56 bits. The method is thought to be protected by yet another DES variant, known
as Triple-DES [24]. Moreover, several theoretical counterarguments show it.
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V. EXPRIMENTAL DESCRIPTION AND RESULTS COMPARATIVE ANALYSIS

CFES-CBC, fuzzy-EBC, CFES-CFB, and CFES-OFB are the four fuzzy-based operating modes used in the
proposed work to encrypt images using AES, RC6, DES, and Triple DES. The 'pycryptodome' [25] developed
python libraries that were used to implement the proposed CFES based fuzzy models. The Advanced Encryption
Standard (AES) generates symmetric keys of either 256 bits, 192 bits, or 128 bits in length. The U.S. government
regards AES as the best encryption method available and suggests that all nations use it. Only keys of a length of
256 bits will be accepted by the AES algorithm. Using the Nike logo, a medical picture from the first set, a medical
image from the second set, the C.S. logo, and a chesshoard, these composite hybrid models are tested. Figure 1
displays the experimental images used in the research and performance evaluation of proposed CFES based fuzzy

= @ B

(@) Nike Image (b) Medical Image 1 (c) Medical Image 2 (d) CS Logo (e) Chess board

3

Figure 1 Test Images for Performance Evaluation of Image Encryption Techniques

Image encryption systems are evaluated using quality metrics such as the entropy measure, correlation coefficient,
histogram deviation, number of pixels changing at a given rate (NPCR), peak signal to noise ratio test (PSNR), and
feature similarity test (FST) [14]. Image encryption is simulated in MATLAB to evaluate the quality. The many
modes of operation used in image encryption (ECB, CBC, CFB, and OFB) are shown graphically via visual
inspection (VI). There is a bottleneck in applying well-performing enciphering techniques because of the encryption
of such pattern blocks to similarly enciphered blocks, which is used to process and characterise picture information.
Table 1 displays the VI for the various hybrid image encryption models that have been presented.

Table 1: Encrypted Images Using Variant CFES-based Fuzzy Models

Encryption Method

AES- CFES-CBC

AES-CFES-CFB

AES-CFES-ECB

AES-CFES-OFB

ARC2-CFES-CBC
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ARC2-CFES-CFB

ARC2-CFES-ECB

ARC2-CFES-OFB

Blowfish-CFES-CBC

Blowfish-CFES-CFB

Blowfish-CFES-ECB

Blowfish-CFES-OFB

Triple DES- CFES-CBC

Triple DES- CFES-CFB

Triple DES—fuzzy-ECB

Triple DES — CFES-OFB

SingleDES-CFES-CBC

SingleDES-CFES-CFB

SingleDES-CFES-ECB

SingleDES-CFES-OFB
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RC6-CFES-CBC

RC6—CFES-ECB

RC6-cfb

RC6-ofb

RSA-image

The findings of the image encryption experiment showed that the proposed model using the "ECB" was less
successful than the other operation modes. Composite fuzzy encryption system (CFES) using CBC, CFB, and OFB
yields the best-ciphered pictures. The original picture has been encrypted more effectively using hybrid models,
such as AES-CFES-OFB, DES-CFES-OFB, RC2-CFES-OFB, and Triple DES-CFES-OFB which also provide the
most dissimilar ciphered image to the matching original image. Five standard test pictures are used to analyse the
encrypted output, and it is found that RC2 provides subpar encryption. In all CFES-based modes, composite also
produced satisfactory encrypted images.

Table 2: Performance Analysis of Image Encryption Methods for the Sample Image “Nike”

gsz;s:ig:e Value of Value qf H\i/sa}clougergl;n Value of Value of Value of
Technique Entropy | Correlation Deviation NCPR UACI PSNR

AES-CFES-CBC 0.824948 0.389868 3.770321 0.361844 0.265292 7.347743
AES-CFES-CFB 0.825529 0.38654 3.774426 0.362446 0.265908 7.326152
AES-CFES-ECB 0.669234 0.545 2.82777 0.294893 0.199263 9.185229
AES-CFES-OFB 0.822093 0.387317 3.750225 0.361356 0.264279 7.361529

ARC2-CFES-CBC 0.824628 0.389345 3.768063 0.361622 | 0.265015 | 7.356835
ARC2-CFES-CFB 0.82189 0.389398 3.748806 0.360901 | 0.263913 | 7.376159
ARC2-CFES-ECB 0.890912 0.215931 5.629452 0.501028 | 0.397601 | 5.037096
ARC2-CFES-OFB 0.823033 0.391343 3.756832 0.361328 | 0.264522 | 7.361172

DOMISCFES | 022667 | 0386149 | 3754253 | 0.361649 | 0264736 | 7347077
E:ZOE‘S"mSh'CFES' 0.825585 | 0386372 | 3.774822 | 0.362634 | 0.265879 | 7.328138
COMSIMCRES: | 029656 | 0461362 | 3775326 | 036168 | 0264472 | 7393998
DOWMSCFES | 0gar7sa | 0385425 | 3790203 | 0363139 | 0266683 | 7316366
TRe DES=CFES | 024028 | 0301876 | 3770184 | 0362047 | 0265104 | 7.356196
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E:'E'e DES = CFES- | 824924 | 0386697 | 3770153 | 0.362105 | 0.265513 | 7.337312
eT;p'e DES —fuzzy-| 830154 | 0500293 | 3.807308 | 0.362482 | 0.263501 | 7.488985
gF'FI’B'e DES —CFES- | (05622 | 0389185 | 3775082 | 0362386 | 0.265696 | 7.336975
DES-CFES-CBC 0.82289 | 0.383853 | 3.755825 | 0.361832 | 0.264918 | 7.341225
DES-CFES-CFB 0.824626 | 0.388654 | 3.768047 | 0.362222 | 0.265273 | 7.344897
DES-CFES-ECB 0.833826 | 0.489933 | 3.83366 | 0.36256 | 0.26608 | 7.415763
i[:nisg;CFES'OFB' 0.826922 | 0.395085 | 3.784298 | 0.362518 | 0.265775 | 7.348414
RC6-CFES-CBC 0.853313 | 0.310334 | 0524356 | 0.363423 | 0.263443 | 7.857773
RC6-CFES-ECB 0832222 | 0324513 | 0510977 | 0.387863 | 0.264552 | 7.853445
RC6-CFES-CFB 0.833322 | 0312224 | 0488783 | 0323422 | 0.263323 | 7.632223
RC6-CFES-OFB 0835224 | 0325422 | 0.335223 | 0.373224 | 0.263457 | 7.977224
RSA 0.843442 | 0313346 | 0.332323 | 0.366533 | 0.262323 | 7.752335

Performance results for the sample Nike picture used in the necessary demonstration of hybrid encryption models
are shown in Table 2. The examined images consist of a Nike logo, two medical images, a cs logo, and a chessboard;
the effectiveness of the hybrid encryption models is assessed by calculating entropy parameters, correlation
coefficients, histogram deviations, NCPRs, UACIs, and PSNRs. The best encrypted image is achieved when the
entropy, correlation coefficient, histogram deviation, and NCPR and UACI values are all high. All composite
models outperformed RSA, as shown in the study and the visual evidence in Table 1. Furthermore, it shown that
CFES based on RC6 encryption were superior than the alternatives.

Entropy
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Figure 2 Performance Comparison Using Entropy

Proposed encryption techniques (CFES-CBC, CFES-CFB, CFES-ECB, and CFES-OFB) have been experimented
using benchmarked images. During the evaluation process, the best encryption is chosen based on the following
five metrics:

1. The best encryption uses a higher value of entropy
2. For optimal encryption, the degree of similarity between the original and encrypted versions of an image
should be low.
3. For the best encrypted image, the histogram divergence between the original and encrypted versions should
be maximised.
41
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4. The well-defined encryptions should place when good value of NPCR and UACI, which

When trying to find the best encrypted version of the original image, PSNR values tend to be low.

5.
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Figure 3 Performance Comparison Using Correlation

Histogram Deviation

O W T M N - O

942-5340-904
923-5340-90d
J292-§343-904
adew!-940-5343-530
403-$340-53a
942-5340-53a
J392-534J-53Q

840-5342 - 530 ?|duL
23 -Azznj— s3Q ajduiL

842-534D - s3a ayduy
282-5340 - §3a 3jduL
940-S340-Ysyymojg
923-S340-ysymojg
440-5340-ysymolg
297-5340-ysyymolg
940-5340-204Y
923-5340-20uY
940-S340-704Y
292-5340-204V
940-5340-S3v
€423-S34D0-53v
942-5340-53V
287-5347-53v

anjeA uoneirag welSolsiH

Image Encryption Technique

Figure 4 Performance Comparison Using Histogram Deviation
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Figure. 5 Performance Comparison Using NCPR
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Figure. 7 Performance Comparison Using PCNR

Chess image, cslogo image, two medical photos, and a nike image are used in the experiments. The whole set of
comparative findings for encryption performance is shown in Figs. 2—7. The best encrypted results were seen using
the CFES modes, cbc, cfb, and ofb when using the encryption algorithms AES and Triple DES. The best results
are achieved by using ARC2 or Single DES with CFES-ECB operating modes. In the CFES-ECB mode of operation,
these methods provide satisfactory encrypted pictures. The highest level of encryption is necessary for the safety of
portable devices based on robotics. All modalities of fuzzy operation often aid all forms of encryption. When
sending sensitive multimedia data to a robotics device hosted in the cloud, it is best to use a hybrid encryption
method. Fig. 2 to Fig. 7 shows the evaluation of image encryption method using the measures of entropy,
correlation, histogram deviation, NCPR, UACI, and PCNR respectively. These comparative graphs shown that
proposed CFES under ECB mode produced the optimal values than others. That is, CFES with ECB mode is more
efficient image encryption model than others.
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V. CONCLUSION AND SCOPE OF THE WORK

There is a growing need for image encryption in real-time communication channels that poses valid access to
sensitive data. By applying image encryption methods to the source images, cypher images may be created.
Compositive fuzzy encryption systems is proposed in this paper that scheme rely on a completely arbitrary method
of key generation. In order to encrypt a message or image, the data must first be split into many blocks. However,
these approaches are insufficient for generating cypher images with improved secure mode annotations through
random keys. This is why encrypted image and operation mode hybrid models are being created. The results of the
experiments showed that while using OFB mode, the composite model produced more secure encrypted images
than RSA. Under the CFB operation mode, no encryption method yields images with a high degree of difference in
ciphertext. As per the experimental results, it is concluded that CFES with ECB may be made more effective for
bio-accessing purposes by using asymmetric image encryption methods.

In future, the proposed CFES is to be extended for handling the encryption for real time video streaming encryption
for preserving the security in cloud storage devices.
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