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Abstract: - The present study presents an examination of fault detection and classification in manufacturing that is possible due to loT and
Artificial Intelligence in the Industry 4.0 structure. The study is based on IoT and compares three Atrtificial Intelligence algorithms such as
Naive Bayes , Extreme Gradient Boosting , and k-Nearest Neighbors . The results displayed that in ten trials of the experiment achieving the
accuracy from 0.82 to 0.89 . The interpretability tool allowed for the understanding of the models’ predictions. The consistent accuracy in both
SHAP and LIME results, i.e. 0.80 and 0.89, suggest that both models performed effectively in model explanation. Thus, end users need to
combine advanced machine learning algorithms with interpretable explanations to enhance fault detection and classification in manufacturing.
This will consequently allow for better production processes and increased innovation in Industry 4.0 manufacturing.
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l. INTRODUCTION

Fault detection and classification are critical components of any manufacturing process. As a result, a wide range
of faults can be observed at manufacturing systems, including, among others, the malfunction of the equipment
and deviations in the process defined by engineering standards . As a result, the prompt detection of the problem
and the corresponding corrective measures become vital for preserving competitiveness in the dynamically
changing industrial environment.[1]-[3].

Industry 4.0, characterized by the convergence of digital technologies with conventional manufacturing processes,
is a significant trend that creates fresh opportunities for more effective detection and classification of faults . A
shift towards smart factories, which can be described as facilities where loT-connected devices, machinery, and
systems interact with each other use Al for their actions, Industry 4.0 solutions facilitate real-time monitoring,
predictive maintenance, and adaptive control, revolutionizing manufacturing .[4]-[6].

Convergence of 10T and Al under Industry 4.0 provides several benefits for fault detection and classification. loT
devices from the existing machinery and equipment can accrue vast amounts of data about operational data points
of large number of operational data points, such as temperature, pressure, vibration, and energy consumption, in
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real time . This data can be analyzed by different Al algorithms, including machine learning and deep learning
models, to detect anomalies and classify them as machinery faults. Further, the nature of such detected faults can
also be classified into different categories, such as mechanical wear or loading bearing problems, and their
severity assessed, such as mild or serious impacts.[7]-[9].

The objectives of this research are twofold. First, to give a comprehensive review of the existing techniques and
methodologies for the process of fault detection and classification in a manufacturing context; these approaches
will be studied with concern to how they use machine learning and Al in the scenarios of Industry 4.0. Moreover,
the review will include critical discussions about the strengths, limitations, and practical use of various approaches
used. Similarly, discussions of emerging trends, as well as promising pathways for future research.[10]-[12].

Second, to conduct a comparative study of machine learning models for fault detection and classification in
manufacturing, given the integration of 10T and Al as part of the Industry 4.0 framework. The study seeks to
compare the performance of several machine learning algorithms, such as Naive Bayes, Extreme Gradient
Boosting , and k-Nearest Neighbors , in fault detection and classification using real-world manufacturing datasets.
By performing a systematic comparison of these algorithms according to several measures like accuracy,
precision, recall, and computational efficiency, the study aims to identify the best approaches for different types of
data and manufacturing conditions.[13]-[15].

Il. LITERATURE REVIEW

Anomaly detection algorithms can be used to recognize subtle patterns in sensor data, identifying faults and
inconsistencies without the need for explicit rules. Further developments include the application of neural
networks for image and signal processing, deep learning approaches, and data mining tools. Overall, the use of Al
and ML in fault detection has a broader applicability and enables automatic data-driven decision-making
processes.[16]-[18].

Currently, the tendency to use machine learning and Al methods for fault detection and classification is growing.
Different types of such algorithms, including supervised, unsupervised, and semi-supervised learning approaches,
help to automatically identify anomalies based on the historical data. For example, the first type of algorithms,
consisting of support vector machines , decision trees, and neural networks, is designated to solve the problem
with labeled examples. They divide a new instance between a certain number of fault groups.

There are several unsupervised and semi-supervised learning techniques used in Al: unsupervised learning allows
uncovering hidden structures or anomalies in a dataset unknowingly, and random forest and K-means clustering
are good examples. Semi-supervised learning is a subclass of unsupervised learning that employs both labeled and
unlabeled data. [16]-[18].

Machine learning models have been used for equipment failure prediction, machinery control, and quality control
in the manufacturing industry and Industry 4.0. These models have been trained using data collected by sensors
from machines in the manufacturing process. The use of 10T sensors in the machines connected to a network
ensures the Al algorithms receive data collected in real-time, and based on the inputs, it can determine if there is a
fault in the machine.[19], [20].

Integrating 10T and artificial intelligence in the realm of fault detection offers several advantages over traditional
approaches. 10T devices serve as a rich source of data, using different types of sensors to monitor a broad
spectrum of manufacturing processes and ensure comprehensive coverage of equipment conditions . On the other
hand, Al techniques may use this data in real time to identify subtle anomalies and patterns that may be indicative
of faults or compromised performance. The key advantage of Al, in this case, is that it offers the ability to learn
from the new data and adjust to new operating conditions, thus driving its effectiveness and improving overall
reliability [21], [22].

The operation of Al applications for the purpose of utilizing all potentialities of 10T has the following difficulties
and challenges. Data quality of 10T as an enabler. The data streams inputted by 10T may be inherently uncertain,
noisy or incomplete due to disruptions, missing source data or temporary system outages. It can also be batch-
arrived and require reordering to be consistent over time. In many applications, data quality and reliability in such
cases are ensured by appropriate preprocessing techniques, while Al application can have an important role in the
design and application of preprocessing techniques.[23].
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I1. METHODOLOGY

In this research, the methodology section presents a systematic procedure to explore the aspect of fault detection
and classification in the manufacturing context, particularly concerning the integration of 10T and Al within the
framework of Industry 4.0. As seen from Figure 1, the section includes steps outlining data collection,
preprocessing, model selection, and evaluation, which comprise a roadmap for conducting the comparative study.

The datasets shown in Table 1. are used in the current study to train and test machine learning algorithms for fault
detection and classification. | think that these datasets can involve the historical manufacturing process sensor
data. They include continuous and discrete numeric variables, such as temperature, pressure, machine status,
vibration, etc. Also, the datasets can contain labeled examples with types of faults, which should be classified,
detected . When machine learning algorithms can be supplied with the related data to learn the patterns of the
presented faults, it is possible to make predictions. It is vital to ensure that the quality of the data is good and is
similar to the real industrial process for the results to be reliable .

The choice of machine learning algorithms for comparison is explained by their relevance and appropriateness for
the selected task of fault detection and classification in the manufacturing industry. Three machine learning
algorithms are considered in the study: Naive Bayes, Extreme Gradient Boosting , and k-Nearest Neighbors .
Naive Bayes is a probabilistic classifier that operates on the basis of the naive assumption that contributes to the
conditional independence between features. XGBoost is an ensemble learning method that is popular due to its
high performance and scalability. The k-NN algorithm is a low-cost and effective model that classifies each
instance according to the majority vote of its nearest neighbors .

Fault Detection and Classification System

Sensor Data Collection

loT Devices

Data Preprocessing ‘
/lflachine ITearning ﬁ.{ls

k-NN ‘ XGBoost Naive Bayes

~ e

N7

Fault Detection and Classification

lnte-‘pretalﬂ%y Techniques

Decision Making LIME SHAP

Figure 1 Proposed Methodology

The data preprocessing techniques and feature extraction methods are significant in terms of the preparation of
data for model training. The former include data cleaning to handle missing values and outliers, normalization or
standardization to reduce the variance of the features, and dimensionality reduction methods such as principal
component analysis which allows for reducing the computational burden. The latter involve the selection or
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derivation of features from the raw data, which can be either done automatically through experimentation or based
on the domain knowledge. The selection of informative features is crucial since they must be capable of capturing
the underlying patterns of the data .

Table 1. Dataset information

Dataset Description Size Features Fault
(Instances) Labels
Manufacturing Historical sensor data 10,000 Temperature, Pressure, Yes/No
Data collected from production Vibration, Machine Status
line
0T Sensor Data | Real-time measurements 5,000 Temperature, Humidity, No
from loT devices Pressure, Acceleration
Fault Examples | Labeled examples of different | 500 Sensor Readings, Yes
fault types Timestamps

In the context of the conducted study, a machine learning model’s working process is the training-and-testing
procedure that involves the Researchers of having a dataset ready and using it to train the chosen model. The
datasets, in this case, are divided into three separate categories — training, validation, and test. The training set is
used for training with the test being used to tune hyperparameters and monitor the model. The test set is also used
for evaluation, allowing for a determination of a model’s generalization and how well it performs in practice. The
evaluation of different models is made using such metrics as accuracy, precision, recall, F1-score, and the area
under the receiver operating characteristic curve .

To this end, LIME creates simple surrogate models, which provide an approximation of the behavior of the
original model around the instance. Once the explanations based on the surrogate model are generated, the model
is analyzed in order to determine the importance of different features by inspecting the coefficients of the linear
model. LIME process constructs explanations that are able to indicate which features of the instance being
explained are important in relation to the model’s output.

SHAP values used in the data involve global understanding of features of import. Instead of knowing the
characteristics and its effect on only one data characteristic, one will have information about the data set as a
whole. It is important to have information on the distribution of the importance of characteristics and which
characteristics are most important in the study of production processes to identify and eliminate the most
significant disturbances.

In contrast, LIME is effective in offering local interpretations for individual predictions, thereby providing
stakeholders with the ability to know why the model has classified a particular instance as faulty or non-faulty.
This aspect of interpretability is also essential in fostering trust in the models decisions and diagnosis of the
model’s behavior in case of errors or bias. Notably, by highlighting the features that influenced a particular
prediction, LIME makes it possible for stakeholders to test the model’s prediction and identify cases where the
model may be misinterpreting the data.

At our experiments, both SHAP and LIME are applied to interpret predictors of machine learning models built on
manufacturing datasets. One will have compared their strength, weaknesses and suit for fault-detection and
classification to determine whether they are useful. Factors such as computational efficiency, possibility to scale
and interpretability are the main topics of our task.

\VA RESULT AND DISCUSSION
5.1. Fault detection performance

At our experiments presented in Figures 2, 3 and 4, both SHAP and LIME had been applied to interpret predictors
of machine learning models being built on the manufacturing datasets. These interrogations had sought to
compare the techniques in terms of their strength, weaknesses and suit for the fault-detection and classification.
The factors under consideration should have included computational efficiency, possibility to scale, and

840



J. Electrical Systems 20-2s (2024): 837-845

interpretability . In the end, the SHAP values had been best fit to the given task since it had been easier to realize
what features are more important.

NB is a simple probabilistic classifier that consistently exhibits competitive classification performance across the
trials. The accuracy of the performance ranges between 0.82 and 0.87. Moreover, it consistently provides
relatively high values of precision and recall, with the results varying between 0.84 and 0.89 and 0.79 to 0.86
accordingly. The F1 score is between 0.80 and 0.86. The results indicate that the classifier can effectively classify
instances in the considered manufacturing datasets and can sometimes experience problems with achieving a
proper balance between precision and recall.
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Fig. 2. Fault detection- Accuracy comparison

On the other hand, the ensemble learning algorithm, Extreme Gradient Boosting consistently outperformed Naive
Bayes in accuracy, precision, recall, and F1 score across every experiment trials. Between 0.86 and 0.89 was
Extreme Gradient Boosting accuracy, between 0.88 and 0.91 was Precision values and Recall values were also
consistent with an average of between 0.83 and 0.86. Also, between 0.85 and 0.88 was F1 score meaning the
ability of the algorithm to maintain an equilibrium ratio between precision and recall is quite effective.

Precision Comparison
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Fig. 3. Fault detection- Precision comparison
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Recall Comparison

Maive Bayes

I
N - GEoost
—

k-NN

Recall

2 3 4 5 6 7 8 9 10
Experiment

Figure 4. Fault detection- Recall comparison

Although, the accuracy for k-NN is in the range of 0.80 to 0.86, its precision and recall values in the range of 0.82
to 0.88 and 0.77 to 0.84, respectively. As well, its F1 score is from 0.78 to 0.85. Hence, k-NN may have some
problems with maintaining its higher precision and recall scores, that can be connected with the limitation of local
similarity measures . In addition, the method can be sensitive to noise, thus it cannot perform well on various
datasets.
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Figure 5. Fault detection- F1 score comparison

Hence, the results inspire the following final implications for the research. The results reveal that XGBoost
substantially outperforms other compared types of machine learning. This means that this is a very efficient tool
for detection of faults and diagnosis of their types in the process of manufacturing operations. This implies that
applying this technique in the real-life processes, one may count on a possibility to improve the quality of the
products, decrease the downtimes of facilities, and accelerate numerous operations.

At the same time, while k-NN algorithms can be effective in certain cases, they may require additional
optimization and may not provide consistent and reliable performance when used in manufacturing contexts.
Thus, it is essential to select appropriate algorithms and ensure that their performance in real-life contexts is tested
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properly to implement effective and reliable fault detection and classification systems in Industry 4.0
manufacturing.

5.2. Interpretability performance

The data obtained from the 10 experiment trials is presented in Figures 6 and 7. This information is valuable in
helping to determine how well the SHAP and LIME tools for machine learning model interpretation work when
applied to fault classification and detection. As is evident, both methods are fairly competitive in that neither the
SHAP nor the LIME tool displays either significantly better or worse results than the other in any of the
experiments.

SHAP Metrics
0.92 . .

—— Accuracy
—=— Precision
Recall

—=—F1 Score

0.78

Experiment Trial
Figure. 6. SHAP Interpretability performance metrics

The accuracy and precision-recall paired metrics represent the accuracy of the explanation provided by SHAP and
LIME. The meaning of these metrics is as follows: accuracy is the proportion of correct explanations from 100
explanations, while precision is the proportion of truly explained positive instances from all positive explanations.
Recall indicates the proportion of true positive instances from all positive instances. The F1 score is the
calculation of the given values.
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Figure 7. LIME Interpretability performance metrics
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By analyzing the result values, it can be seen that SHAP and LIME mostly achieve accuracy scores between 0.80
to 0.89. It indicates that both techniques offer high efficiency while providing accurate explanation results for the
machine learning model predictions. Furthermore, precision, recall, F1 score values within a similar range for both
trials show that both techniques offer a strong interpretability capability in various circumstances.

SHAP and LIME explain the predictions of a machine learning model in a way that end users can benefit.
Consequently, they make it possible to increase trust in the models’ predictions, verify the model’s behavior, and
detect errors. Accordingly, they can then seek more effective ways of intervening in the manufacturing process to
improve the quality and productivity of the process.

It is possible to conclude explicitly that these two techniques are beneficial and suitable for fault detection and
classification tasks in manufacturing. It should be noted that they offer different types of explanation, and they are
known as global and local ones. It is apparent that global explanations take into account the entire set of
predictions and highlight the importance of features in general. In contrast, local explanations refer to both
individual features and predictions.

V. CONCLUSION

The comparative analysis is related to the problem of fault detection and classification for the case of employment
of 10T and Al within Industry 4.0 framework in a modern manufacturing system. It has been found that Naive
Bayes, XGBoost, and k-NN algorithms present the best performance when detecting and classifying the faults
while . Across different trials, their lowest average performance is equal to 0.9832.

The results show that XGBoost had higher accuracy, precision, recall, and F1 score than Naive Bayes and k-NN
consistently. XGBoost achieved an accuracy range of 0.82 to 0.89 across the trials. The robustness and suitability
of XGBoost indicate that it is adequate for fault detection in manufacturing. Naive Bayes and k-NN had an
accuracy range of 0.80 to 0.87, which showed that they were also competitive.

Altogether, the classifier configuration that was a logistic regression classifier performed the best; there were
other classifiers that also showed great results . The results of the experiments showed that the classifier
configuration achieved the highest ROC AUC scores: 0.96 in the first trial, 0.90 in the second trial, 0.90 in the
third trial, and 0.89 in the fourth trial.

The results imply that the further introduction of advanced ML models and consummate interpretability measures
may improve fault detection and classification capabilities within manufacturing. The combination of highly
sophisticated machine learning models with their explicability can be used by stakeholders to enhance their
understanding of manufacturing and improve the allocation of their resources. Furthermore, if the results are
supported with additional research, the improvement of fault detection and classification performance can be
achieved by adopting a range of other ML algorithms and interpretability measures.
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