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Abstract: - Will General Data Protection Regulation (GDPR) be adopted globally in business? The GDPR was approved in the
European Union (EU) in April 2016 and officially put into effect in May 2018, thus the research in this field has an obvious upward
trend. The development of GDPR is aimed at adapting to new trends, conducting scientific econometric analysis in the fields of
privacy and GDPR, and analyzing and visualizing emerging trends. First, summarizing the privacy and GDPR studies publicly
published between 1995 and 2023 through statistical analysis of terminology categories and high-yield journals. Then, understand
the overall research status of privacy rights and GDPR from the perspectives of author, journal, literature co citation analysis, and
collaborative networks. Finally, based on keyword analysis and literature co citation cluster analysis, a knowledge graph was
constructed that includes knowledge domains, evolutionary trends, and future research directions. As a globally influential
regulation, GDPR emphasizes the protection and lawful processing of personal data, which is of great significance for protecting
personal data privacy and enhancing data security.
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. INTRODUCTION

Scientometrics is a crucial method to explore the scientific research rules, identify research trends, and
evaluate the development of the field [1,2]. In this paper, scientometrics analysis is performed in the privacy and
GDPR (General Data Protection Regulation) domain and software named CiteSpace is utilized to analyze and
visualize the emerging trends.

By using the CiteSpace and reviewing privacy and GDPR research published between 1995 and 2023, it is
possible to display the evolution of a knowledge domain on a network map and to identify research frontiers.
Four major questions for the body of privacy and GDPR literature are advanced: (1) What is the basic situation of
term classification, journals, authors, institutions? (2) What are the citation status and influence of references,
journals and authors in co-citation analysis? (3) How prominent are individual authors, institutions and countries
in the corresponding collaboration network? (4) What research phases and opportunities for future research seem
promising?

Accordingly, three main objectives of this study are: (1) summarize the privacy and GDPR research
published during 1995-2023, by statistical analysis term categories, high-yield journals; (2) understand the
overall research status for privacy and GDPR from the perspective of author, journal, reference co-citation
analysis and collaboration network; (3) based upon keywords analysis and reference co-citation cluster analysis, a
new integrated, holistic knowledge map that includes knowledge domains, evolutionary trends, and future
research directions.

A taxonomy of information privacy which includes individual, group [3], and organizational privacy, most
privacy studies in the information systems field have been conducted at the individual level of analysis, consider
more than one level of analysis and beyond the individual level of analysis when necessary [4]. Privacy research
may focus on organizational level [5] and individual level [6-8] perspective, while privacy and GDPR may focus
more on policy and law aspects, as it is written by lawyers and policy-makers [9].

Existing research concentrated on protective approach, while few preventive measures were proposed [10],
the current cybersecurity systems mainly depend on the Receiver’s Responsibility Paradigm that aims the self-
defensive protection of each individual system, to overcome such a limitation fundamentally, a complementary
paradigm of Preventive Cybersecurity was proposed which emphasizes the importance of “Origin and Deliverer
Responsibilities” [11-14]. However, the adoption of preventive cybersecurity measures are resisted because they
may infringe the privacy and freedom expression of innocent netizens. The protection of privacy rights has
become a global issue as European Union (EU) adopted the GDPR.
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Il. METHODOLOGY

This section gives our methodology of scientometric analysis for privacy and GDPR, shows the collection of
empirical data. The data used to analysis in our research is downloaded from WoS, and the search strategy
followed is below:

1) Themes = (“privacy” OR “information privacy” OR “the privacy” OR “personal secrets” AND
“GDPR” OR “General Data Protection Regulation”);

As for the definition of privacy, no single definition can be workable, but rather that there are multiple forms
of privacy, scholars have suggested that privacy is one’s ability to control his own information [4,18]. In matters
of GDPR, it is defined as a milestone in convergence for cybersecurity and compliance, proposed new legal
requirements for privacy management in the field of Information Systems.

(2) Database = “SCI-E, SSCI, CPCI-S, CPCI-SSH and ESCI”;

(3) Timespan = “1995-2023";

(4) Document types = “Article” or “Editorial Material” or “Proceedings Paper” or “Review”;

(5) Literature type = “English”;

1798 publications are retrieved, and finally 1706 publications are valid data, which were downloaded on Dec
31st, 2023.

I1l.  IMPACT OF GDPR BASED RESEARCH IN PRIVACY RESEARCH

A. Dynamic Trend in Number of Publications
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Figure 1. The dynamic trend by annual number of publications

Only Privacy shows growth trend from 1995 to 2023, in the meantime, Fig. 1 shows that the number of
publications in privacy and GDPR is increasing in the past 30 years, from 1 publication in 1997 to 243
publications in 2023, with rapid growth in 2016-2023. GDPR was enacted in 2016 and put into effect in 2018,
thus the research in this field has an obvious upward trend.

B. Topics and Network of Keywords

EU has been a pioneer in privacy and data protection issues for decades. It can be found that the high
frequency keyword list mostly refers to the main terms related to privacy and GDPR such as Personal Data,
Security, Data Protection, Law Enforcement, Trust, Information Privacy [4,15-17], Anonymization [6,18],
Internet of Things [19,20], etc., which implies the research issues of privacy and GDPR. Keywords such as Law
Enforcement, Trust, Surveillance implies the research issues (topic) of privacy, these issues may occur in various
platform contexts.

In the meantime, the main technologies and tools involved in privacy and GDPR are Big data [21],
Blockchain [22-24], Machine Learning, Artificial Intelligence [21], Cloud Computing [25,26], Accountability
[24,27], etc.

Betweenness Centrality (BC) is an indicator to measure the importance of nodes in the network, which
indicates the extent to which a node is a ‘bridge’ between other nodes in the network graph, nodes more than 0.1
are called key nodes, which are used to discover and measure the importance of literature.
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The antecedent of GDPR is the Computer Data Protection Law enacted by EU in 1995. In the first stage
(1995-2008), the main high-frequency words are Privacy and Data Protection, the BC values are 0.18 and 0.2,
respectively, which are higher than 0.1, indicating that Privacy and Data Protection are research hotspot. Consent
is the highest value of BC among all keywords, on account of in the definition of user data in GDPR, any
collection of PII (Personal Identifier Information) must explicitly ask whether the user agrees or not.

The European Parliament proposed to reform EU Data Protection Regulations in January 2012, they agreed to
formulate new EU Data Protection Regulations in December 2015. In the second stage (2009-2015), the BC
(0.12) of GDPR in 2012 was the highest, and the frequency (202) of GDPR in 2015 was the highest. Ann
Cavoukian initially developed the ‘Privacy by Design’, GDPR introduces such data protection mechanism [10],
making the external entities have to accept the EU data governance concept in the process of business
compliance, which has a significant impact on the business operation mode of global data processing entities.

In the third stage (2016-2023), the European Parliament adopted the GDPR in April 2016, the EU directive
on citizens' right to data protection in law enforcement came into effect in May 2016, the opinions on the
guidelines of leading regulatory bodies had been closed in February 2017, the final guidelines were pre-
implemented for assessment, certification and punishment in April 2017, before the GDPR came into force, a lot
of exploration has been done on transparency and accountability [28].

GDPR was fully carried out on May 25, 2018, which can be said to be the data privacy protection act with the
highest level of data protection. After the GDPR takes effect, the privacy and protection of personal data will be
more transparent and operational. The term ‘Accountability’ [24,27] is already a popular word that implies the
‘Responsibility” in the Bright Internet, which is proposed the following five design principles: Origin
Responsibility, Deliverer Responsibility, Identifiable Anonymity, Global Collaboration, and Privacy Protection,
ensuring that the privacy protection and freedom of expression of innocent netizens [11,12,14], this is extremely
consistent with Anonymization and Accountability above.

C. Contexts of Privacy Research

1) Co-occurrence Network Analysis

The keywords co-occurrence map is clustered into irregular regions, each region has its corresponding label,
and each cluster is composed of several closely related words, which are all keywords in the co-occurrence
network.
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Figure 2. Keyword clusters network

The research clusters and the relative importance rank based on keyword is shown in Fig. 2, consequently,
cluster IDs with the newest group (Purplish red) are cluster #5 “Data Protection Regulation”, #6 “Personal Data”
and #7 “Several Liability” [21] with the largest sized cluster in 2018, 2019. The size of the node in the figure
represents the frequency of keyword, the larger the node, the greater the frequency of the keyword and the greater
the relevance to the topic, it is obvious that recent development in privacy and GDPR research has centered on
clusters #5, #6 and #7, as shown by the Fig. 2.

From the keyword cluster network, cluster #1 “Legal Issue” (yellow) and cluster #4 “Users Privacy” (blue
purple) are also hot topics in the mainstream, this is consistent with the previous documents co-citation research.
Using the keyword co-occurrence network, the subject structure in the dataset can be clearly displayed, Figs. 2.
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also suggest that cluster #2 “IoT Security” [19,20], cluster #8 “Cloud Computing Service” [25,26] and cluster #9
“Big Data Analytics” [21] are among the most popular techniques of that cluster. By and large, the keywords in
Figs. 2. seem to classify the privacy issues in the context of 10T security, in the context of cloud computing, and
in the context of big data analytics.

2) Documents Co-citation Cluster Analysis

There are 585 nodes and 1495 edges, in the network of documents co-citation, each node represented one
document, the links of the connected nodes represented co-citation relationships, larger nodes indicate articles
cited by numerous different scholars. Within the network of document co-citation, 53 articles (7.74 percent) were
published in Computer Law & Security Review (England, impact factor 2.9), it is the source journal with most
publications on privacy and GDPR topics. The majority of them are conference proceedings, they are
fundamental to privacy and GDPR research publishing, but it is difficult for readers to visualize their influence
and citation status by only using such few journal articles, so there is a potential research topic in such field.

The nodes with both high BC and high frequency characteristics are the key literature in this field, and also
the key literature in this period, representing the hot topic and frontier of this period. Figure 3 shows the citation
knowledge network and clustering results of privacy and GDPR. It can be seen that the network has ten clusters
of a combined model, revoking consent [29], big data [21], GDPR readiness, privacy design strategies [9,10],
two-fold shift, artificial intelligence [21], intervenability requirement, processing children, data protection
compliance regulation [30], and information technology sector in Fig. 3.
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Figure 3. Document co-citation clusters network

From the clustering results, we can find that the earliest cluster is artificial intelligence, which illustrates the
importance of artificial intelligence in this field. Big data and GDPR readiness are the contents of early attention,
data protection compliance regulation [30] and privacy design strategies [9,10] are more concerned in recent
years.

The cluster details show the cluster names obtained by three methods (LSI, Log-Likelihood Ratio and Mutual
Information), which reflect the research frontier fields, and the citation literature shows the research frontier. The
research results of Dr. Chaomei Chen show that the clustering identification of LLR word selection algorithm is
relatively representative and comprehensive, because it is closest to manual tags [31], in addition, LLR can
generate high-quality clusters with intra-class similarity and low inter-class similarity [32].

Table 1. Largest clusters of co-cited documents

Cluster ID  Size Silhouette Label (LLR)
8 10 0.966 data protection compliance regulation
3 22 0.96 privacy design strategies
5 17 0.956 challenging algorithmic profiling
9 9 0.954 information technology sector
7 10 0.947 processing children
1 27 0.946 big data
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4 20 0.939 two-fold shift

6 16 0.929 intervenability requirement
2 26 0.908 GDPR readiness

0 28 0.847 revoking consent

In Table 1, Silhouette is a measure of cluster’s homogeneity, and the closer its value is to 1, the more
homogeneous it is, all silhouettes of ten clusters are greater than 0.8, which means the clustering results are
reliable. The cluster name is extracted by Log-Likelihood Ratio (LLR) method, the frontier fields are data
protection compliance regulation [30] and privacy design strategies [9,10], Size represents the number of articles
in a cluster, and there are 10 articles in the cluster (#8) and 22 articles in the cluster (#3). Mean (Year) represents
the average year of publications in a cluster, and it is used to evaluate the average time when the cluster appears,
the cyberlaws GDPR was released its initial proposal in Jan, 2012 in the cluster (#8, #3), adopted in Apr, 2016 in
the cluster (#5, #9).

IV. IS GDPR GLOBAL TREND?

A. GDPR was Born in EU, and Researched in EU

The 6 founding members of EU are Germany (255), Netherlands (154), Italy (165), Belgium (102), France
(87), Luxembourg (44), England (214) may be regarded as EU which GDPR was developed, it ranks third in the
world which officially left EU on January 31, 2020.

Hungary. 16 Other EU
Luxembourg, 44 Countriez, 178
Finland, 38
Fomania, 29
Austria, 46

Figure 4. Distribution of publications in EU

Fig. 4 shows that other EU Member States are Spain (112), Portugal (69), Greece (67), Ireland (59), Sweden
(46), Austria (46), Finland (38), Romania (29), Hungary (16), respectively.
B. Wide Publications from USA and Other Non-EU Countries

In contrast with EU distribution, the dynamic trend of propagated to outside of Europe is as follows, the USA
ranks first in the world, Table 4 shows that other Non-EU Member States are Australia (60), Norway (55),
Switzerland (53), Canada (49), Scotland (31), Brazil (25), South Korea (24), respectively.

Table 2. Distribution of publications in Non-EU

Num Non-EU Country Numbers of Publications % of total
1 USA 237 13.18
2 People's Republic of China 78 4.34
3 Australia 60 3.34
4 Norway 55 3.06
5 Switzerland 53 2.95
6 Canada 49 2.73
7 Scotland 31 1.72
8 Taiwan 26 1.45
9 Brazil 25 1.39
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10 South Korea 24 1.34
Meanwhile, People's Republic of China (Mainland China, 78) and Taiwan (26) contributed to the study of
privacy and GDPR.

C. Country Cooperation Network

The cooperation network of country is also the national co-occurrence map, the size of nodes in the network
reflects the amount of papers published by the country. It is drawn according to the circumstance of cooperation
among countries in the cited literature, the appearance of two countries in the same article is regarded as a
cooperation, which is mainly based on the co-occurrence frequency matrix of countries, discussing which
countries have cooperation in similar topics.

The countries cooperative network for privacy and GDPR has 63 nodes and 207 edges, as shown in Fig. 5. In-
network, 23 countries were identified by relative contribution (more than 10 articles) to privacy and GDPR area,
we can find that Germany, England and USA are the largest contributors to the countries cooperation network in

such field.
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Figure 5. The network of countries for privacy and GDPR research

High frequency nodes represent highly cited literature, the node of high Betweenness Centrality represents
the literature that forms the co-citation relationship with multiple literatures, from Fig. 5, the top 10 countries are
the USA (88 articles, 0.18), Germany (85 articles, 0.15), England (82 articles, 0.29), Netherlands (68 articles,
0.09), Spain (53 articles, 0.12), Italy (47 articles, 0.1), Belgium (38 articles, 0.04), France (29 articles, 0.08),
Greece (25, 0.05), Australia (25, 0.09). These countries are the cooperation between countries in publishing
articles, they are core nodes establishing links with other nodes in the countries’ collaboration network.

V. PRIVACY RESEARCH IS MULTIDISCIPLINARY NATURE

A. Disciplines Nature (CS, Law, etc.)

Privacy is interdisciplinary research, [4,16,33-35]. From the perspective of term categories distribution, as
shown in Fig. 6, privacy and GDPR is a multidisciplinary research field, which mainly involving Computer
Science Information Systems (23.20%), Computer Science Theory Methods (21.86%) and Law (21.56% of the
total).
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Figure 6. Distribution of the Term categories with the top 10 literature

Set spams originating from Korea as the treatment group and spams originating from other countries as the
control group, discussed the Anti-spam legislation with difference-in-difference (DID) regression Analysis,
examined whether the enacted antispam policy based on the ‘opt-in” approach in South Korea can effectively
decrease the number of spam messages originating from South Korea [36]. Examined the impact of the Real
Name Verification Law policy which South Korean government implemented on privacy and anonymous issues,
explored the effects of the law with real world dataset in terms of privacy and anonymity [37].

The node size reflects the frequency of the research field, the category contributed to privacy and GDPR
research consisted of 162 nodes and 474 links (presented in Fig. 7). The top WoS categories are Computer
Science (Theory & Methods, Information Systems, Interdisciplinary Applications, Artificial Intelligence,
Software Engineering), Government & Law, Law, Engineering (Electrical & Electronic), Telecommunications,
Business & Economics, the co-occurrence analysis of the privacy and GDPR field is consistent with the current
research hotspots and research frontiers.

Computer Science, Artificial Intelligence.  -aW), \

GOVERNMENT & LAW

Computer Science, Software Engineering

Engineering, Electrical & Electronic
Computer Science, Theory & Methods| ©
COMPUTER scuzng#.
Rttt BUSINESS & ECONOMICS
Computer Science, Information Systems
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TELECOMMUNICATIONS

Computer Science, Inter&i.sciplinary Applications

Information Science & Library Science
INFORMATION SCIENCE & LIBRARY SCIENCE

Figure 7. Visualization of the category of privacy and GDPR

Reviewed the literature regarding privacy in the field of information systems, highlighted the following:
“Information systems research should focus more on design and action with an emphasis on building actual
implantable tools to protect information privacy.” [4]. Future studies on privacy in the information systems
domain should address the design science perspective, which aims to build the tools and technologies regarding
various aspects of information privacy [15].

B. Co-citation between Different Disciplines: between Journals and Authors

By using the journals cited to generate a network of co-cited journals, demonstrating 626 nodes and 1694
links, the co-citation network at journal level is shown in Fig. 8, Lecture Notes in Computer Science is most
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prominent with 153 co-citations, followed by Computer Law & Security Review (141), International Data
Privacy Law (112), Communications of the ACM (91), and Harvard Law Review (60).
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Figure 8. Network of journals’ co-citation

Other high co-citation journals were identified from the network by setting the frequency threshold of 34,
they are IEEE Security & Privacy (59, USA), IEEE Access (39, USA), Future Generation Computer Systems
(35, Netherlands), conference proceedings IFIP Advances in Information and Communication Technology (42),
there are also some top journal articles worth focusing on continuous follow-up, such as Science (52) and
Management Information Systems Quarterly (34).

Fig. 9 shows the author co-citation network that contributes to privacy and GDPR, which contains 627 nodes
and 1,771 co-citation links. In the author co-citation network, the node frequency of Ann Cavoukian is the largest
(frequency=64, 2014), as a former Ontario privacy commissioner, Ann Cavoukian is one of Canada’s foremost
privacy experts and a proponent for ensuring the privacy rights of citizens. From the first time of document in
2014 that GDPR adopted, all the authors have carried out the related study early and made a consistent
contribution.
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Figure 9. Network of author co-citation

In the following content, we will analyze the five privacy scholars Paul De Hert, Daniel J. Solove, Paul M.
Schwartz, Alessandro Acquisti, and Latanya Sweeney, respectively. They have different contribution types, Paul
De Hert, Alessandro Acquisti, and Latanya Sweeney have contributed to academic journal articles, while Daniel
J. Solove and Paul M. Schwartz have contributed to books.

1654



J. Electrical Systems 20-2 (2024): 1647-1659

First, Paul De Hert (frequency=52, BC=0.16) comes from Free University of Brussels (Belgium) and Tilburg
University (Netherlands), his most of the research achievements concerning privacy and GDPR were published
in Computer Law & Security Review. He made continuous tracking research on privacy cyberlaws regulation
GDPR [38,39], which released its initial proposal in Jan, 2012, in the following research, he elaborated the new
right to data portability by empowering approach [40]. His research team also discussed the privacy
authentication under the GDPR in data protection [39], explored GDPR and the NIS Directive about the
processing of personal data in network and information systems [41], we should pay more attention to data
protection principles enacted in Article 5 of GDPR to ensure legal certainty [42].

Second, Daniel J. Solove (frequency=48, BC=0.11), an internationally-known expert in privacy law, he
founded TeachPrivacy, a company providing privacy and data security training. As an authority on information
privacy law, developed a taxonomy to understand privacy violations [43] and proposed several ways privacy law
can grapple with the consent dilemma and move beyond relying too heavily on privacy self-management [44].
He has written numerous books including Nothing to Hide: The False Tradeoff Between Privacy and Security
[45], Understanding Privacy (D. J. Solove, 2008), The Future of Reputation: Gossip, Rumor, and Privacy on the
Internet [46], and The Digital Person: Technology and Privacy in the Information Age [47].

Third, as a leading international expert on information privacy law, Paul M. Schwartz (frequency=39,
BC=0.06) and Daniel J Solove co-authored several textbooks including Information Privacy Law, Privacy Law
Fundamentals [48], Privacy and the Media, Privacy, Law Enforcement, and National Security, Consumer Privacy
and Data Protection, and Privacy, Information, and Technology.

Furthermore, Alessandro Acquisti (frequency=41, BC=0.11) have been published a great many of top journal
articles on privacy research across multiple disciplines, such as Science [33], Management Information Systems
Quarterly [6], Management Science [34,49], Information Systems Research [17], Journal of Consumer Research
[50], Marketing Science, Journal of Marketing Research [51], Journal of the Association for Information Systems
[52], Journal of Economic Literature [53].

Finally, Latanya Sweeney (frequency=38, BC=0.10), the founding Director of the Data Privacy Lab in 1QSS
(Institute for Quantitative Social Science) at Harvard, her one focus area is data privacy, proposed 11-Anonymity
Protocol, Plus Protocol, Enclave Protocol, Standardized Protocol such four “best practice” protocols to protect
the data information privacy of individuals, in addition associate real names to “anonymized” data records [54],
with regard to ‘k-Anonymity’, she also explored in the early stage [55,56]. Her most of the accomplishments
concerning privacy were published in Technology Science, she currently holds the privacy and security seat of
the Federal Health Information Technology Policy Committee, thus produced her contributions to Health Data
Privacy, such as [57]. With the latest perspective, ten privacy rights in the preventive cybersecurity measures
based on Bright Internet which the GDPR require protect [13,58].

C. Networked Coauthors and Institutions of Multidisciplinary

1) Networked Institutions of Multidisciplinary

The institutional cooperative network in privacy and GDPR has 240 nodes and 128 edges. Tilburg University
is the leading contributors to the cooperation in this field and have published the most articles. 13 institutions
which have more than 5 connections are listed: Radboud University Nijmegen (9, Netherlands), University of
Amsterdam (8, Netherlands), Katholieke University Leuven (8, Belgium), University of Luxembourg (8,
Luxembourg), The University of Edinburgh (7, England), Karlstad University (6, Sweden).

The six countries with frequency=>5 are University of Oxford (England), Vrije Universiteit Brussel (Belgium),
Universidad Politecnica de Madrid (Spain), Leiden University (Netherlands), Delft University of Technology
(Netherlands), University of Nottingham (England), we find that the cross-border cooperation network is
widespread.

2) Networked Coauthors of Multidisciplinary

The author's cooperative network shows the cooperation of all authors in the field of privacy and GDPR.
There are 296 nodes and 280 edges in the authors’ cooperation network, we extracted the three largest
cooperative networks from the authors’ cooperation network. The node size is proportional to the number of
author’s publications, and the connection between nodes represents the author's cooperative relationship. The
thickness of the connection represents the strength of the cooperation between the authors.

The largest cooperative network is that Wouter Joosen, Pierre Dewitte, Peggy Valcke, Davy Preuveneers,
Kim Wuyts, Dimitrl Van Landuyt and other authors constitute a research cluster. Anotherr network is that Cesare
Bartolini, Monica Palmirani, Arianna Rossi and Michele Martoni and other authors constitute the research
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cluster, while Guillaume Scerri, Nicolas Anciaux, Lulian Sandu Popa and Luc Bouganim and other authors
constitute a research cluster. Although there are many participants, there are more networks of less than 4
partners in the cooperation network, indicating that the cooperation in the field of privacy and GDPR is
inadequate.

On the whole, most of the research achievement in the field of privacy and GDPR are still concentrated in a
small range of scholars, and most researchers have only published a few papers. As a new field, the core author
group of privacy and GDPR research is still in the formation stage, with more scholars' attention on privacy and
GDPR research, the number and scope of the core author group will be further expanded in the future, which will
play a guiding role in the research of privacy and GDPR, and constantly push the research to a new level.

VI. DISCUSSIONS AND FUTURE DIRECTIONS

GDPR has started as a privacy policy regulation of EU. The impact of GDPR is not only the whole EU
companies, but also all international companies who operate their business in EU too. For the successful adoption
of GDPR, four critical dimensions of propagation are studies with respect to the impact GDPR to privacy
research, geographical expansion, expansion of focus from policy to business, and expansion to multi-disciplines.
To measure the trends of propagation at this embryonic state, we study the statistics of academic publications in
these dimensions using scientometrics analysis. We found that future directions are still needed to enrich this
field as follows.

(1) Emerging needs of Preventive Cybersecurity Paradigm with global perspective. Nowadays humanity has
entered the digital age of interconnectivity, can we still use the legal principles of the pre-network era to solve the
ubiquitous network (networked, digitized, intelligent) issues of interconnectivity? In this situation, the
understanding of the rules related to the protection of subject rights in personal information processing should
shift from the subject's own defense norms to more suitable behavioral norms. The current network security
system can only adopt the "receiver accountability paradigm" of self-defense, which cannot eliminate cyber-
crime from the source. In order to effectively alleviate the current increasingly severe situation of cross-border
cybercrime, we intends to eliminate the threat of cybercrime global at the source and realize preventive
cybersecurity based on Bright Internet which the GDPR require while protecting the privacy of innocent netizens
according to global standards.

(2) More research is needed to evaluate the impact of GDPR on privacy regulation and data governance. The
interdisciplinary nature of ten privacy rights-related issues is emphasized, it has a significant impact on the
business operation mode of global data processing entities, especially the introduction of ‘Privacy by Design’
data protection mechanism in GDPR, which makes the external entities forced to accept the EU data governance
concept in the process of business compliance [60]. GDPR is in the transitional phase, discussed the privacy
policies from inside and outside the EU, pre-GDPR and the post-GDPR about semantic text-features analysis
[61,62]. 1t is paradoxical that GDPR terms ‘it is not erasable’ and ‘Right to be Forgotten’ have the opposite effect
with blockchain technology [23]. After the introduction of GDPR, even websites that are not bound by GDPR
can increase their market concentration in network technology services, and websites are more likely to retain top
suppliers [59,63], as has been seen in UTD articles published in recent years.

(3) Privacy design. The implementation of GDPR has had a profound impact on global privacy protection
legislation, and multiple countries have referenced the legislative techniques of the EU's GDPR. The personal
information protection concepts and value orientations contained behind GDPR may have a more profound
impact on the development and regulatory direction of the global digital age. Apple CEO Tim Cook eloquently
summarized the essence of privacy design: "You can't fix privacy with bolts, you need to consider privacy issues
in the product development process, you must design it in.". The method of data protection design described in
GDPR has fundamental flaws. It is undoubtedly that through legislation is the first and most important step to
protect the privacy of users, and enterprises still need to form professional security teams, actively meet
regulatory needs, and even cooperate with some laboratories and standard certification bodies in the industry to
obtain security and privacy certification and self-certification compliance.
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