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Abstract: - The proposed privacy-preserving framework based on fog computing for securing loT data was examined through 10
experiment trials, with each trial dissecting a number of performance related metrics. Specifically, across the trials, latency values varied
between 45 and 55 milliseconds, which signified that communication overhead was minute and that data were processed efficiently.
Throughput values also varied considerably, yet only between 95 and 110 megabits per second, which signalled that the framework would
allow processing data at high speeds. The rates of resource utilization measured in terms of MHR from CPU and Mused in the memory of
specific fog nodes, varied between 58% and 76% . Regarding the scalability of the proposed framework, it was assessed based on the data
collected and divided into the corresponding categories. From the energy consumption analysis, the values varied between 470 and 530
joules , which was recognized as the change caused by the shifting performance of the proposed IoT solution. Finally, communication
overhead values varied from 970 to 1050 bytes, showing the differences in the effects which privacy-preserving frameworks have on data
transmission. In conclusion, the results indicate that the proposed complex is immensely efficient in terms of protecting sensitive loT
data, ensuring a high level of security, preserving privacy, maintaining the current performance, and being adjusted to the new threats and
security challenges.
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I.  INTRODUCTION

The proliferation of the Internet of Things devices and interconnected things offers a wide range of applications,
starting from connected homes and smart wearables to 10T used in industry automation and development of
connected cities. This provides an unprecedented level of comfort, safety, efficiency, and innovation but it also
becomes a security nightmare, since the number of 10T devices is growing exponentially at a potentially alarming
rate.[1]-[3].

During the last years, the security of 10T systems has become a priority for both researchers and practitioners as
well as policymakers. In particular, the specific characteristics of loT environment, like heterogeneity, resource
constraints, and distribution, create serious challenges to maintaining the confidentiality, integrity, and availability
of data transmitted and processed in these environments .[4]-[6].

One of the most critical issues with 10T security is the susceptibility of devices to hacking. In the majority of
cases, 10T devices lack effective security measures, and they can be easily

attacked by malevolent parties who want to damage the integrity of the data or acquire access to secret
information without permission. Additionally, the IoT systems’ interconnectedness implies that if one device is
compromised, the whole network may be vulnerable.[7]-[9].

One emerging paradigm that has shown promise is fog computing, which extends computing capabilities towards
the network’s edge instead of centralizing it all in the cloud. As such, it ensures that data is processed and
analyzed at the location where it was created. This enhances both privacy and security since the data does not
have to pass through central servers — many of the largest data breaches in recent years revolve around such
centralized systems. Furthermore, this approach is more efficient in terms of the bandwidth and latency it
consumes.

In the case of the emergence of Internet of Things devices, privacy is a significant issue as tremendous amounts of
personal and sensitive data are generated and processed. That can be information connected with heart rate,
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patterns of speech, and daily household usage, such as devices-gadgets monitoring the health of an individual,
granting access to smart houses, and so on. Due to the general surveillance such devices are conducting, there is
always a risk of detecting the data inappropriately spread and misused by some malicious agents.

As for ensuring the privacy of data in the IoT, it is a complex question that has to be addressed through a
combination of solutions of a technical and regulatory nature. From data encryption and anonymization methods
to approaches based on data access and transparency control there is a range of ways to mitigate privacy issues in
IoT. Using a privacy-preserving solution based on fog computing, it becomes possible to balance data usage
opportunities and the level of users’ privacy protection.

1. LITERATURE REVIEW

Several privacy-preserving mechanisms help protect sensitive data in fog computing environments, where
computation and analysis are performed at the edge of a network. These mechanisms help ensure the preservation
of data confidentiality when meaningful computations and analyses are performed. Different privacy-preserving
mechanisms, with different features, trade-offs and implementation levels, have been designed and
developed.[10]-[12].

Homomorphic encryption is a method of encryption that allows one to perform computations on cyphertext,
without decrypting the cyphertext first. This allows data to remain secure even as it is processed and analyzed. In
a fog computing environment, homomaorphic encryption could be used to secure data from unauthorized access or
release. One disadvantage of homomorphic encryption, however, is that it adds significant computational
overhead; complex operations and big cyphertexts can significantly impact performance.[13]-[15].

Differential privacy represents a privacy-preserving approach that aims to secure the privacy of user data and
make it possible to perform statistical analysis. The method works by disturbing the results of query input with
noise to such an extent that the nature of the individuals is well preserved but not completely unaffected.
Differential privacy can be used to fog computing environments, where sensitive data can be pre-filtered before
any analysis is done to preserve the privacy of user information and facilitate new valuable insights. However, the
technique can be in need of fine-tuning to strike the right balance between the degree of privacy and the degree of
utility, potentially rendering it incompatible with many existing datasets or even other methods.[16], [17].

Secure multiparty computation is a technigque that allows multiple parties to compute a function over their inputs,
but without sharing those inputs with any other party. Thus, it allows multiple parties to jointly compute a
function, without revealing their input to the other parties. This can be applied to fog computing with distributed
data sources, since it permits several parties to perform computations across these sources, while keeping the
inputs private. This can be particularly useful if data cannot be legally shared or centralized. However, these
protocols also introduce some communication costs and may require some level of coordination between
untrusting parties.[18]-[20]

Zero-knowledge proofs are cryptographic procedures which let one party to prove to the other party that he knows
particular knowledge without need to reveal the knowledge items. It allows performing authentication and
verification procedures without the need to transmit any sensitive data. In fog environments, ZKP can be used to
authenticate users or devices without transmitting sensitive credentials, facilitation increased levels of privacy and
security. On the other hand, ZKP can require additional computational resources and can be vulnerable to
particular types of attacks — in such scenarios, its implementation shall be preceded by rigid risk assessment and
protective measures.[21]-[23].

There are other methods that can be used to improve privacy in fog computing environments, apart from the
above-mentioned well-known privacy-protecting methods. Data anonymization methods are some of the
mechanisms that can be used in fog computing. Examples of data anonymities include the use of k-anonymity and
I-diversity. Privacy-enhancing mechanisms are also essential in fog computing as a privacy-preserving
mechanism. Devices, such as secure enclave processors and trusted execution devices, can be used as privacy-
enhancing mechanisms by protecting sensitive information during computation. Finally, other privacy-preserving
mechanisms, including secure communication protocols and access controls, can be adopted to curb unauthorized
access to personal information.
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Il ARCHITECTURE OF THE PROPOSED FRAMEWORK

The architecture of the proposed privacy-preserving framework utilizing fog computing for safeguarding loT data
is made up of several components and processes that work together to maintain data confidentiality and integrity
and enable efficient processing. The heart of the framework consists of several key components that are used to
integrate fog computing with 10T devices and manage data flow within the system.

System Architecture Diagram
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Figure. 1: System architecture

The framework in Figure 1 features a strong set of components designed to collect, aggregate, and pre-process
data at the edge of the network. These components would be housed on 10T or gateway devices located near to the
data sources, and their purpose is to capture raw data generated by 10T sensors or devices and filter it as necessary
before features from the data have been extracted or the level of noise in the data has been reduced. By processing
this data locally at the edge, these features can help to keep latencies low and minimize the bandwidth required by
the network while preserving data privacy by reducing the transmission of raw data or sensitive information to
faraway servers.

The use of fog computing in interaction with 10T devices is one of the key aspects of the developed framework.
Fog nodes are deployed at specific locations in a network and operate as intermediaries between the 10T devices
and the centralized cloud counterparts. They use their storage and computational capacity to perform some data
processing and analyses functions on the data locally, thus decreasing the load on municipal cloud systems and
decreasing lagging. The use of a form of fog computing in this framework allows liable data processing closer to
the data sources and ensures that the I0oT data can be processed real-time or near real-time while enhancing
privacy and security.

The following is the data flow process in the proposed framework, which follows a structured and orchestrated
process to facilitate efficient and secure transmission of data between different components and entities. Data flow
process commences by transferring raw data from 10T devices to fog nodes for initial processing. In this stage,
several processing which include; privacy-preserving computations or analytics are conducted. Later, the
processed data is transmitted to cloud servers or endpoint for storage, further analysis, or presentation to end-users
securely. A more structured data flow from this process has been defined in the preceding section.

Various security mechanisms and protocols that ensure data privacy and integrity have been applied throughout
the data flow process, as listed in Table 1. By using different encryption approaches, such as homomorphic
encryption, or secure communication protocols, data is transmitted and stored in an encrypted format, meaning
interpreted by any unauthorized external entities. Access control mechanisms authorize specific entities or devices
the control over particular pieces of sensitive data: sensitive data might only be accessed by the service center but
not by end devices. Authentication mechanisms, such as message authentication codes, verify the identity of both
the devices and users that engage with the framework, not allowing unauthorized access.
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Table. 1: Data collection information

Data Collection Number of loT Frequency of Data Data Types Collected
Method Devices Collection
Sensor Readings 100 Every 5 seconds Temperature, Humidity, Light
Level
GPS Coordinates 50 Every 10 seconds Latitude, Longitude
Image Capture 20 Every 1 minute Still Images
Audio Recording 30 Every 30 seconds Sound Samples
Motion Detection 40 Every 2 seconds Motion Events

The architecture of the proffered framework could be considered a comprehensive solution regarding securing the
different types of IoT data, and allowing the realization of fog computing’s benefits. The integration of fog
computing with 10T devices and the incorporation of sound security and privacy-preserving mechanism resulted
in a system capable of processing the data generated by the 10T devices efficiently, at scale, and with respect to
user privacy in distributed settings. With the application being built specifically on edge computing, and focused
on privacy and security issues with 10T data allows to consider the proposed solution to be one of the promising
approaches to the issues of securing IoT data in today’s connected data-intensive world.

V. PRIVACY-PRESERVING TECHNIQUES IN FOG COMPUTING

Privacy-preserving techniques are crucial in the context of fog computing in general, as they ensure that sensitive
data remains confidential while still being used for meaningful computations and analyses. In this way, privacy-
preserving techniques are aimed at securely protecting data during its processing while being close to the
network’s edge. It is noteworthy that there are several privacy-preserving techniques applied in the context of fog
computing, with homomaorphic encryption being one of the most noteworthy. The key advantage of this approach
is that computations may be performed on encrypted data without the need to decrypt it. However, this approach
may prolong the processing task because of the complex cryptographic operations, meaning that its impact can be
viewed as negative, as computationally intensive operations are impractical in resource-constrained fog
computing.

Based on the Figure 2 information, another technique that is worth mentioning is related to privacy and refers to
differential privacy, which is a mechanism of privacy-preserving that helps organizations in enabling the
performance of the desired analysis on sensitive data without putting individual persons under threat . This
solution is based on noise addition to the results of queries so that it is impossible to refer the results to the
individual records of the persons. As a result, if differential privacy is applied to fog computing systems, it can
support organizations in analyzing and summarizing the information while anonymizing the data . However, there
is a risk of the absence of the required balance between privacy and utility for the data and the necessity of
parameter tuning. In addition, differential privacy is not always an appropriate solution.

Privacy-Preserving Framework Diagram
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Figure. 2: Privacy preserving framework
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Secure multi-party computation refers to a privacy-preserving protocol that is used for allowing mutually
distrusting parties to compute a function jointly over their inputs. By extension, parties would be able to perform
collaborative computation and analysis without disclosing their inputs to the others. Owing to this potential,
SMPC has gained popularity in the context of fog computing environments. Particularly, the specified approach is
being actively promoted in the setting of fog computing to ensure the protection of priv ate data sources .
However, the specified approach may be associated with several issues such as communication overheads, and the
need for coordination between parties.

Zero-knowledge proofs are cryptographic protocols that allow one party to prove to another party that it possesses
a certain piece of knowledge without showing or transferring this knowledge . They provide a method for
authentication and verification to occur without the need for sharing sensitive information. This can be used in fog
computing to allow the authentication of users or devices without having to transmit the sensitive credentials of
the users . However, zero-knowledge proofs might need additional computational power and may also be
vulnerable to replay and man-in-the-middle attacks and some other types of attacks if not well implemented .

There are, however, many other mechanisms that can be used in addition to the above-established techniques for
privacy preservation in fog computing. First, different data anonymization techniques, such as k-anonymity and I-
diversity, can ensure that the data will not be identified unless more than one homogenous data item is collected .
Second, privacy-enhancing technologies, specifically secure enclave processors and trusted execution
environments, can provide protection to data during its computation . Third, privacy-preserving protocols, such as
secure communication protocols and access control mechanisms, can be used to enhance privacy by blocking any
opportunities for access to or disclosure of the sensitive information . Overall, by adopting multiple mechanisms
for privacy preservation, fog computing can protect the privacy effectively, while still allowing the introduction of
innovative applications and services.

V. RESULT AND DISCUSSION

The ten experiment trials that were carried out in this research brought numerous insights on the performance of
the researched privacy-preserving framework using fog computing to secure 10T data. Each of the metrics, such as
latency, throughput, resource utilization, scalability, energy consumption, communication overhead, accuracy of
privacy preservation, security overheads, fault tolerance, and robustness to attacks, provides some implications for
understanding the research. More specifically, these metrics provide implications regarding the effectiveness of
the framework in real-world scenarios.

Based on the Figure 3 , from latency, the average latency for the trials was between 45 and 55 milliseconds per
trial. It is important to note that lower values of latency indicate that data processing can take place more rapidly,
and the lower values of encryption, decryption, communication overhead and processing take place more rapidly .
The current framework achieves a near-real-time processing time for most 10T biometrics data. Latency value
should be extremely low as having a high latency per time will affect the responsiveness of the system and the
overall user experience .
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Figure. 3: Latency and Throughput
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Resource Utilization
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Figure. 4: Resource utilization

As expected, throughput measurements of the training and testing set show almost the same rate. As mentioned
earlier, the throughput is reported in megabits per second , and various observed values across the trials range
from 95 to 110. The values that are higher represent a relatively faster data transmitting rate. From this final
measurement of the framework’s characteristic, it can be concluded that the task of exchanging the information
between intelligence of things devices and fog nodes can be conducted timely and quickly.

Resource utilization data from the Figure 4 for CPU and memory utilization in fog nodes can provide useful
information about efficient resource utilization is within the framework. The average CPU utilized was between
58% and 68%, while memory utilization was between 65% and 76%. With lower resource utilization, the
framework in place ensures that resources are managed efficiently, with computational and memory resources
being utilized effectively without overloading the fog nodes.

In Figure 5, Scalability refers to the ability of the framework to scale with the increasing number of 10T devices
and fog nodes. The trials were categorized as having high, moderate, or low scalability based on the trend of
performance. If the performance metrics, for example, network latency, throughput, and resource utilization were
consistently high in a trial not dropping at all, we considered them as having high scalability. In contrast, if the
performance metrics dropped as the load on the traffic generator increased in a trial we considered the trial as
having moderate to low scalability. The trends provide incitement of the ability of the framework to accommodate
increasing number of 10T devices with growing data.

In Figure 6, energy consumption is measured in joules, which is directly related to the energy that 10T devices and
fog nodes consume while processing and transmitting data. During the trials, the energy consumption varied from
470 to 530 joules. As such, lower energy consumption means that the framework uses energy more effectively,
which is highly important in the context of 10T devices, which could be heavily reliant on batteries. The data
implies that the performance and energy consumption are directly associated, with the framework managing to
achieve a perfect balance, as it uses the required amount of energy to complete the task. At the same time, no
more energy is spent, which means that the devices stay responsive, and data is processed effectively without
wasting energy.
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Figure. 5: Scalability

385



J. Electrical Systems 20-2s (2024): 380-388

Energy Consumption

3.5}

Frequency
]
ra o

=Y
o
T

460 470 480 490 500 510 220 530 540
Energy Consumption (Joules)

Figure. 6: Energy consumption

In Figure 7, communication overhead was measured in bytes. These values reflected the additional data volume,
introducing by privacy-preserving techniques in transmissions between devices during one trial. These values
ranged between 970 and 1050 bytes. While larger communication overhead values will lead to additional data
perfusion this may also have an effect on network bandwidth utilization and latencies. It should be noted that there
is a trade-off between the need to protect data from a potential breach and increased communication overhead, as
intrusion and extraction of data by other parties is the main fear associated with modern handheld devices.

Communication Overhead

1050 -1
1040

|
|
I
I
1030 1
I
1

1020

1010

Bytes

1000 f

980

1
gg0} I
1

g70} J

1
Communication Overhead

Figure. 7: Communication overhead

Based on the Figure 8, the accuracy of privacy preservation was determined. The degree of effectiveness of
privacy-preserving measures is indicated by the observed index. Its values for each trial amount to 92%-97% in
each case. Such relatively high rates are suggestive of the proper level of security ensured by the chosen
framework due to its particular protecting components. Therefore, this automated system is evidently capable of
safeguarding any sensitive private information included in the concerning datasets from being exposed and
accessed by anyone. Nevertheless, it still remains vital to further monitor the situation as well as improve the
system in order to adapt it to the changing requirements and be invariably protected from the identified threats.
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Accuracy vs Security Overheads
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Figure. 8: Accuracy and Security overheads

The results presented in Table 5 also provide evidence about security overheads, consisting both of the
computational and communication overheads for data integrity. The amounts of the observed security overheads
ranged from 4% to 7%. These results show that there is relatively low security overhead related to offer security
measures. It means that the security overhead values are rather low, and they do not significantly affect the
effectiveness of the framework. At the same time, these low security overhead values imply that the framework
offers high security levels, which are close to those generated without security measures. Therefore, it is
reasonable to suggest that security requirements can be fully satisfied with expected frameworks characteristics.

Fault tolerance is a feature of the given framework to function properly whenever nodes are lost or the network is
down. Throughout our experiments, fault tolerance ranged between 94% and 99% and the higher the value was,
the better was the anticipation of node failure and the network was accepted. When a higher fault tolerance value
is present, the better the value is built to be in response to the network outage. However, redundancy mechanisms
must be put in place in addition to the disaster recovery process to improve the fault tolerance degree further.

Robustness to attacks is an integrated characteristic that represents the framework’s ability to resist various types
of attacks, such as eavesdropping, tampering, and denial-of-service. The trials have shown that the level of
“Robustness to attacks” remains high across the trials, with the observed values of robustness ranging from 87%
to 93%.

VII. CONCLUSION

The experiment trials to evaluate the proposed privacy issues preserving framework using fog computing for
securing loT data were conducted. A vast amount of insights was discovered regarding its performance and
effectiveness throughout the trials . Overall, key performance metrics, including latency, throughput, resource
utilization, scalability, energy consumption, communication overhead, accuracy of privacy preservation, security
overheads, fault tolerance, and robustness to attacks were analyzed throughout numerous experiment trials .

Obtained results demonstrate that the average latency ranges from 45 to 55 milliseconds, which is fairly efficient.
Throughput values also vary between 95 and 110 megabits per second , which is also relatively high, suggesting
that data processing and transmission are efficient in the framework . Furthermore, the results for resources such
as CPU and memory utilization in nodes ranges from 58 to 76%, indicating that these resources are used
efficiently in the fog nodes.

There has been an observed performance trend that has categorized the scalability as high, moderate, or low.
Energy consumption was within the range of 470-530 joules, which illustrated the energy efficiency that was
balanced by the high performance. The communication overhead was demonstrated within the range of 970-1050
bytes, hence indicating the mechanism’s privacy-preserving aspect on data transmission.

The measurements indicate that the accuracy of privacy preservation was from 92% to 97% and all values are
rather high, meaning that the levels of data confidentiality were high. Security overheads were from 4% to 7%,
showing that firewalls and other security measures were effective and did not decrease the performance of the
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network essentially. The values for fault tolerance were from 94% to 99% meaning that resilience to node failures
and network disruptions was rather high; robustness to attacks was from 87% to 93%, and one can argue that the
framework demonstrated a high level of mitigation of security threats.
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