
 

* Corresponding author: Jianbo Xie, Zhejiang Provincial Energy Group Company Ltd., Hangzhou 310007, 

China, E-mail: xiejianbo100@163.com 
1 Zhejiang Provincial Energy Group Company Ltd., Hangzhou 310007, China 

 

 

Copyright © JES 2010 on-line: journal/esrgroups.org/jes 

 

 

 

Jianbo XIE*1, 

Keda SUN1, 

Xubing LEI1 

 

J. Electrical Systems 17-4 (2021): 529-541 

 

Regular paper 

 

Risk assessment method of power plant 

industrial control information security 

based on Bayesian attack graph 

 

JES 

Journal of Journal of Journal of Journal of 
Electrical Electrical Electrical Electrical 
SystemsSystemsSystemsSystems    

 

In view of the current fault isolation and single-fault assessment methods for power plant industrial 
control information security, there are problems of low attack point capture accuracy, long time, 
and poor evaluation effect. A Bayesian attack graph-based intelligent risk assessment of power plant 
industrial control information security is proposed. method. The attack graph technology is used to 
model the risk elements identified in the risk analysis, and the probabilistic model and Bayesian 
probabilistic attack graph are used to describe the relationship between system threats and attack 
behaviors. Deeply understand the basic elements of attack graph modeling for information 
collection, automatically generate tools to construct and optimize attack graphs, use sample 
information to modify the original estimates of parameters, and the hyperparameters of the prior 
distribution are determined by the node probability value. Analyze the attack sample data to obtain 
the attribute data of the node, so as to complete the posterior estimation parameter learning. The 
basic credibility of each proposition in the recognition framework is determined, and the weight 
vector of evidence is determined. Analyze the specific information security threats of the industrial 
control system of the power plant, obtain the basic credibility function, and establish the risk 
calculation formula. Quantify the language assessment of security threats by experts, construct an 
intelligent risk assessment model for power plant industrial control information security, and design 
the implementation process of risk assessment based on the risk analysis of attack graphs. The 
weight value of security threats and the result of credibility distribution are determined to complete 
the intelligent assessment. It can be seen from the experimental results that the short-term energy 
of this method is gradually invalid, the information is in the storage stage, and no new evaluation 
information will be added. The highest accuracy of capturing attack points under passive and active 
attacks is 91% and 93%, respectively, and the longest capturing of attack points. The time does not 
exceed 20 min. 

Keywords: Bayesian attack graph; industrial control information of power plant; security risk; risk 

assessment. 

 

1. Introduction 

 

Industrial control systems are widely used in energy, electric power, manufacturing, 

water conservancy, nuclear industry and other industries. More than 80% of the key 

infrastructures related to the national economy and people's livelihood rely on industrial 

control systems [1]. For a long time, the research on the functional safety and physical 

safety of industrial control systems has always been the focus, while information security is 

in a state of being ignored or even ignored [2]. The "Stuxnet virus" incident that occurred in 

2010 made people realize that information security threats to the traditional IT industry 

have spread to industrial control systems. As a power generation company with the focus in 

the energy field, the information security of its industrial control system has become more 

and more important with the advancement of informatization [3][4]. Once an information 
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security incident occurs, even if it only causes partial control instability and imbalance on 

the industrial control system, it will not cause destructive or paralyzing effects, but it may 

be a tentative attack by a hostile element, which will still produce some secondary hazards 

[5-7]. For example, disrupting the normal production order of facilities, triggering the 

implementation of nuclear power plant emergency plans, causing confusion in facilities and 

personnel, may bury hidden accidents for the next invasion of nuclear power plants [8][9]. 

From this point of view, the information security protection and capability improvement of 

electrical industrial control systems broke no delay. 

In order to solve the above-mentioned problems, scholars in related fields have carried 

out research on intelligent assessment methods of power plant industrial control 

information security risks. Reference [10] proposed an information security risk assessment 

method based on Dombi's improved aggregation operator, introduced Dombi's t-norm and 

t-conorm-based axiomatic definitions of interval-valued hesitant fuzzy elements (IVHFEs), 

and proposed a series of IVHFE aggregation operators obtain attribute weight information. 

Based on the basic idea of traditional distance formula, the distance formula between 

IVHFE is constructed, and the attribute weight optimization model is established, 

completed the information security risk assessment. Reference [11] proposed an 

information security risk assessment method based on the Pythagorean fuzzy set, which 

combines the Pythagorean fuzzy decision test and the evaluation laboratory method to 

determine the impact between SDN attributes and vulnerabilities, and implements the 

layered process of Pythagorean fuzzy analysis. Evaluate the severity weight of SDN 

attributes and the priority of vulnerabilities, implement information entropy to determine 

the overall SDN system risk, and complete the information security risk assessment method. 

Reference [12] proposes an information security risk assessment method based on the SEIR 

infectious disease model, analyzes the information interaction between information 

collection devices, and defines the natural connection and security risks between 

information collection devices in the smart grid. The number of information acquisition 

equipment and information interaction capabilities are studied, and the speed of security 

risk transmission and the maximum risk range between the information system and the 

physical system in the smart grid are analyzed, and the information security risk assessment 

method is completed. 

This paper proposes an intelligent risk assessment method for power plant industrial 

control information security based on Bayesian attack graphs. Transform the attack graph 

model into a Bayesian attack graph model that is easier to analyze and infer. Based on the 

traditional attack graph, use probability models and Bayesian network methods to describe 

the topological relationship between network nodes and collect vulnerability information 

Construct attack graph node information with network configuration information, use trust 

relationship and access authority to construct attack path, and realize the optimization of 

attack graph model. At the same time, Bayesian theory can effectively comprehensively 

analyze expert experience and historical data, reduce the degree of expert dependence, and 

improve the credibility of the assessment. At the same time, the support of multiple 

Bayesian network efficient algorithms and tool software also promotes risk assessment. 

Extensive development of work, the design of an intelligent risk assessment method for 

power plant industrial control information security based on Bayesian attack graphs is 

realized [13]. 
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2. Construction of Bayesian attack graph model 

 

Risk assessment is an assessment of the threats faced by information assets, existing 

weaknesses, impacts, and the possibility of risks caused by the combined effects of the 

three. Risk assessment is an important way to determine information security requirements. 

For the demand analysis of risk assessment, risk assessment needs to model the risk 

elements identified in risk analysis through attack graph technology, and need to transform 

the attack graph model into Bayesian attack graph model which is easier to analyze and 

infer. 

The multi-step characteristic of attack behavior brings many difficulties to security 

protection [14][15]. In order to accurately mine the relationship between vulnerability 

information and attack behavior, and accurately calculate the possibility of nodes being 

attacked in the network, the definition of attack graph is extended [16-18]. 

Probability model is a mathematical model used to describe the relationship between 

different random variables. Usually, it describes the mutual non-deterministic probability 

relationship between one or more random variables. Most statistical tests can be understood 

as a kind of probability model, the advantage of probabilistic models is that documents can 

be ranked in order of decreasing relative probabilities. 

Probability model and Bayesian network method are introduced to describe the 

topological relationship between network nodes in the traditional attack graph, and 

Bayesian reasoning method is used to calculate the attack probability The attack graph can 

describe the unconditional probability distribution and a posteriori probability distribution 

of the dependency relationship between node vulnerabilities, which provides the basis for 

static network risk analysis and dynamic network risk analysis. 

Bayesian probabilistic attack graph is a directed acyclic graph which can describe the 

relationship between system threat and attack behavior: 

 

( , , , , , )ε=G S A E Pr T  (1) 

 

(1) Attribute node set S : the Bernoulli variable is used to represent the resources and 

permissions of the attacker in the process of network attack. The value space of S  is 

{ }0,1 , which is related to the attribute node at the beginning of the attack, the set of 

intermediate attribute nodes under attack, and the target node of the attacker; 

(2) Atomic attack set A : the attacker uses the system vulnerability ie  to launch 

atomic attack, which makes the attacker obtain all the resources on the attribute node 

[19-21]. It is related to the source attribute node and destination attribute node of an atomic 

attack; 

(3) Attack event set E : a set of directed edges describing the attack relationship 

between attribute nodes in an attack graph, which is related to an attacker attacking jS  

from iS ; 

(4) ε : the binary ,
j j

S d  of the relationship between a node and its parent node set.
 

jd  is the condition that the parent node of jS
 

needs to meet when it arrives at jS . It 

requires that the state of all nodes arriving at jS
 

is true before the attack can be completed. 

Similarly, if =ORjd , the state of jS 's parent node is not all false to complete this attack; 

(5) Vulnerability utilization probability Pr : indicates the possibility of successful 

exploitation of vulnerability in attribute node jS ; 

(6) Conditional probability distribution T : Reflecting the uncertainty of node state. For 

a given ∈ ∪j mid goalS S S , there is always a conditional probability associated with its 
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parent node. 

Attack graph modeling needs to first deeply understand the basic elements of attack 

graph modeling, then carry out vulnerability scanning, asset identification and other 

information collection work for these elements, and then select appropriate automatic 

generation tools to build attack graph based on the collected basic elements, and finally 

optimize the attack graph model. The attack graph construction framework is shown as 

Figure 1. 
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Fig. 1: Attack graph framework 

 

As can be seen from Figure 1, the general steps of attribute attack graph modeling are as 

follows: collecting the vulnerability information and network configuration information of 

all hosts in the current system, constructing the node information of the attack graph; using 

the trust relationship and access rights between hosts, constructing the attack path; 

combining all the constructed attack paths into attribute attack graph; optimizing the 

attribute attack graph for better use Bayesian theory. 

 

3. Intelligent risk assessment based on Bayesian attack graph 

 

According to the sample data of the training set, the conditional probability distribution 

of learning and updating the node variable is obtained. Bayes regards the parameter to be 

estimated as a random variable conforming to a certain prior probability distribution, and 

uses the sample information to modify the original estimate, combined with the prior 

distribution determine and post-estimate parameter learning, complete Bayesian parameter 

learning. Add weight to each piece of evidence to reduce the possibility of large conflicts 

between each piece of evidence, and realize evidence synthesis through dynamic risk 

calculation. By analyzing the information security threats of the power plant industrial 

control system, constructing an evaluation system and hierarchical structure based on 

security objectives, obtaining the probability distribution of security threats, and 

constructing a power plant industrial control information security risk intelligent 
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assessment model. Design a detailed process of risk assessment, compare the upper and 

lower limits of the probability distribution of the confidence interval, obtain the order of the 

importance of security threats, and complete the intelligent risk assessment based on the 

Bayesian attack graph. 

 

3.1. Bayesian parameter learning 

 

The parameter learning of Bayesian network is to learn and update the conditional 

probability distribution of node variables according to the sample data of training set when 

the structure of Bayesian network is known, that is, the causal relationship between nodes 

in Bayesian network is determined. The parameter model of conditional probability 

distribution has been given, and only the parameters need to be estimated. 

Bayesian regards the parameters to be estimated as random variables that conform to a 

certain prior probability distribution, and uses the information of samples to modify the 

original estimation of parameters. Bayesian estimation can be described as follows: 

 

( ) ( )+ |π θ γ π θ γ⇒  (2) 

In formula (2),
 

( )π θ  represents prior distribution,
 

γ
 

represents sample information, 

and ( )|π θ γ
 

represents posterior distribution. 

 

3.1.1. Determination of prior distribution 

 

The prior distribution is usually determined by expert experience or historical data. The 

node probability determined by CVSS scoring system can be regarded as expert experience 

knowledge, so the parameters of prior distribution can be determined by the node 

probability value. 

Considering that there are only "TRUE" and "FALSE" values of each attribute node 

variable in the Bayesian attack graph model, that is, if the node states are all binary, the 

prior distribution of event occurrence conditional probability θ  of "attribute node is 

successfully acquired" can be taken as Beta distribution. 

Suppose that the parameters of attribute node variables in a given Bayesian attack graph 

conform to Beta distribution. The prior knowledge about θ  is equivalent to having α  
number of data, mainly including the given node "TRUE" in the prior knowledge, that is, 

the data amount of the attribute node has been obtained; the given node "FALSE" in the 

prior knowledge, that is, the data amount of the attribute node has not been obtained [22]. 

 

3.1.2. Parameter learning of posterior estimation 

 

People first have an empirical judgment on the object to be estimated, and then adjust 

their judgment on the object according to the data. And this empirical judgment is the prior 

probability, and the adjusted probability is called the posterior probability. 

For any given node and its parent node, assuming that the prior distribution is Beta 

distribution, then the posterior distribution is still Beta distribution. By obtaining the 

attribute data of the node, the attack sample data analysis does not obtain the attribute data 

of the node, thus completing the posterior estimation parameter learning. 

 

3.2. Dynamic risk calculation 

 

The core idea of dynamic risk calculation based on Bayesian attack graph is the 
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synthesis of evidence. Because there may be a big conflict among evidences, it is not in line 

with the objective reality. In order to reduce the impact, the weight of each evidence is 

added. 

Suppose that the evidence set is { }1 2, , ,= L nE E E E , and the weight coefficient ωi  of 

evidence iE  constitutes the weight vector { }1 2, , ,ω ω ω ω= L n
. The weight coefficient 

reflects the importance of evidence and can reduce the impact of evidence conflict [23]. 

Firstly, the basic credibility is assigned to each proposition in the recognition framework, 

and the weight vector of evidence is established. Secondly, the relative weight vector 

( )1 2 max, , , /ω ω ω ω ω= L n
 is obtained, and the discount rate of the basic credibility of 

evidence is ( )0 1α α≤ ≤i i
. By adjusting the discount rate, the basic credibility of each 

element in the identification framework is as follows: 

( ) ( ) ( )1 α′ = −i k i i km A m A  (3) 

( )( ) 1 ( )α α′ Θ = − Θ +i im m  (4) 

 

In formula (3) and (4), Θ  represents the evidence identification box. In this framework, 

there are m  credibility functions and 1 2,A B
 

is two focal elements. If the β
 

standard 

deviation is less than 1, then this batch of evidence can be synthesized. The basic credibility 

function after pairwise synthesis can meet the following requirements:  

( ) ( )

( )

1 1 2 2

( )
1 1 α β

′ ′

′

=Λ

=
− −

∑∑
i jA B

i

A m B

m A
 (5) 

For multiple credibility, the final basic credibility can be calculated step by step after 

pairwise combination. In the three-tier evaluation index system, we need to synthesize the 

evidence twice [24][25]. First, we get the synthesis results of the risk factors of availability, 

integrity and confidentiality, and then we get the credibility ϕ
 

of the system information 

security risk. Finally, according to the risk calculation formula: 

( )
1

ϕ
=

=∑
k

h

n

R P X

 (6) 

The risk value of system information security is calculated by formula (6), in which 

( )hP X
 

is the average value of the degree of harm in each risk evaluation. 

 

3.3. Intelligent risk assessment process of industrial control information security in power 

plant 

 

This paper analyzes the specific information security threats of power plant industrial 

control system, and constructs the evaluation system and hierarchical structure based on the 

security objectives. Through nine scale method, the weights of security targets in criterion 

layer and security threats in index layer are determined, and the linguistic evaluation of 

security threats by experts is quantified. The quantitative value of experts' language 

evaluation is synthesized by using the combination rule, and the probability distribution of 

each security threat is calculated. Through the probability distribution of security threats, 

the advantages and disadvantages of each security threat in the index layer are calculated 

and sorted. 

Based on the above calculation results, the intelligent risk assessment model of power 

plant industrial control information security is constructed as Figure 2. 



J.B. Xie et al: Risk assessment method of power plant industrial control information security based 
on Bayesian attack graph 

535 

Intel ligent as sessment of power plant 

industrial control information security risk

Confidential ityIntegri tyAvailability

Process 

control
Operationa

l control

Operation 

management

The s ite 

control

Unauthoriz

ed read

Unauthorize

d execution

Denial of 

service

Unauthoriz

ed write
 

Fig. 2: Intelligent risk assessment model for industrial control information security of 

power plant 

 

Network attacks are attacks on systems and resources by exploiting vulnerabilities and 

security flaws in network information systems. The threats faced by network information 

systems come from many sources, and they will change over time. From a macro 

perspective, these threats can be divided into man-made threats and natural threats. Natural 

threats come from various natural disasters, harsh site environments, electromagnetic 

interference, and natural aging of network equipment. These threats are purposeless, but 

they can cause damage to the network communication system and endanger communication 

security. Man-made threats are man-made attacks on network information systems. They 

seek to damage, deceive, and steal data and information in an unauthorized manner by 

looking for weaknesses in the system. With the support of the evaluation model shown in 

Figure 2, the reasons for network attacks and the risk of attack graphs are analyzed, and the 

implementation process of risk evaluation is designed as shown in Figure 3. 
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Fig. 3: Risk assessment process 
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The detailed process of risk assessment is designed according to Figure 3: 

(1) Asset identification: quantify the value of equipment, software and user information 

and its impact on the security of network system, and quantitatively analyze the integrity, 

availability and security of network system. The assets in network system mainly include 

data, software, hardware, etc. Network attacks will cause asset loss, that is, to destroy the 

integrity, availability or security of network system; 

(2) Vulnerability identification: many systems have security vulnerabilities, some of 

which are inherent in the operating system or application software. It is because of the 

existence of vulnerability that the risk can evolve into an attack event, so it is very 

important to detect the system vulnerability accurately. Vulnerability identification mainly 

includes two parts: identifying the type of vulnerability, assessing the possibility of 

vulnerability utilization and the degree of harm; 

(3) Threat identification: identify the harm of potential threats caused by vulnerabilities 

and the types of attack events caused by threats. It mainly identifies the threat rib, type and 

evaluates the threat degree of threat and assets based on the Verizon and database; 

(4) Network attack association analysis: analyze and calculate the vulnerability and 

power rib in the network system, the possibility of the security events and the loss to the 

network system after the security events occur [26-28]; 

(5) Quantitative assessment of network risk: analyze the degree of security event hazards 

caused by vulnerabilities and threats, quantitatively evaluate the risk of network system, 

locate the vulnerabilities and threats resulting from the risks, classify risk levels according 

to the evaluation results, and take corresponding security measures against different levels 

of risks [29, 30]; 

(6) Attack path prediction: the attacker intention is inferred and the attack path is 

predicted by expected income and cumulative probability, which provides the basis for 

deployment of protection strategy. 

(7) Benefit analysis of protection strategy: the cost and benefit of deploying the 

protection strategy are balanced by combining intelligent optimization algorithm and 

cost-benefit model. 

(8) Security strategy plan formulation: according to the standard security risk assessment 

scheme, determine vulnerabilities, threats, weight values and reliability distribution of 

security threats as Table 1. 

 

Table 1: Distribution of reliability of weight value of security threat 

Criterion layer Index layer Weight 

Usability 

Attack 0.52 

Denial of service 0.33 

Viral infection 0.13 

Integrity 

Illegal access 0.42 

Illegal authority 0.22 

Tampering with information 0.22 

Illegal information 0.12 

Confidentiality 
Unauthorized connection 0.66 

Trojan implantation 0.33 

 

According to the comparison of the upper and lower limits of the probability distribution 

of the confidence interval, it can be concluded that the order of the importance of security 

threats is: control information tampering < Trojan implantation < packet replay attack < 

virus infection < physical access of illegal devices < illegal access rights < unauthorized 
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network connection < illegal access to control information < denial of service. The above 

comparison results are the ranking of the impact of security threats, and can directly 

provide qualitative evaluation basis for the treatment of a single security threat. 

 

4. Experimental analysis 

 

4.1. Experimental environment 

 

Taking the simulation of typical three-phase synchronous motor in power plant as an 

example, a Simulink simulation model composed of three-phase synchronous generator, 

three-phase voltage and current measuring device, three-phase RLC load and three circuit 

breakers is designed. The function of circuit breaker is current and voltage quick break 

protection. When the current is greater than the setting value, the circuit breaker will trip. 

The circuit breaker is connected with three-phase parallel load, which can make logical 

judgment and generate control pulse. It can carry and break the current under the condition 

of abnormal circuit within the specified time, and has the function of quick break protection 

for overload, short circuit and undervoltage. After starting the simulation, you can see the 

real-time data in LabVIEW, such as speed, current, voltage, power, etc. 

Due to the loopholes and lack of protection measures in ICs, when the external attack 

source breaks through the industrial network, it takes over the SCADA master system or 

PLC equipment completely, so as to issue wrong instructions or forge the uploaded data; 

infect the system with virus and implant Trojan horse program to make it work abnormally; 

steal its core data secretly without being found. 

 

4.2. Experimental results and analysis 

 

The method of reference [10], the method of reference [11], the method of reference [12] 

and the method of this paper are used to analyze the attack information. In the case of a 

hacker attack, the short-term energy comparison results of the four methods are shown in 

Figure 4. 
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Fig. 4: Comparative analysis of four methods of short-term energy 
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It can be seen from Figure 4 that using the methods of reference [10] and reference [11], 

short-term energy failure occurs within the time range of 0-11 min and 42-51 min. In this 

case, the power plant industrial control information security cannot be used; Use the 

reference [12], the method also has a short-term energy failure in the time range of 0-11 

min and 42-51 min. In this case, the industrial control information security of the power 

plant is not possible; using the evaluation method in this paper, the short-term energy 

gradually fails within the time range of 42-51 min. The industrial control information of the 

power plant is in the storage stage during the time period, and no new evaluation 

information will be added. 

Based on this situation, four methods are used to compare and analyze the accuracy of 

the evaluation results in both passive and active attacks. 

 

4.2.1. Passive attack 

 

In the case of passive attack, the comparison results of the capture accuracy of the attack 

points using the four methods are shown in Figure 5. 
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Fig. 5: Comparison of the capture accuracy of the four methods of attack point in the 

case of passive attack 

 

It can be seen from Figure 5 that using the method of reference [10], the highest 

accuracy of capturing attack points is 70%, and the lowest is 58%; Using the method of 

reference [11], the highest capturing accuracy of attack points is 65%, and the lowest is 

51%; The method of reference [12], the capture accuracy of attack points is always less 

than 60%, indicating that the monitoring effect of the power information security 

monitoring system using these three devices is not ideal; The capture accuracy of attack 

points using this method is higher than 80%, and the capture accuracy of attack points is 

higher, indicating that the evaluation method is more accurate. The method in this paper 

adds weight to each piece of evidence, reduces the possibility of large conflicts between 

each piece of evidence, and improves the accuracy of the system information security risk 

value. 
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4.2.2. Active attack 

 

In the case of active attack, the comparison results of the attack point capture accuracy 

using the four methods are shown in Figure 6. 
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Fig. 6: Comparison of the capture accuracy of the four methods of attack point in the 

case of active attack 

 

It can be seen from Figure 6 that the capture accuracy of attack points using the 

comparison method in this paper is lower than the method used in this paper. The maximum 

capture accuracy of attack points in this method is 93%, and the capture accuracy of attack 

points is higher, indicating that the evaluation method is more accurate. 

 

4.2.3. Evaluation time 

The comparison results of the attack point capture time using the three methods are 

shown in Figure 7. 
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Fig. 7: Comparison of capture time of attack points by four methods 
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It can be seen from Figure 7 that the maximum capture time of the attack point using the 

reference [10] method is 47 min and the minimum is 33 min; The maximum capture time of 

the attack point of the reference [11] method is 37 min, and the minimum is 27 min; The 

capture time of the attack point of the reference [12] method The range is 25 min ~ 34 min. 

It shows that the monitoring efficiency of the power information security monitoring 

system using these three devices is not ideal; the capture time of the attack point using this 

method is less than 20min, and the time spent on the attack point capture is less, indicating 

that the evaluation method is efficient. This evaluation method converts the attack graph 

model into a Bayesian attack graph model that is easier to analyze and reason, speeds up the 

evaluation efficiency and reduces the evaluation time. 

 

5. Conclusion 

 

Risk assessment of industrial control systems in power plants is a key link and necessary 

foundation for the research of industrial control system information security. For the 

endless attacks on industrial control systems, calculating system dynamic risks based on 

expert experience alone cannot describe system risks accurately, effectively, and in real 

time. In this paper, an intelligent assessment method of power plant industrial control 

information security risk based on Bayesian attack graph is designed. Based on the 

Bayesian attack graph model, it can automatically build the Bayesian attack graph model 

and perform parameter learning based on the attack data to quantify the dynamic risk. The 

framework uses the attribute attack graph to convert to a Bayesian attack graph model, 

learns and updates the conditional probability distribution of node variables according to 

the sample data of the training set, and uses the sample information to modify the original 

estimation of the parameters. The prior distribution is determined by expert experience or 

historical data. By obtaining the data amount of the node attribute, the attack sample data 

analysis does not obtain the data amount of the node attribute, thereby completing the 

posterior estimation parameter learning, and completing the Bayesian basis through the 

synthesis of evidence dynamic risk calculation of Sri Lanka's attack graph. 

Although it is possible to realize the automatic construction of the Bayesian attack graph 

model structure, it must be based on re-scanning and detecting the target system, and then 

automatically construct and optimize the dynamic adjustment of the Bayesian attack graph 

model structure. Obviously, this method is too complicated, and finding a simple and 

effective method of structure learning will be the focus of the next research. 
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