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Abstract: In the present work an integrated methodology is proposed combining several methods 
and tools of risk identification, analysis and estimate. First, the approach uses the Preliminary 
Risk Analysis (PRA) to identify hazards on the human health/safety, then a “what if?” 
questionnaire is conducted in order to engage the facility’s operators and make use of their 
background knowledge in identifying potential hazards related to the malfunctioning of an 
installation. After that, a Hazard and Operability Study (HAZOP) is performed to analyze the 
likely causes and consequences of ‘all’ deviations and to recommend safety measures to limit their 
impact on humans, the environment and the property. This task is assisted by the software PHA-
Pro in order to organize the project and provide a step by step progression for a typical HAZOP 
study. Furthermore, in order to examine the propagation of the system’s deviations, a dynamic 
simulation software (AZprocede) was used. The application of this methodology is illustrated 
with an example of a supercritical boiler from an oil refinery. 

Keywords: Risk Analysis, safety, risk management, HAZOP, What if, PRA, software. 

1. INTRODUCTION 

The petroleum, petrochemical and chemical facilities face serious types of technological 

risks resulting in major accidents that impact the human health, environment, assets and 

industry image. These risks are indirect, unintentional, uncertain, and are by definition 

located in the future and only materialize when they are manifested as accidents. Therefore, 

managing what “might happen” is necessary to prevent it from happening [1].Several 

methods have been developed for that reason, such as: PRA (Preliminary Risks Analysis), 

“What-if?”,HAZOP (Hazard and Operability study),FMECA (Failure Mode, Effects and 

Criticality Analysis),FTA (Fault Tree Analysis) [2]. 

In the present work, we combine different tools and methods in order to come up with a 

convenient methodology to analyze risks related to the case study. 

This paper is organized as follow: Section 2 presents and defines the tools used for the 

methodology proposed. Section 3 describes the case study, which is a boiler from the 

thermo-electrical plant of the refinery. In section 4, we present the results and the 

recommended measures to be implemented and section 5 concludes the paper. 

2. PROPOSED METHODOLOGY 

Risk management is the identification, assessment, and prioritization of risks. In order to do 

that, the methodology starts by conducting a PRA and a “what if” questionnaire to identify 

all sorts of risks related to the case study. Then, a HAZOP for assessing those risks and 

finally for ranking / prioritizing them, a risk matrix can be applied [3]. The proposed 

methodology is illustrated in figure 1: 
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Figure 1: Methodology proposed 

 

What makes this methodology different is that it combines methods that are usually used 

separately. It embraces the three pillars for risk management and combines the best 

qualities of each method to cancel its flaws.  

To explain this further, The PRA method is known to give a general overview on risks 

without focusing on the details, combined with a “what-if” questionnaire, technical details 

are discovered, but in a less systematic way, combining the results with the HAZOP, the 

task becomes less difficult and more systematic. The risk matrix is not usually combined 

with the HAZOP but in this methodology it gives a way to rank/prioritize within the 

HAZOP worksheet. 

a. PRA 

The PRA helps identifying all potential hazards and accidental events that may lead to an 

accident [4], such as Fires, explosions, hazardous gas and falls from heights… 

According to most PRAs related to process industries, the majority of these risks are due to 

problems related to the functioning of an installation, much the same as our case study. 

Therefore choosing a systematic and detailed method such as HAZOP for analyzing the 

malfunctioning of each element of the installation is necessary. 

Furthermore, the PRA can also reveal which area of a facility is the most accident-causing. 

b. “What-If?” questionnaire 

The “What-if?” questionnaire helped involving the operators in identifying a large number 

of operational hazards through brainstorming. 

A compilation of typical “What If” questions used in a process facility has been made to 

facilitate a “What If” questionnaire. This listing should always be supplemented and 

tailored to suit the particular case study [5] [6]. These questions are divided by type of 

equipment (heat exchangers, pipes, valves…). 

Example of “What if” questions for pipes [5] [6]: 

 

• What if piping leaks? 

• What if pressure is too high/low inside pipeline? 

• What if piping is fractured? 

• What if piping plugs? 

• What if piping becomes fouled? 

• What if piping is corroded internally/ externally? 

• What if piping is eroded? 

• What if piping loses its heat tracing? 

• What if piping is subject to backflow? 

• What if piping is subject to vibration? 



J. Automation & Systems Engineering 8-4 (2014): 197-206 
 

 199

c. HAZOP 

Now that a brainstorming with experienced operators is established using the “What-if” 

questionnaire. A detailed method for a systematic examination of those risks needs to be 

done. 

Process industries have come to prefer the method HAZOP. This method is used for 

identifying and analyzing the causes and consequences of hazards [5] (that can lead to 

damage to health, the environment and the property) and problems which prevent efficient 

operation (that affect the process and the production) (figure 2).  

 
Figure 2: Hazard and Operability study 

 

In a HAZOP study, and by using the Piping and Instrumentation diagram (P&ID), we start 

by dividing the system to nodes; each node has a different functionality (pipe, heat 

exchanger, burner…). Then, we generate what’s known as Deviations. A deviation is 

generated by combining a guide-word and a parameter (figure 3).  

 

 
Figure 3: Generating a deviation 

 

Combining guidewords with parameters generates a matrix of deviations [7] illustrated 

bellow (table1). 
Table 1: Matrix of deviation 

 

Parameter Guide-word 

No More Less Part of 

Temperature 
 

X X 
 

Pressure 
 

X X 
 

Level X X X 
 

Flow X X X 
 

Composition 
   

X 

Corrosion 
 

X 
  

Soot 
 

X 
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After generating ‘all’ deviations for each node, we identify their likely causes. The 

following categories are common [7]: Hardware: (Equipment, piping, instrumentation…), 

software (Procedures, instructions), human (operators…), external (power, natural...). 

Assuming there are no safeguards, we identify the consequences of each cause. They may 

be operational problems or a hazard of minor or major concern. We identify then the 

safeguards that already exist in the installation to limit the risk. We decide if the existing 

safeguards are adequate, if not we propose recommendation for each cause. Figure 4 

illustrate the HAZOP approach: 

 
Figure 4: the HAZOP study approach 

d. Risk matrix 

In order to estimate risks we need to take in account their likelihood and their severity [8]. 

Risk Raking depends on those two factors:  

 

RR= L x S 

 

A risk matrix that deals with three kinds of risk (risk on people, environment and assets) 

was established. We imported this matrix to the software PHApro [9] before establishing 

the worksheet (figure 5). 

 

 
Figure 5: Risk Matrix used for the case study 

 

In this matrix, the likelihood varies from level A (Never occurred in the industry) to level E 

(Happens more than once per year at the facility) (figure 6) 
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Figure 6: Description of each level of the Likelihood 

 

The severity is divided according to three types (Human, Environment and Equipment) it 

varies from level 0 (No health  effect/No effect on environment/no damage to asset) to level 

5 (Multiple fatalities/Massive effect on environment/Extensive damage to asset)  (figures 

7,8 and 9). 

 

 
Figure 7: Severity for the Risk Matrix on the Environment 

 

 
 

Figure 8: Severity for the Risk Matrix on Humans 

 
Figure 9: Severity for the Risk Matrix on Assets 
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Raking the risks helps prioritizing them and choosing the safeguards to be implemented, i.e. 

their type (SIS, sensors, alarms…) depending on their Risk Ranking. 

3. CASE STUDY 

The case study in this paper is a supercritical boiler from a Moroccan refinery. This choice 

was based on the PRA established for the facility’s thermoelectric plant to identify the 

hazards associated to the plant’s operations. This PRA revealed that the boilers were the 

most accident-causing installations and that the majority of risks were due to their potential 

malfunctioning.  

The steam production of the thermoelectric plant is provided by water-tube boilers 

operating at high pressure that use oil to generate high pressure steam (45bar) by the 

following process [10][11][12]: 

After being properly treated and deaerated, water is pumped into the economizer which 

is a heat exchanger that extracts heat from the exhaust gas to heat the water. Heated water is 

then transferred to the steam drum and screen tubes. The combustion of atomized fuel and 

air provides a radiation of thermal energy to boil the water inside the screen tubes. The 

steam that rises is separated by cyclones in the steam drum and is transferred to the 

superheater to increase its temperature. High pressure steam is then transferred to 

storage.(Figure 10) illustrates the process of generating steam using a water tube boiler. 

 

 
Figure 10: Flow sheet of a water tube boiler 

4. RESULTS  

After analyzing the information collected using “What if?” Questionnaire and the PRA, we 

divided the system into several nodes [13],and then we identified in PHApro the parameters 

for each node (figure 11) 
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Figure 11: identification of Nodes and Parameters 

 

Then, by combining Parameters and Guide-words we generated the deviations tables for 

each node; the following figure is a deviation table for node 1: 

 

 
Figure 12: Example- Deviation related to Node 1 

 

In order to examine furthermore the causes and effects of every deviation and how each 

deviation affects other parameters, we used a dynamic simulation software known as 

AZprocede [14] (Figure 8). 
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Figure 13: Simulation software AZprocede 

 

Then we established a worksheet listing causes [15], consequences, safeguards and 

recommendations for each deviation. After that, we used the risk matrix in order to estimate 

the likelihood and the severity of each consequence. (Figure 14) 

5. SUMMARY OF THE PAPER 

The following table gives a summary of the paper: 
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Figure 14: Example of the final Worksheet using PHApro for Node 1 (Deviation 2: Low flow) 

The estimate of risk ranking of each consequence allowed us to prioritize risks that have 

major impact on humans, environment and property. This will help operators to determine 

which risk should be taken in account first in case of emergency. 
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6. CONCLUSIONS 

Dangerous industries and installations can be operated, designed and managed in ways that 

result in low accident rates. For this reason, we established a methodology combining 

several methods of risk analysis, including HAZOP, PRA, “What-if?” and two softwares, 

one for simulation (AZprocede) and one for application (PHApro). In addition to being a 

tool for risk analysis, this methodology is designed to help people with a non-sold 

background in process engineering to understand and gather a maximum of information 

concerning problems and risks related to an installation.  

The future work is, on one hand, to establish an Event Tree (ET) for risks of major concern 

in order to give an estimate of the probability of each outcome, and on the other hand, to 

estimate the cost of each recommendation of the established HAZOP. 
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